
National Healthcare Safety Network: 
Getting Started



ObjectivesObjectives

• Overview of NHSN Patient Safety 
Component

• Facility Administrator Designation
• Enrollment

– Five step process

– Secure Data Network and digital certificates

• Next Steps



National Healthcare Safety NetworkNational Healthcare Safety Network

• NHSN is a voluntary web-based system 
run by CDC for reporting healthcare 
associated events and processes. 

• Purposes of NHSN
1.Collect data from a sample of US healthcare facilities 

to permit valid estimation of the magnitude of adverse 
events among patients and healthcare personnel. 

2.Promote adherence to practices known to reduce 
infection risk.

3.Analyze and report collected data to permit recognition 
of trends.



National Healthcare Safety NetworkNational Healthcare Safety Network

• Currently more than 2,700 facilities use 
NHSN

• Specifically, facilities use NHSN to:
– Obtain baseline HAI rates 
– Compare rates to CDC’s national data 
– Participate in state or national HAI prevention 

collaboratives 
– Devise and implement HAI elimination strategies 
– Evaluate immediate and long-term results of 

elimination efforts 
– Refocus efforts as needed, or advance to different 

areas



National Healthcare Safety NetworkNational Healthcare Safety Network

• It has 4 main components: 



Patient Safety ComponentPatient Safety Component

• Device-associated Module
– Central line-associated bloodstream infection
– Catheter-associated urinary tract infection
– Ventilator-associated pneumonia
– Dialysis incident

• Procedure-associated Module
– Surgical site infection
– Post-procedure pneumonia

• MDRO & CDAD Module
– Multi-drug resistant organism
– MRSA
– C. difficile infection [CDI]



Center for Medicare and Medicaid ServicesCenter for Medicare and Medicaid Services

• Beginning January 1, 2011, NHSN will be the 
tool used to participate in the CMS HAI pay- 
for-reporting program.
– Central line-associated bloodstream infection data 

from ICU and NICU for January 2011 discharges.

– Surgical Site Infections for January 2012 discharges.

• Each facility’s data will be included in CMS 
Hospital Compare tool, which publicly reports 
hospital performance.



Facility Administrator DesignationFacility Administrator Designation

• One person who has primary functions for:
– Enrolling facility
– Registering/deleting users and determining user data 

access rights
– Managing locations and patients across components
– Nominating and joining groups (data sharing 

arrangements such as FDOH group)

• Other users can have administrative rights as 
assigned by the Facility Administrator.
– Once the facility is enrolled the administrator may 

invite additional users and assign rights.



Facility Administrator DesignationFacility Administrator Designation

Facility Administrator and all users must:
– Be from a bona fide healthcare facility

– Have email address and Internet access on 
computers used for reporting

– Be able to download and install a digital 
certificate onto those computers

• Installation of digital certificate may be performed 
by IT staff with admin rights.



EnrollmentEnrollment

Facility Administrator Responsibilities 
Steps

1. Review and accept Rules of Behavior
2. Register
3. Apply for and install an SDN digital certificate for 

NHSN Enrollment activity
4. Print, complete, and submit enrollment online:

• Facility Contact Information Form
• Hospital Survey Form

5. Print, sign and return Consent Form to NHSN
• Agree to follow protocols and use definitions exactly
• Send acceptable Patient Safety Component data per FDOH 

reporting requirements, including annual survey



EnrollmentEnrollment
How do I get started in NHSN?

Step 1              
Review and accept 
Rules of Behavior

Step 2           
Register

Receive email with instructions 
for obtaining a digital certificate

Step 3                                   
Go to Secure Data Network to 
apply for a Digital Certificate 
for NHSN Enrollment activity

Receive email with 
instructions for downloading 

Digital Certificate and
accessing NHSN enrollment

Step 4               
Print and complete 
NHSN enrollment 
online and submit

Receive email confirming 
enrollment and website consent 

form

Step 5                             
Print, sign, and return signed 
consent form to NHSN

NHSN will activate your facility 
when consent is received

Receive NHSN Enrollment 
Email

Enrollment is complete;      
NHSN application ready for use

Access the NHSN application through the SDN by 
selecting the NHSN Reporting activity

KEY
Steps the Facility 

Administrator must take
Feedback 
from CDC



Step 1. Review and accept the Rules of BehaviorStep 1. Review and accept the Rules of Behavior 
http://http://www.ncid.cdc.gov/RegistrationFormwww.ncid.cdc.gov/RegistrationForm//



Step 2: RegisterStep 2: Register

You will be asked to provide a few 
key pieces of information including 
the following:

•The name of the NHSN Facility 
Administrator.

•Email address for the NHSN Facility 
Administrator.

•Facility Identifier

•American Hospital Association 
(AHA) ID# or CMS Provider ID# 
(also called HCFA or Medicare#) to 
proceed; VA hospitals need their 
VA Station Code to proceed.



IMPORTANT!!!IMPORTANT!!!

• You must use the same email address 
throughout the NHSN enrollment process. 

• Allow nhsn@cdc.gov and 
PHINTech@cdc.gov to come through your 
organization’s email spam blockers.

• Make sure the following site is listed as a 
trusted site in your browser and pop-ups 
are allowed.

*.cdc.gov

mailto:nhsn@cdc.gov
mailto:PHINTech@cdc.gov


Before proceeding to Step 3:Before proceeding to Step 3:

• Receive email from NHSN with instructions for 
obtaining digital certificate.

READ AND FOLLOW ALL DIRECTIONS IN 
EMAILS YOU RECEIVE.



Step 3: Go to SDN to apply for a digital Step 3: Go to SDN to apply for a digital 
certificate for NHSN Enrollment activitycertificate for NHSN Enrollment activity

• SDN = Secure Data Network
– Provides security control services to most 

CDC systems, including the NHSN
• Physical and environmental controls – The 

computer room that houses NHSN is physically 
secure and environmental controls are used to 
protect NHSN computing resources from system 
damage or failure.

• Network controls - The SDN is located behind a 
firewall and is protected by a centralized security 
gateway (proxy server).

• User Authentication – All users must authenticate 
their identities with digital certificates.



What is a Digital Certificate?What is a Digital Certificate?

• A digital certificate provides an electronic 
means of proving your identity in order to 
securely conduct business with the NHSN. 
Digital certificates provide the following 
benefits:
– Data is encrypted so only NHSN can read it.

– Provides assurance data is not changed in 
transit.

– Certifies who actually sent the transmission.



Digital CertificatesDigital Certificates

• User specific – Do not share your digital 
certificate with another user! Each user must 
have their own digital certificate.

• Must be on each computer you use for NHSN 
access
– Can be used at multiple facilities– NOT specific to the 

facility, it is specific to the user.

• Make a back-up copy, i.e., save on a USB 
‘thumb drive’, network drive, CD, etc.

• Administrative rights to your computer are 
required to install the certificate.



Apply for Digital CertificateApply for Digital Certificate

• The website and password needed to apply 
for a digital certificate will be provided to you 
by email after completion of Step 2. 
– Enrollment web address: https://ca.cdc.gov
– Enrollment password: !cdc_sdn_apply!

https://ca.cdc.gov/


Enter Personal InformationEnter Personal Information



Review Email AddressReview Email Address



Select a Program: Select a Program: 
Click on National Healthcare Safety NetworkClick on National Healthcare Safety Network



Select Activities: Select Activities: 
Click on NHSN EnrollmentClick on NHSN Enrollment



Create a challenge phrase (password)Create a challenge phrase (password)



After entering, WRITE DOWN challenge phraseAfter entering, WRITE DOWN challenge phrase



About Your Challenge PhraseAbout Your Challenge Phrase

• Use Password to log into SDN and 
access NHSN.

• Must be case-sensitive.
• Write it down and store in a secure 

place.
• Do not share your phrase with anyone 

including co-workers and IT staff.
• Must meet certain criteria.



Digital Certificate Request ReceivedDigital Certificate Request Received



Install Digital CertificateInstall Digital Certificate

• When you receive your SDN email (48- 
72 hours) containing the link to the 
digital certificate:
– You must have administrative rights to 

your computer to install your digital 
certificate. 

– Get your IT staff involved.
• From the computer you will use to 

access NHSN, click on the link in the 
email to install the digital certificate.



Digital CertificateDigital Certificate

• When installed, you will get this screen:

• Make a back-up copy of your digital certificate



Step 4: Enroll in NHSNStep 4: Enroll in NHSN

• To log onto the NHSN via the SDN, go to:
https://sdn.cdc.gov

• Then enter your password.

**************

https://sdn.cdc.gov/


Click on NHSN EnrollmentClick on NHSN Enrollment



Complete Facility Enrollment Forms Complete Facility Enrollment Forms 

• The enrollment forms are also available on the 
NHSN website (see “Data Collection Forms”.)



Complete Facility Enrollment FormsComplete Facility Enrollment Forms



About the IdentifierAbout the Identifier

• Enter only numbers – no dashes or spaces.
• Enter only one identifier and check “N/A” for other identifiers.
• If your data does not verify, contact NHSN.
• If you do not have any of the listed identifiers, contact NHSN. 

(NOTE: If you used a CDC-assigned ID at registration, you can use 
the same number here.)

• After data verifies, enter data from the Facility Survey and submit.



Once enrollment is 
submitted, you will receive 
an email to access the 
Agreement to Participate 
and Consent form.

Agreement and Consent FormAgreement and Consent Form



Step 5: Print, sign and return Consent Form to Step 5: Print, sign and return Consent Form to 
NHSNNHSN

• MUST have 2 signatures, facility 
administrator and one of C-suite.

• MUST make 3 original copies (in 
case one gets lost in mail).

• Send via U.S. mail. 

• NHSN will return any Agreement to 
Participate and Consent that is not 
completed correctly.



Enrollment approval email from CDCEnrollment approval email from CDC

• When NHSN receives your 
C-level signed consent 
form, they will activate your 
facility and send you an 
enrollment approval email.



Next StepsNext Steps

• Administrative set-up
– Add users and assign rights to users
– Add locations
– Submit Monthly Reporting Plan

• Join FDOH group and confer rights to 
FDOH

For more information visit 
http://www.cdc.gov/NHSN



User GroupsUser Groups

• Once enrollment is complete facilities may 
create and/or join a User Group allowing for:
– Multiple facilities within the same system to share 

data and produce aggregate reports.

– Participants in a statewide collaborative to submit 
data to state health department.

• Facilities can not see one another’s data

• In an upcoming version facilities can blind identity

• Facilities determine which data points to submit and whether 
or not to submit with patient identifiers

*For more information please contact FDOH or visit http://www.cdc.gov/nhsn/training.html

http://www.cdc.gov/nhsn/training.html


Questions or Comments?Questions or Comments?

EE--mail: mail: HAI_Program@doh.state.fl.usHAI_Program@doh.state.fl.us

HAI Program Website:HAI Program Website:
http://http://www.doh.state.fl.us/disease_ctrlwww.doh.state.fl.us/disease_ctrl 

/epi/HAI/HAI.html/epi/HAI/HAI.html

mailto:HAI_Program@doh.state.fl.us
http://www.doh.state.fl.us/disease_ctrl/epi/HAI/HAI.html
http://www.doh.state.fl.us/disease_ctrl/epi/HAI/HAI.html
http://www.doh.state.fl.us/disease_ctrl/epi/HAI/HAI.html
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