HFltoﬂLaTﬁ Bureau of Emergency Medical Oversight

Role of Administrator
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Define the role of the Trauma Center
Administrator

Describe how to set up new users access
for a Trauma Centers

ldentify how to change a users password
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 Chosen by the Program Manager

e Set up trauma center user access to
NGTR

o Act as first point of contact for user
guestions

 Reset forgotten passwords
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Presentation Notes
The Administrator that DOH sets up for each Trauma center will be chosen by the trauma center’s program manager.  The administrator will receive their login information from DOH.  Their role will be to set up any additional users at their trauma center and grant them access to the NGTR system.  The administrator is the point of contact for all the trauma center users.  All questions should be directed first to the administrator who can contact DOH if they need help answering questions.  The administrator will be able to reset forgotten passwords for the users.  If the administrator forgets their password they will need to contact DOH.


User Id:

Password:

Facility Id:

Login

WARNING: APPLICATION/SYSTEM ADMINISTRATION AND SECURITY MONITORING

The use of this application/system is restricted to authorized users only. This application/system and equipment are
subject to monitoring to ensure proper performance of applicable security features ar procedures. Such monitoring
may result in the acquisition, recording, and analysis of all data being communicated, transmitted, processed or
stored in the application/system including but not limited to information stored locally on the hard drive, by a user.
There is no right of privacy in this application/system. If monitoring reveals possible evidence of criminal activity,
such evidence may be provided to law enforcement personnel and other personnel in conjunction with a report of

improper or unauthorized use.

(Disclaimer - Any user who extracts information from the application/system unto media such as, but not limited to,

a Floppy disk, CD, DVD, Flash Drive), becomes solely responsible for the safekeeping of that information)

www.fltraumareqistry.com
Enter user ID

Enter password (case
sensitive)

Enter facility ID- ID
assigned by NTDB
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To log in to the NGTR the administrator will open a browser page and type in the URL which is www.fltraumaregistry.com.  A generic user ID will be supplied from the DOH.  This ID is designed to be used by the administrator of the trauma center.  If an administrator leaves, the new administrator can still use the ID and will only need to change the password.  DOH will supply a generic password for the first login, this password will be case sensitive.  Once the administrator has logged in they should change their password.  The facility ID is the ID number that was supplied by the ACS when the trauma center applied to submit data to the National Trauma Databank.

http://www.fltraumaregistry.com/

Admin Module

Driller Analysis ‘ K Change Password

Support

Administrator access is the same as registrar
access with the addition of the admin module
which is found under the general tab.
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The administrator’s access is the same as a registrars with the exception of the admin module under the general tab.  This is the page that will allow the administrator to set up new users as well as reset forgotten passwords.


DI Admin Module Users page- for setting
& s up users and assigning
— accounts. Also used to
o | reset passwords
Joser Staff Page- Use of this

page up to the
discretion of the
trauma center
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The admin module is composed of two pages, the users page and the staff page.  The users page is used to set up new users and assign them to a role and an account.  This is also the page the administrator will use to reset forgotten passwords for users.  The staff page is supplied for the trauma centers as a place to keep information on trauma center staff.  The use of this page is optional and completely up to the trauma center.


o5 Hamis_Laad registrar Sunny Florida Regional Medical €
Sunny Florida Regional Medical €
Sunny Florida Regional Medical C

Sunny Florida Regional Medical C

. The user page contains
the record manager
listing all users.
Information will appear at
the bottom of the screen
once a user name is
clicked on.

Add and search button
are found here.
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When the user page is opened  the user record manager will appear.  When an administrator first logs on the only user they will see will be the generic user id for administrator and then they can add the users.  Even though the login is generic the description will show the name of the current administrator and should be updated to reflect any changes in the administrator role.
The record manager will list users at the top of the page, unless a user is chosen the bottom of the page will remain greyed out. Once a user name is clicked on their information will appear in the bottom of the screen.
The buttons to the right  can be used to add a new user or search for an existing user.


& User Record Manager

User ID
HarrisIC
LoweMx
MoonMX
Namethld
SFRMCAdmin

Description Primary Facility

James Harris_Lead registrar Sunny Florida Regional Medical C
Michele Lowe_Registrar Sunny Florida Regional Medical C
Mary Moon_Registrar Sunny Florida Regional Medical C
Joe Nameth_Registrar Sunny Florida Regional Medical C

Sunny Florida Administrator_Jun: Sunny Florida Regional Medical C

User Editor: HarrisJC | /7 Accounts * Staff

Expiration Date

Primary Facility # 103000 Sunny Florida Regional Medical Center

User ID # Harris]C Gl Set Password

Description # James Harris_Lead registrar

Email Address
Expiration Date

Disabled ||
Must Change Password ||

| i) Save | 4 Revert

|

Disabled

L

D DL

& Add

2 Search
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Here is a view of the data for a specific user.


Add User

User ID =

Description =

Email Address

Expiration Date i

Password s

Verify Password =

Primary Facility # 103000 Sunny Florida Regional Medical Center

Disabled ||

Must Change Password ||

| i Save and Exit | i Save and Add New | | 3% cancel |

L%

User ID- Last
name, first initial,
middle initial
Description-user
name and role

Password must be entered twice, should be 8 characters, 1 non-

alphanumeric and 1 number
Facility chose from drop down

Click “must change password” to make user to change password
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Once the add button is clicked the add user box will appear on the screen, all boxes with a red asterisk are required to be filled in.  The user ID should be filled out in a standard format beginning with the users last name, first initial and middle initial.  If there is no middle initial and “x” should be used.  The description should include the users full name and their role.  Email address and expiration date are optional.  No emails are sent to individuals using the email entered here.  The password is required to be entered in the password field and again in the verify field. The password should be at least 8 characters long with one non-alphanumeric character and at least one number.  The facility should auto-populate, if not the facility should be chosen from the pull down menu.  The must change password box will automatically be checked anytime you add a new user, and the user will be prompted to change their password the first time they log in.  If the administrator would like a user to change their password any other time they can check this box on the user page and the next time the user logs in they will be prompted to change their password.


Add User

User ID # McPheetersiX

Description # Ann McPheeters_Registrar

Email Address

Expiration Date | [
Password | =xsxsxsx%x
Verify Password s ======e===
Primary Facility # 103000 Sunny Florida Regional Medical Center | < |
Disabled | |

Must Change Password ||

| i Save and Exit J | i Save and Add New | | 3 cancel |

Disable button not used during setting up a new
user

Make sure to save your changes
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Here is what the screen will look like once the information is added.  The disabled button will only be used to disable the user.  
Save and exit will take the administrator back to the user page and save and add new will cause the system to pull up a fresh add user box to add another user.


Assigning an account gives the user the
permissions they need to access the
system.

Click add button on the right side of the
screen

—_——
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Once a user has been added an account needs to be assigned to them in order for the system to know what permissions they should be given.  The second tab on the bottom half of the user record manager page is the accounts tab.  A user must be clicked on from the list for the account tab to be chosen.  To assign the account the add button to the right will need to be clicked.


& Add Account

Facility: = ij [ij
Primary Role: #| FacilitvReqistrar v |
Secondary Role: | v |
Expiration Date: i

l ko Save and Exit |l i Save and Add New | | % cancel |

Choose facility from drop down
Role: facility registrar or trauma administrator
Secondary Role: Not necessary at this time

Expiration date: only fill in if the access should be
temporary

Save changes

—_——
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The add account box will appear on the screen.  The facility the user should be assigned to should be chosen from the drop down menu (note: for most trauma centers there will only be the option of choosing their own facility).  Choose the role from the drop down, the administrator can create other administrators or assign the facility registrar role.  The secondary role is not being used at this time.  The expiration date should be filled in if the user’s access is temporary and has a set end date.  The administrator will then save and exit this screen.


User Editor: McPheetersAX @ /' Accounts m Staff

Primary Facility # 103000 Sunny Florida Regional Medical Center

User ID # McPhestersiX

| &, Set Password |

Description # Ann McPheeters Registrar

Email Address
Expiration Date

Disabled [ |
Must Change Password ||

f

Click “set password” box
Enter the new password and confirm it
Changes take affect immediately

Z. Change Password

Minimum Password Length: 8

Require non-alphanumeric character: true
MNumber of special characters: 0

Mumber of upper case characters:
Mumber of lower case characters:

MNumber of numbers: 1

Password

Confirm Password

l Ok J[ Cancel ]
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To change a password for a user the administrator can click the set password box on the user record manager page.  A change password box with the password requirements will appear.  Enter the new password, confirm it and click ok.  The new password will take affect immediately.
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Thank you for attending

To protect, promote and improve the health of all people in Florida through integrated state, county, and community efforts. Fl-—-a—
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That concludes our training on the Administrator role.  Thank you for attending, are there any questions?


	Slide Number 1
	Learning Objectives
	Administrator Role
	Login
	Administrator Module
	Admin Module
	User page
	Slide Number 8
	Adding a user
	Adding a user
	Assigning an Account
	Assigning an Account
	Changing a user password
	Slide Number 14

