HSEEP Mechanics Self-Paced Training

Written Transcript

Module 3
Audio Text:

Module 3 will continue with HSEEP Requirement 2 and provide information on drafting the exercise.

Slide Text:

Module 3

·  HSEEP Requirement 2: Drafting the Exercise

Audio Text:

The Mechanics Manual has a table that describes the content, timing and applicability of HSEEP-recommended meetings and conferences.  Operations-based exercises will require more meetings than discussion-based exercises. 

You may want to review the table in the Mechanics Manual before continuing this course presentation. 

Slide Text:

Step 7: Draft the Exercise Plan.

HSEEP recommends planning meetings and conferences based on the exercise type and scope.

These could include: (See table in Mechanics Manual.)

·  Concept and Objectives Meeting

·  Initial Planning Conference (IPC)

·  Mid-Term Planning Conference (MPC)

·  Master Scenario Events List (MSEL) Conference

·  Final Planning Conference (FPC)

HSEEP Volume II: Exercise Planning and Conduct details outcomes, products, and associated timelines for planning meetings and conferences.

See Mechanics Manual –  Page 17

Audio Text:

After your planning team has met and made some basic decisions about objectives, design, and schedule, you will be ready to input the information online in the HSEEP DDS.  As we review the DDS requirements, you may want to refer to the DDS Worksheet at Attachment 1 in the Mechanics Manual.

Choose an exercise name that participants and sponsors can remember so that they will be better able to relate experiences and lessons learned with others.

The exercise summary is a concise statement of the exercise purpose, description, and schedule. 

The exercise sponsor can be the agency that is funding or organizing the exercise.  

Exercise programs based on health and medical target capabilities generally fall into “Public Health” or “Public Health Emergency Preparedness.” 

Slide Text:

Step 7: Draft the exercise plan.

Enter exercise information through DDS or NEXS.  This organizes exercise development and shares information with HSEEP-registered team members.

Be prepared to enter this information: (See Mechanics Manual, DDS Worksheet)

·  Exercise Name and Series* -- Be memorable.

·  Exercise Summary -- Who, what, where, when …

·  Exercise Sponsor -- Who’s paying the bills?

·  Exercise Program -- Most health and medical exercises fall into “Public Health” or “Public Health Emergency Preparedness.”

* Required entry

See Mechanics Manual – Page 18

Audio Text:

Before continuing, you may want to review the exercise descriptions on pages 11 and 12 of the Mechanics Manual, as well as the slide explanation on page 18.

Click the appropriate button next to the exercise type: discussion-based or operations-based. 

Next, click the appropriate box to indicate exercise scope.  In HSEEP scope means jurisdiction.

You may choose to click one or more scenario box.  There are also a text box options for non-standard scenarios.

The Theme is an optional entry.  There are only three choices, if you want to enter one.  Continuity of Operations will fit most exercises.  

Only the Location name, City, State, and Zip are required. 

Use the calendar and time buttons to record the dates and times of the exercise.  If the exercise schedule changes, these dates and times can be revised.

Slide Text:

Step 7: Draft the exercise plan.

·  Exercise Type* -- Discussion vs. Operations-based

·  Scope* -- Exercise jurisdiction level, choose “County” or “State.” (Note: “Regional” is multi-state, not multi-county.)

·  Scenario* -- Choose 1 or more.

·  Themes -- “Continuity of Operations” will fit many exercises.

·  Location* -- Primary and additional, if wide geographical area.

·  Dates* -- Enter start/end times (can be revised).

* Required entry

See Mechanics Manual – Page 18

Audio Text:

Entering Conference Information is optional, but this is good practice to do so as a reference for your exercise planning team.  

Only four Mission Areas are listed: Prevention, Protection, Response, and Recovery.  The Common and Target Capability choices are populated after you select your first Mission Area.   

The Exercise Point of Contact and Planning Team Leader must be registered in HSEEP.    

If you choose, you can add the lead planning organization and participating organizations by searching the HSEEP data base.

When the DDS template is completed, it will upload your exercise into NEXS when you click “Yes.”

Slide Text:

Step 7: Draft the exercise plan.

·  Conferences -- Enter Date, POC, and Location for each planning meeting (can be revised).

·  Target Capabilities* -- Select TCL category.  This will bring up “Target Capabilities” menu; select as many as needed.

·  Exercise POC* -- Planning Team Leader/member registered on HSEEP; POC must be registered in HSEEP.

·  Major Participants – Participating agencies/organizations.

When all screens are completed, DDS will prompt you to export the entered information into NEXS.  Click “Yes” and exercise will be uploaded into NEXS.

* Required entry

See Mechanics Manual – Page 19

Audio Text:

Except for basic seminars and workshops, all exercises that are scenario-based should contain elements of surprise to challenge both the plan that is being exercised and the players.

To ensure that players gain the greatest benefit from exercises restrict scenario planning information to the designated members of the exercise planning team.  Giving exercise participants a “heads-up” about the scenario or their expected actions is a disservice to them and can defeat the exercise purpose.

All team members must understand that they are regarded as “Trusted Agents” who are charged not to divulge evolving exercise content to members of their own or other agencies or organizations.  

Slide Text:

Step 7: Draft the exercise plan.

Planning security –

To ensure players get the greatest benefit from exercises beyond seminars and workshops, restrict exercise planning information to the planning team.  All exercise planning documents and meeting minutes should be safe-guarded.  All team members must understand that they are regarded as “Trusted Agents.”

See Mechanics Manual – Page 19

Audio Text:

The first step is to determine the type of threat or hazard you will test your plan against.  The Operations Section should gather subject matter experts appropriate to the hazard and situations.  

When exercising mature plans and experienced organizations, consider scenarios that will stress resources of the organizations nearly, but not over the breaking point.  In this way, the exercise will mimic the pressures of an actual event and allow for maximum evaluation of weaknesses.   

Slide Text:

Step7: Draft the exercise plan.

Scenario Development – 

The scenario provides the storyline that drives the exercise.

·  Determine the type of threat/hazard (e.g., bio, pandemic, chemical, natural disaster) that ties to selected Target Capability objectives.

·  Determine degree of difficulty. (No Pain – No Gain.)

·  Make it look real! (Use Maps, Miniatures, and moulage.)

See Mechanics Manual – Pages 19-20

Audio Text:

Maps, sand tables, miniatures and video recordings can add visual impact to discussion-based exercises.  Voice recordings of simulated radio or cell phone conversations can also add depth and a feeling of reality.

Operations-based exercises should be highly visual to induce responders to react with urgency to a scenario scene.  The use of moulage applications to simulate wounds and pyrotechnics can add a sense of realism and urgency to a mass casualty scenario.   To be effective, moulage must be applied by persons who are trained in the art and have medical experience to know how real wounds appear.  

The use of pyrotechnics to simulate explosions, smoke, flame, and gunfire also add heightened reality to a scene, but there are serious safety risks with the use of these devices.  They must only be used by experts and only with the full knowledge and concurrence of the Safety Officer. 

Watch the “Breaking News” video in the next slide, as an example an effective way to enliven a tabletop exercise. 

Slide Text:

(Images – numerous pictures of simulated wounds on exercise actors and other action simulations from the video in the next slide)

See Mechanics Manual – Page 20

The Breaking News Video

Audio Text:

(News Network Music)

Reporter: (reporting from helicopter) This is Krista Alford with the latest on the chase across North Florida.  The suspect vehicle just ran through a road block and is now headed down the highway again at very high speed.  Pursuing law enforcement vehicles are pulling up closer to the fleeing suspects in what may be a move to force the vehicle off the road.  The van is swerving back and forth in an attempt to keep officers at bay.  These officers had better do something quick, though, because the vehicle is entering a populated area.  It now looks as though the van is turning …

Whoa, the vehicle just blew up!  The vehicle just blew up!  

(Helicopter shakes from the jolt of the explosion)

(Long beep - camera off the air)

(Victims on the ground coughing and moaning in the background)

Camera Person:  Production Control, this is Jessie with chopper 11.  I think our transmitter’s shot from that explosion.  I’m feeding you some B role before we go live.  It’s pretty gruesome; I’m not sure you’ll be able to use much of it.  These people need help.  Do what you can to get paramedics here fast.  Hey Krista, we’re going live in 5 seconds.

(Vehicle sounds and sirens in the background, in addition to the sound of victims)

Reporter: (on the ground walking through the explosion area)  This is Krista Alford reporting.  I’m not sure you can see or hear me right now, but we have just landed at the explosion area and there are dozens of injuries.  These people are hurting; some of them severe injuries to the head and arms.  

(Reporter speaking to victims) Sir, paramedics are on their way; Ma’am, they’re on their way, right now.

Reporter:  I can tell you these people are suffering after this explosion and this is truly, truly an unbelievable site here.

Emergency Responder:  State Warning Point, I was in the area and following the pursuit.  I have dozens of victims out in the field.  I’ve got one FHP vehicle completely inflamed.   

(pager alarm ringing)

Emergency Responder:  Stand by.  Holy crap!  My rad pager’s going off!  Did you copy State Warning Point?  My rad pager’s going off!

Slide Text:

(Video plays, no text on slide)

Audio Text:

Cultivating ongoing community partner relationships is important when you need their help in supporting an exercise.  For example, the agencies listed on this slide supported the filming of the “Breaking News” video.

There was cost that was associated in contracting filming services and Florida State University logistics support.  This was planned for in the exercise budget.  

All of the other support services were provided at no cost. 

Slide Text:

Adding realism to an exercise requires time, coordination, and interested community partners.  For example, these agencies supported the filming of this video.

·  Helicopter – Leon County Sheriff

·  “Terrorist van” & pyrotechnics – Tallahassee Police Department

·  Law Enforcement chase cars – Florida Highway Patrol

·  “Rest stop” scene – Pat Thomas Law Enforcement Academy

·  Moulage – FSU and Leon County Health Department

·  “Victims” – American Red Cross volunteers

·  Fire Prevention/EMS – Gadsden Fire Department

·  Explosion debris – Florida State University

·  RERA – North Florida Region

·  Filming and “News Crew” – Knowles Video, Inc.

Audio Text:

Totally unannounced exercises conducted in the evening hours can lead to accidents and Driving Under the Influence charges for participants.   It is better to give a timeframe to warn participants of the possibility of an exercise.  

Carefully reconnoiter all exercise venues. Are they large enough for the exercise activities being planned?  Are there safety considerations that will require barriers and exercise staff to act as guides or direct traffic?

Slide Text:

Step 7: Draft the exercise plan.

Consider timing

·  Be careful about holding totally unannounced exercises.

Determine the venue

·  Consider needs for space and safety.

(Image – exercise scene in large open field)

See Mechanics Manual – Pages 20-21

Audio Text:

The Planning Section is responsible for preparing all exercise documentation to include meeting minutes.  HSEEP Volume IV contains templates and examples.

A Safety Directive may be a stand-alone document.  It gives directions on reporting injuries and immediate actions at the scene.  

A Situation Manual (SitMan) presents the scenario narrative and provides information on exercise scope, schedule, and objectives. 

An Exercise Plan (ExPlan) is used for operations-based exercises.  It provides an exercise synopsis, it addresses exercise objectives, and it assigns roles and responsibilities. 

A Controller and Evaluator (C/E) Handbook supplements the ExPlan.  It has detailed information about the exercise scenario and describes controllers’ and evaluators’ roles and responsibilities. 

Slide Text:

Step 7: Draft the exercise plan.

Documentation – 

·  Meeting Minutes summarize discussions/decisions conducted by the exercise planning committee.

·  Safety Directive lists potential hazards of the exercise and procedures for stopping the exercise.

·  Situation Manual (SitMan) is the participant handbook for discussion-based exercises.

·  Exercise Plan (ExPlan) is the participant handbook for operations-based exercises.

·  Controller/Evaluator (C/E) Handbook supplements the ExPlan, contains detailed scenario information, and describes C/E roles/responsibilities.

See Mechanics Manual – Page 21

(Image – man carrying large stack of papers)

Audio Text:

The Player Handout provides a quick reference for exercise players on safety procedures, logistical considerations, venues, exercise schedule, and actual and notional exercise play.

The Master Scenario Events List is a chronological timeline of scenario scripted events, called injects, that are inserted by controllers to generate or prompt player activity. 

Free-play exercises have fewer MSEL items than scripted exercises, but they requires more highly experienced evaluators and controllers and still need a list of “must happens” to keep the exercise in context and on time.  

Evaluators may request adjustments in MSEL content or timing to ensure exercise objectives are being met in good order.  

The Chief Controller will make MSEL modification decisions in concert with the Chief Evaluator. 

Slide Text:

Step 7: Draft the exercise plan.

Documentation – 

·  Player Handout: A 1-2 page document, distributed the morning of an operations-based exercise, providing a ready reference for players on safety procedures, logistics, venue(s), and schedule.

·  Master Scenario Events List (MSEL): A chronological timeline of expected actions/scripted events (injects) to ensure events meet selected Target Capability objectives.  Free-play exercises have fewer MSELs than scripted exercises, but require well-trained and experienced controllers and evaluators.

See Mechanics Manual – Page 21

Audio Text:

Exercise Evaluation Guidelines (EEGs) help evaluators collect and interpret relevant operations-based exercise observations.  

EEGs are not report cards.  They are intended to guide an evaluator’s observations enabling the evaluator to focus on capabilities and tasks relevant to the exercise objectives.  

EEGs provide evaluators with information on tasks they should expect to see accomplished or discussed during an exercise, they have space to record observations, and questions to address after the exercise.  This is the first step in the analysis process and development of the After Action Report/Improvement Plan (AAR/IP). 

Not all tasks in the standard EEGs will apply in every exercise.  Be sure your evaluators know which tasks do not apply to exercise objectives. 

Slide Text:

Step 7: Draft the exercise plan.

Documentation – 

·  Exercise Evaluation Guidelines (EEGs) are used to record observations for analysis and inclusion in the after action report/improvement plan (AAR/IP).  EEGs provide evaluators with information on capability tasks they should see accomplished or discussed in the exercise.  An EEG library is found on the HSEEP site, but be sure to adapt standard EEGs to your exercise objectives.  Not all tasks will apply to every exercise.  

Evaluators should be briefed on tasks that can be pre-scored as Not Applicable (N/A).

See Mechanics Manual – Page 22

(Image – man with a pencil)

Audio Text:

Logistical details are very important and they are often overlooked.  They can make the difference between a smooth, seamless exercise and one that is confusing, ineffective, and frustrating for both players and exercise staff.  

Discussion-based exercises require attention to logistical details, such as the availability of appropriately–sized, comfortable meeting rooms and briefing rooms, refreshments, access to restrooms, audiovisual equipment, facilitation and note-taking supplies, badges and table tents, registration assistance, and direction signs.  

Operations-based exercises require badge and role identification, access to restrooms, water to ensure participants and staff are hydrated, on-site communications, arrangements for videotaping, props and moulage, participant safety, and site security. 

In Florida, federal and state exercise funds cannot be used for refreshments such as drinking water to stave off dehydration. 

Slide Text:

Step 7: Draft the exercise plan.

Logistics – 

·  Discussion-based exercise considerations include meeting/briefing rooms, restroom access, AV equipment, facilitation and note-taking supplies, badges, table tents, registration assistance, direction signs.

·  Operations-based exercise considerations include exercise team identification, restroom access, drinking water, onsite communications, arrangement of videotaping, props and moulage, and site security.

See Mechanics Manual – Page 22

(Images – 2 pictures of exercise scenes)

Audio Text:

The Safety Officer has the responsibility and the power to maintain  participant safety at all times during the course of the exercise.  He or she must have no other duties.  Large and complex exercises, and those conducted over more than one venue, will require the appointment of several safety officers who will report to a Chief Safety Officer.

Law enforcement players should establish their own Safety Officer to ensure adherence to gun safety measures.  The Law Enforcement Safety Officer reports to the Chief Safety Officer. 

Safety Officers must be identified by a distinctive vest or armband.  The Chief Controller should introduce Safety Officers during all exercise briefings.  The Safety Officer has full authority regarding all safety-related aspects of exercise play. 

Slide Text:

Step 7: Draft the exercise plan.

Exercise Staffing – 

The Safety Officer is the most important member of the exercise team.  He/she is identified by a distinctive vest or armband, looks out for the safety of all exercise participants and must have no other duties.

Safety Officer responsibilities include:

·  review exercise documentation for safety issues,

·  briefing participants on safety concerns,

·  being vigilant for safety issues during the exercise,

·  issuing STOP EXERCISE orders when need, and

·  documenting safety incidents for the AAR/IP.

See Mechanics Manual – Page 22

(Image – Safety Officer vest)

Audio Text:

For safety’s sake, avoid unplanned confrontations between participants, actors, and law enforcement officers. 

Slide Text:

For safety’s sake…

(Image – exercise participant/actor in confrontation with a law enforcement participant)

Avoid unplanned confrontations with Law Enforcement Officers!

See Mechanics Manual – Page 23

Audio Text:

In a discussion-based exercise, the facilitator ensures that player discussions are focused on exercise objectives, and that issues and objectives are thoroughly explored. 

Controllers are experienced staff who manage exercise play and the exercise incident site.  Controllers act in the roles of response individuals, agencies, and organizations not actually playing in the exercise, that is, as SimCells.   Controllers are the only participants who may provide information or directions to the players.  They can prompt or initiate player actions to ensure exercise continuity and momentum through planned or on-the-spot MSEL injects.

All controllers are accountable to the Chief Controller.  The Chief Controller declares “StartEx” to begin the operations-based exercise and “EndEx” to terminate the exercise. 

Slide Text:

Step 7: Draft the exercise plan.

Exercise Staffing – 

·  Facilitators in discussion-based exercises ensure that discussions remain focused.

·  Controllers are experienced exercise staff, who manage play and staff the SimCell.  Controllers must understand exercise context and intent.  They prompt player actions through planned or on-the-spot injects, and may compress or expand time to ensure exercise continuity.

·  The Chief Controller approves on-the-spot injects and announces “StartEx” and “EndEx.”

See Mechanics Manual – Page 23

Audio Text:

Evaluators are chosen based on their subject matter expertise.  The Operations Section typically selects a Chief Evaluator and members of the evaluation team.  It is advantageous to select the SMEs who assisted in the exercise planning to be on the evaluator team. 

Evaluators have a passive role in the exercise and should only record the actions and decisions of the players.  Evaluators use EEGs and notes to record their observations.

Evaluator training should also include guidance on observing the exercise discussion or operations, what to look for, what to record, and how to use the EEGs.  

Evaluators for full-scale exercises must be appropriately dressed for field duty in accordance with safety directives and the Controller-Evaluator Handbook.

Slide Text:

Step 7: Draft the exercise plan.

Exercise Staffing – 

·  Evaluators are chosen for expertise in areas they evaluate.  The Chief Evaluator usually oversees the writing of the AAR/IP.  Evaluators must be provided a copy of the organization’s plan being exercised.  They must maintain a good view of player actions at all times and use EEGs and notes to record observations.  Evaluators play a passive role and do not prompt participants or answer questions.

See Mechanics Manual – Pages 23-24

Audio Text:

Actors simulate specific roles, such as disaster casualty victims, in order to add realism to an exercise.

Controllers must closely monitor actors to assure that they do not ad lib and create unplanned or spurious injects. 

Slide Text:

Step 7: Draft the exercise plan.

Exercise Staffing – 

·  Actors are volunteers who simulate specific roles (e.g., disaster casualty victims) to add realism.  The Logistics Section recruits and briefs actors.

Controllers must carefully monitor actors to ensure they do not ad lib and create unplanned/spurious injects.

See Mechanics Manual – Page 24

(Image – exercise actors at the exercise scene)

Audio Text:

Simulators perform the roles of individuals, agencies, or organizations that are not actually participating in the exercise in order to drive realistic exercise play.  Simulators may be located outside the primary exercise venue in a SimCell. 

Players are the members of the organizations being evaluated and they have an active role in responding to an incident by either discussing or performing their roles and responsibilities as stated in the plan being exercised. 

Observers may view all or selected portions of exercise play.  Observers may include media representatives and VIPs.  

Observers are controlled by the Logistics Section often with assistance from the PIO.  Observers must not participate in exercise play or in exercise evaluation and control functions.  However, they may be solicited for comments based on their observations. 

Slide Text:

Step 7: Draft the exercise plan.

Exercise Staffing – 

·  Simulators are controllers who perform the roles of non-participating individuals or organizations to drive realistic exercise play.  Simulators may be in a SimCell and communicate with players via radio, phone, or email.

·  Players are those for whom the exercise is conducted.  They have active roles in responding to the scenario by discussing (in a discussion-based exercise) or performing (in an operations-based exercise) their roles and responsibilities.

·  Observers may include VIPs and media.  They must not participate in exercise play, evaluation, or control functions.  However, they may be asked for informal comments and observations.

See Mechanics Manual – Page 24

Audio Text:

This concludes Module 3; next please complete the module quiz to check your understanding.

Slide Text:

Conclusion of Module 3

Next – Complete the module quiz to check your understanding.

This quiz may not be accessible to all users.  For a more accessible version of this quiz, please contact us by email at  PHMP_TrainEx@doh.state.fl.us

HSEEP Mechanics Self-Paced Training

Module 3 Learning Check
1. The Exercise Safety Officer:

a. Reports to the Exercise Planner Team Leader.

b. Is typically assigned duties as Chief Evaluator to obtain a wider view of exercise activities.

c. Has no distinctive identification so that he or she can more easily catch players doing unsafe acts.

d. Coordinates with the incident commander before issuing a STOP EXERCISE order.

2. The Exercise Evaluators:

a. Are selected for their subject matter expertise.

b. Declare STARTEX and ENDEX.

c. Assist exercise players through difficult sections of the exercise.

d. All of the above

3. When entering exercise information into DDS remember that:

a. Information annotated with a red asterisk is not required.

b. You can select more that one scenario type.

c. You are limited to choosing one Specific Target Capability per exercise.

d. Once they are entered into DDS exercise dates cannot be revised unless you begin with a new exercise.

Module 3 Learning Check Answer Key

1. The Exercise Safety Officer:

a. Reports to the Exercise Planner Team Leader.

2. The Exercise Evaluators:

a. Are selected for their subject matter expertise.

3. When entering exercise information into DDS remember that:

b. You can select more that one scenario type.

Slide Text:

Next – Please proceed to Module 4

·  Via the Website – click the “back button” to return to the DOH Preparedness and Response Training website and open the Module 4 presentation. (http://www.doh.state.fl.us/demo/php/training.htm#exercise)

·  Via Trak-It – click the house below to return to the course menu; then click Module 4.

(Image: picture of the back button)
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