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PREFACE

The attacks on 9/11, the anthrax attacks, the devastation from Hurricane Katrina, and preparations for a
possible pandemic illustrate the 21* century challenges the Nation faces. To meet these challenges, we
must understand performance requirements for a major event at the task level and build and maintain
the capabilities to perform those tasks. Preparedness for major events involves all levels of
government, the private sector, non-government organizations, and citizens.

In December, 2003, the President issued Homeland Security Presidential Directive (HSPD)-8 to
establish national policy to strengthen the preparedness of the United States to prevent, protect against,
respond to, and recover from terrorist attacks, major disasters, and other emergencies. HSPD-8
required the development of the National Preparedness Guidelines (the Guidelines). The Guidelines
define what it means for the Nation to be prepared by providing a vision for preparedness, establishing
national priorities, and identifying target capabilities. The Guidelines adopt a Capabilities-Based
Planning process supported by three planning tools: the National Planning Scenarios, Target
Capabilities List (TCL), and Universal Task List (UTL). They can be viewed online at
https://odp.esportals.com or https://www.llis.dhs.gov.

The Target Capabilities List describes the capabilities related to the four homeland security mission
areas: Prevent, Protect, Respond, and Recover. It defines and provides the basis for assessing
preparedness. It also establishes national guidance for preparing the Nation for major all-hazards
events, such as those defined by the National Planning Scenarios. The current version of the TCL
contains 37 core capabilities.

A “Consensus of the Community” approach was used to develop the Target Capabilities List.
Stakeholders from Federal, State, local, territorial, and tribal governments, the private sector, and non-
governmental organizations came together in four national workshops and capability working groups
to define the capabilities.

The Guidelines will serve as a framework to guide operational readiness planning, priority-setting, and
program implementation at all levels of government. The Guidelines provide a call to action by all
Americans as they consider their personal and shared responsibility to be part of A Nation Prepared.
The Target Capabilities List provides guidance on building and maintaining capabilities that support
the Guidelines.

Michael Chertoff
Secretary
Department of Homeland Security
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EXECUTIVE SUMMARY

The President and Congress directed creation of a fully integrated, adaptable, all-hazards national
preparedness system. The National Preparedness Guidelines (The Guidelines) and Target Capabilities
List (TCL) establish the system’s all-hazards framework. The Guidelines provide the vision and
establishes national priorities. The TCL is a national-level, generic model of operationally ready
capabilities defining all-hazards preparedness. Users should refer to the TCL to assess capabilities,
identify needs, and inform plans and strategies taking into account their risk. It is important to understand
that the TCL serves as a reference document and planning guide to preparedness and in no way serves as
a prescription for program or resource requirements.

The vision for the National Preparedness Guidelines is:

A NATION PREPARED with coordinated capabilities to prevent, protect against,
respond to, and recover from all hazards in a way that balances risk with resources
and need.

The Guidelines establish the following priorities to meet the Nation’s most urgent needs and adopt a
Capabilities-Based Planning process to define and build the capabilities to achieve the Guidelines:

e Expand regional collaboration

e Implement the National Incident Management System and the National Response Plan

e Implement the National Infrastructure Protection Plan

e Strengthen information sharing and collaboration capabilities

e Strengthen communications capabilities

e Strengthen CBRNE detection, response, and decontamination capabilities

e Strengthen medical surge and mass prophylaxis capabilities

e Strengthen planning and citizen preparedness capabilities

The Target Capabilities List provides a guide to addressing the priorities and achieving the National
Preparedness Guidelines. Capabilities provide the means to accomplish a mission and achieve desired
outcomes by performing critical tasks, under specified conditions, to target levels of performance.
Capabilities are delivered by appropriate combinations of planning, organization, equipment, training,
and exercises. The TCL supports an all-hazards approach to building capabilities that may be needed
in the event of terrorist attacks, natural disasters, health emergencies, and other major events. It
identifies 37 capabilities that were developed with the active participation of stakeholders representing
all levels of government, non-governmental organizations, and the private sector.

Consensus of the Community Approach: Stakeholder Involvement

The Guidelines and TCL were developed with an unprecedented level of stakeholder involvement.

The Department of Homeland Security adopted a “consensus of the community” approach, eliciting the
active involvement of local, State, and Federal agencies, over 120 national associations, non-
governmental organizations, and the private sector. Stakeholders participated through national
stakeholder workshops, working groups, and broad national reviews.
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The Approach to Defining Capabilities

The capabilities are derived from a threat and mission analysis. The first step in defining capabilities is
to answer the question “How prepared do we need to be?” The analysis, using the 15 National
Planning Scenarios, illustrates the range, scope, magnitude, and complexity of representative major
events, including terrorism, natural disasters, and other emergencies for which the Nation should
prepare. Mission analysis provides an overview of all the major functions related to achievement of
the four missions. It ensures that preparedness activities are focused on mission achievement.

The National Planning Scenarios serve as the basis for defining tasks that may be required to
successfully prevent, protect against, respond to, and recover from a wide range of threats and hazards,
as well as the capabilities needed to perform the tasks. The Universal Task List (UTL) is the catalogue
of tasks that may need to be performed by governmental, non-governmental, and private-sector
organizations, and the general public. No single jurisdiction or agency is expected to perform every
task identified and no two jurisdictions require the same level of capabilities. In addition, Federal
priorities and supporting program referenced herein are subject to change in response to an evolving
threat environment and competition for scare resources. In practice, subsets of tasks will be selected
based on specific roles, missions, and functions, and the appropriate level of capabilities will depend
upon risk and need.

The TCL provides a guide for development of a national network of capabilities that will be available
when and where they are needed to prevent, protect against, respond to, and recover from major events.
These capabilities define all-hazards preparedness and provide the basis for assessing preparedness and
improving decisions related to preparedness investments and strategies.

Target Capabilities

The TCL comprises 37 capabilities which are listed in the chart on the next page. They address
response capabilities, immediate recovery, selected prevention and protection mission capabilities, as
well as common capabilities such as planning and communications that support all missions. For these
capabilities, local jurisdictions and States are the lead in conjunction with Federal and private sector
support.

A Capability Summary has been developed for each capability to describe and provide guidance on the
major capability components. Each Capability Summary contains the following elements: a definition
and outcome, preparedness and performance tasks and measure, resource elements, target preparedness
levels, and identified responsibility for building and maintaining the capability.
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Phase | Capabilities (Included in this version of the TCL)

Common Capabilities
Planning
Communications

Community Preparedness and
Participation

Risk Management

Intelligence and Information Sharing and
Dissemination

Prevent Mission Capabilities

Information Gathering and Recognition of
Indicators and Warning

Intelligence Analysis and Production

Counter-Terror Investigation and Law
Enforcement

CBRNE Detection

Protect Mission Capabilities
Critical Infrastructure Protection
Food and Agriculture Safety and Defense

Epidemiological Surveillance and
Investigation

Laboratory Testing

Respond Mission Capabilities
On-Site Incident Management

Emergency Operations Center
Management

Critical Resource Logistics and
Distribution

Using the Target Capabilities List

Volunteer Management and Donations
Responder Safety and Health
Emergency Public Safety and Security
Animal Disease Emergency Support
Environmental Health

Explosive Device Response Operations
Fire Incident Response Support

WMD and Hazardous Materials
Response and Decontamination

Citizen Evacuation and Shelter-in-Place
Isolation and Quarantine
Search and Rescue (Land-Based)

Emergency Public Information and
Warning

Emergency Triage and Pre-Hospital
Treatment

Medical Surge

Medical Supplies Management and
Distribution

Mass Prophylaxis

Mass Care (Sheltering, Feeding and
Related Services)

Fatality Management

Recover Mission Capabilities
Structural Damage Assessment
Restoration of Lifelines

Economic and Community Recovery

The Target Capabilities List is a reference document that describes the capabilities for achieving
national preparedness. It also serves as a planning, assessment, and training tool. Various
implementation tools are being developed from the TCL to help decision-makers and managers at all
levels to define their preparedness requirements and assess levels of preparedness. Some uses are

briefly described below:

e Risk Assessment: The determination of risk includes identification and characterization of threats,
their consequences, and our vulnerabilities. While each is important for capabilities-based planning
and national preparedness, determinations of vulnerability are important since they include not only
exposure and sensitivity, but resilience. Resilience is key since it refers to our coping capacity to
absorb events, adapt, respond to, and recover from its effects.

Target Capabilities List
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e Planning: The TCL includes a Planning Capability designed to establish and maintain the ability
to develop, update, and test plans. In addition, each capability contains both preparedness and
performance tasks and measures that support the capability outcome and serve as a guide for
preparedness planning. The preparedness tasks and measures describe major elements or issues
that should be addressed in plans, procedures, and systems, as well as authorities, relationships,
and agreements that need to be in place to prepare to use the capability. The performance tasks
and measures also inform the planning process.

e Strategy Development and Investment Justifications: The common framework provided by
the Guidelines, priorities, and capabilities serve as a guide to enhance homeland security strategies
and investment justifications at all levels.

e Assessment of Preparedness: The TCL provides a basis for assessing preparedness to help
jurisdictions and agencies to plan strategically, design appropriate programs that meet proven
needs, and evaluate the effectiveness of investments over time.

e Focus Training on Task Performance: Training programs should be modified as appropriate to
ensure that they provide participants with the knowledge, skills, and abilities to perform the critical
tasks defined by the TCL to a proficiency level sufficient to achieve the capability outcomes.

e Test Capabilities through Exercises: Exercises provide a means to test and validate
preparedness. The Homeland Security Exercise and Evaluation Program (HSEEP) is designed to
encourage a common exercise design, conduct, and evaluation methodology across all levels of
government and the private sector. HSEEP exercises are designed and evaluated to demonstrate
capability levels through the assessment of performance of critical tasks and achievement of
outcomes, as defined by the TCL.

The TCL Going Forward

The TCL is a living document. It was designed to be enhanced and refined over time as we
gain lessons from its application or real world experience. Recommendations for changes to
the TCL are welcome and will be reviewed and integrated into future versions of the TCL, as
appropriate. A change request form is posted on www.LLIS.gov.
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INTRODUCTION

Overview

The President and Congress directed creation of a fully integrated, adaptable, all-hazards national
preparedness system. The National Preparedness Guidelines (The Guidelines) and Target Capabilities
List (TCL) establish the system’s all-hazards framework. The Guidelines provide the vision and
establishes national priorities. The TCL is a national-level, generic model of operationally ready
capabilities defining all-hazards preparedness. Users should refer to the TCL to assess capabilities,
identify needs, and inform plans and strategies taking into account their risk.

The vision for the National Preparedness Guidelines is:

A NATION PREPARED with coordinated capabilities to prevent, protect against, respond to,
and recover from all hazards in a way that balances risk with resources.

The Guidelines establish the following priorities to meet the Nation’s most urgent needs and adopt a
capabilities-based planning approach to define and build the capabilities critical to achieve the
Guidelines:

Expand regional collaboration

Implement the National Incident Management System and the National Response Plan
Implement the National Infrastructure Protection Plan

Strengthen information sharing and collaboration capabilities

Strengthen communications capabilities

Strengthen CBRNE detection, response, and decontamination capabilities

Strengthen medical surge and mass prophylaxis capabilities

Strengthen planning and citizen preparedness capabilities

The Target Capabilities List provides a guide to addressing the priorities and achieving the National
Preparedness Guidelines. Capabilities provide the means to accomplish a mission and achieve desired
outcomes by performing critical tasks, under specified conditions, to target levels of performance. The
conditions under which the tasks must be performed are defined by a set of National Planning Scenarios.
Capabilities are delivered by appropriate combinations of planning, organization, equipment, training, and
exercises.

The TCL supports an all-hazards approach to building interchangeable, flexible capabilities needed to
address a broad range of incidents to include: terrorist attacks, natural disasters, health emergencies, and
other major incidents. It currently identifies 37 capabilities that were developed with the active
participation of stakeholders representing all levels of government, non-governmental organizations, and
the private sector.

Each capability includes a definition; outcome; preparedness and performance activities, tasks, and
measures. The TCL also identifies the role of governmental and non-governmental organizations, the
private sector, and citizens in building and maintaining capabilities. By doing so, it provides a basis for
assessing preparedness and for setting priorities for the effective use of limited resources. The TCL
serves as a valuable tool for guiding preparedness activities to include: planning, establishment of training
requirements, and evaluation of performance through exercises and operations. Although the TCL should
inform resource priorities at all levels, it does not imply a commitment of Federal funding.

Target Capabilities List 1



The Underlying Assumption: Major Events Require Partnerships

The planning assumptions for major events which were used to develop the TCL are found in the
National Response Plan (NRP), which recognizes that such events will typically be managed at the lowest
possible geographic, organizational, and jurisdictional level using the principles in the National Incident
Management System (NIMS). The Catastrophic Incident Supplement to the NRP establishes a strategy
for accelerating the delivery and application of Federal and Federally accessible resources and capabilities
in support of a jurisdictional response to a no-notice or short-notice catastrophic mass victim/mass
evacuation incident. Nonetheless, the scope of major events demands that the combined expertise and
capabilities of government, private sector, and nongovernmental organizations be brought to bear as the
Nation addresses the homeland security missions.

Assumptions for Major Events

= May occur at any time with little or no warning

= Require significant information-sharing at the unclassified and classified levels across multiple
jurisdictions and between the public and private sectors

= |nvolve single or multiple geographic areas

= May have significant international impact and/or require significant international information
sharing, resource coordination, and/or assistance

= Can span the spectrum of incident management to include prevention, protection, response, and
recovery

= Involve multiple, highly varied hazards or threats

= May result in numerous casualties; fatalities; displaced people; property loss; disruption of
normal life support systems, essential public services, and basic infrastructure; and significant
damage to the environment

= |mpact critical infrastructure across sectors

= Overwhelm capabilities of State, local, and Tribal governments, and private-sector infrastructure
owners and operators

= Attract an influx of spontaneous volunteers and supplies
= May require short-notice asset coordination and response
= May require prolonged, sustained incident management activities

Note: The assumptions for major events mirror those for Catastrophic events found in the National Response
Plan

Consensus of the Community Approach: Stakeholder Involvement

The Target Capabilities List was developed with an unprecedented level of stakeholder involvement. The
Department of Homeland Security adopted a “consensus of the community” approach, eliciting the active
involvement of local, State, and Federal agencies, over 120 national associations, non-governmental
organizations, and the private sector. Stakeholders participated through national stakeholder workshops,
working groups, and broad national reviews.
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The Approach to Defining Capabilities

The National Preparedness Guidelines identify three fundamental questions that must be addressed to
achieve a Nation prepared.

How prepared do we need to be?
How prepared are we?
How do we prioritize efforts to close the difference?

To answer these questions, we must first determine what threats we face and what we need to do to
achieve the homeland security missions to prevent, protect against, respond to, and recover from those
threats. We then need to determine what tasks need to be performed, how well they need to be performed,
and the capabilities needed to perform the tasks to the appropriate level of performance. The graphic
below illustrates the process used to develop the Target Capabilities List which helps us answer these
three questions.

Capabilities Development Process and Tools

PROCESS

Mission

Task

Threat

Capabilities
Development

Area .
Analysis

|

AGEEWWATES

AGEEWWATES

TOOLS

Starting Point: Threat Analysis

The capabilities are derived from a threat and mission analysis. The first step in defining capabilities is
to answer the question “How prepared do we need to be?” The analysis, using the 15 National
Planning Scenarios, illustrates the range, scope, magnitude, and complexity of representative major
incidents, including terrorism, natural disasters, and other emergencies for which the Nation should
prepare. Mission analysis provides an overview of all the major functions related to achievement of
the four missions. It ensures that preparedness activities are focused on mission achievement.
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Terrorism scenarios dominate because the U.S. has had less
experience with terrorist events than with natural disasters.
A preponderance of terrorist scenarios compensates for less
operational experience with these types of events.

Focus on Achievement of Mission

A mission area analysis was also conducted to identify the
major functions related to achievement of the four missions.
It helps to ensure that all preparedness activities are focused
on mission success.

A mission area analysis was conducted through a review of
official documents and doctrine to identify the objectives
and functional areas for each of the Homeland Security
Missions. This included a review of the Homeland Security
Strategy, legislation, the Presidential Directives, and related
doctrine. The result is the all-hazards taxonomy, which
shows the alignment of all homeland security activities
toward mission achievement. The taxonomy is shown on
the next page.

Task Analysis

The National Planning Scenarios serve as the basis for defining the tasks that may be required to prevent,

15 National Planning Scenarios

©o N g b wbh B

2
)

Improvised Nuclear Device
Aerosol Anthrax

Pandemic Influenza
Plague

Blister Agent

Toxic Industrial Chemical
Nerve Agent

Chlorine Tank Explosion
Major Earthquake

. Major Hurricane

. Radiological Dispersal Device
12,
13.
14.
15.

Improvised Explosive Device
Food Contamination

Foreign Animal Disease
Major Cyber Attack

protect against, respond to, and recover from a wide range of threats and hazards, as well as the

capabilities necessary to perform the tasks. The Universal Task List (UTL) is the catalogue of tasks that
may need to be performed by governmental, non-governmental, and private-sector organizations, and the

general public. During a major event the number of people performing a task may need to increase and

may be performed by a combination of local agencies as well as teams from other jurisdictions, levels of
government, or the private sector. The UTL does not identify who will perform the task or how it should

be performed. That is left to the State, local, tribal, and territorial implementing agencies. No single
jurisdiction or agency is expected to perform every task. Rather, subsets of tasks will be selected

based on specific roles, missions, and functions. The current version of the UTL is a catalogue of nearly

4,800 tasks across the four mission areas.
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Target Capabilities

The TCL provides a guide for developing a national network of capabilities that will be available when

and where they are needed to prevent, protect against, respond to, and recover from major events. These
capabilities define all-hazards preparedness and provide the basis for assessing preparedness and
improving decisions related to preparedness investments and strategies. They establish planning tools for
preparing the Nation for major all-hazards events such as those represented by the National Planning

Scenarios.

The capabilities assume that local jurisdictions have an operational level of capabilities to address most
routine emergencies and disasters. For example, the TCL does not address capabilities for routine
firefighting or law enforcement services, or seasonal flooding. Instead, the TCL addresses capabilities-
based preparedness to prevent, protect against, respond to, and recover from terrorism, very large-scale
disasters, pandemic health emergencies, or other major incidents. Establishing plans, procedures,
systems, interagency relationships, training and exercise programs, and mutual aid agreements required
for major events will enhance performance for all hazard response.
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Key Components of the Target Capabilities List

The TCL currently comprises 37 capabilities which are listed in the chart on the next page. They address
preparedness for response capabilities, immediate recovery, selected prevention and protection mission
capabilities, as well as common capabilities such as planning and communications that support all
missions. For these capabilities, local jurisdictions and States are the lead in conjunction with appropriate

Federal and private sector support.

A Capability Summary has been developed for each
capability to describe and provide guidance on the
major capability components.

Definition, Outcome, NRP Relationship

Each capability summary begins with a definition of
the capability, and follows with an outcome
statement that describes the expected results or effect
to be achieved. The next section identifies the
relationship of the capability to the emergency
support function(s) described in the National
Response Plan.

Preparedness Activities, Critical Tasks,
Measures, and Metrics

Each capability includes a description of the major
activities performed with the capability and the
critical tasks and measures associated with the

Capability Summaries Include
Definition
Outcome

Relationship to NRP Emergency Support
Function (ESF)/Annex

Preparedness Activities, Tasks, Measures,
and Metrics

Performance Activities, Tasks, Measures,
and Metrics

Activity Process Flow
Capability Elements

Linked Capabilities

Planning Assumptions
Planning Factors

National Preparedness Levels
References

activity. They include both preparedness and performance activities, tasks, and measures.

Preparedness activities and tasks are those things that should be done prior to the demand for the
capability. Development of plans, procedures, protocols, and systems; establishment of mutual aid
agreements and authorities; provision of training; and the conduct of exercises are all examples of

preparedness tasks. Critical tasks are tasks that are essential to achieving the desired outcome and to the

success of a homeland security mission. The critical tasks are derived from the tasks found in the

Universal Task List.
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Phase | Capabilities (Included in this version of the TCL)

Common Capabilities

Planning

Communications

Community Preparedness and Patrticipation
Risk Management

Intelligence and Information Sharing and
Dissemination

Prevent Mission Capabilities

Information Gathering and Recognition of
Indicators and Warning

Intelligence Analysis and Production

Counter-Terror Investigation and Law
Enforcement

CBRNE Detection

Protect Mission Capabilities
Critical Infrastructure Protection
Food and Agriculture Safety and Defense

Epidemiological Surveillance and
Investigation

Laboratory Testing

Respond Mission Capabilities
On-Site Incident Management

Emergency Operations Center
Management

Critical Resource Logistics and Distribution
Volunteer Management and Donations

Respond Mission Capabilities
(Continued)

Responder Safety and Health
Emergency Public Safety and Security
Animal Disease Emergency Support
Environmental Health

Explosive Device Response Operations
Fire Incident Response Support

WMD and Hazardous Materials Response
and Decontamination

Citizen Evacuation and Shelter-in-Place
Isolation and Quarantine

Search and Rescue (Land-Based)
Emergency Public Information and Warning

Emergency Triage and Pre-Hospital
Treatment

Medical Surge

Medical Supplies Management and
Distribution

Mass Prophylaxis

Mass Care (Sheltering, Feeding and
Related Services)

Fatality Management

Recover Mission Capabilities
Structural Damage Assessment
Restoration of Lifelines

Economic and Community Recovery
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Performance Activities, Critical Tasks, Measures, and Metrics

Performance activities and tasks are the actions taken to prevent, protect against, respond to, or recover
from an actual event or are demonstrated during an exercise. An Activity Process Flow Map shows the
major activities that are performed with the capability and how the capability links to other capabilities.
Performance measures are quantitative or qualitative levels against which achievement of a task or
capability outcome can be assessed. They describe how much, how well, or how quickly an action should
be performed and are typically expressed in ways that can be observed during an exercise or real event.

The measures and metrics are not standards. They serve as guides and evaluation tools for
planning, training, and exercise activities. However, nationally accepted standards of performance,
benchmarks, and guidelines are reflected, if applicable.

Sample Preparedness and Performance Measures and Metrics

Example from Citizen Evacuation and Shelter-In-Place Capability

Preparedness Measure Metric

Plans addressing authority and decision-making processes for shelter- | Yes/No
in-place and/or evacuation are in place

Populations that may need assistance with evacuation/shelter-in-place | Yes/No
have been identified

Plans to provide adequate services (e.g., gas, food, water, tow trucks, Yes/No
emergency medical services, etc.) along evacuation routes are in place

Performance Measure Metric

Time in which affected population is notified of shelter-in-place order Within 15 minutes from order to shelter-
in-place

Time in which the evacuation of the affected general population for an Within 72 hours from the order to

event with advanced warning is completed evacuate

Evacuation staging/reception areas in the affected area are Yes/No

coordinated with necessary sites and assisting agencies

Capability Elements

A capability is provided with proper planning, organization, training, equipment, and exercises. The
capability elements define the resources needed to perform the critical tasks to the specified levels of
performance, with the recognition that there is rarely a single combination of capability elements that
must be used to achieve a capability.

Where applicable, NIMS Resource Typing Definitions were used to define resource organizations or
packages. Resource typing is the categorization and description of response resources that are commonly
exchanged in disasters through mutual aid agreements. Use of these standard definitions enables
emergency management personnel to identify, locate, request, order, and track outside resources quickly
and effectively and facilitate the response of these resources to the requesting jurisdiction. Additional
resources are being typed and personnel positions are being credentialed by the NIMS Integration Center.
Consistent with NIMS, the capability elements include personnel; planning; organization and leadership;
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equipment and systems; training; and exercises, evaluations, and corrective actions, as shown in the chart
below.

The Capability Elements serve as a guide for identifying and prioritizing investments when
working to establish a capability. Further, existing programs and activities represented as
Capability Elements have been included for reference purposes only, and are subject to change in
response to an evolving threat environment and competition for scarce resources.

Capability Elements

Collection and analysis of intelligence and information, and development of
policies, plans, procedures, mutual aid agreements, strategies, and other
publications that comply with relevant laws, regulations, and guidance
necessary to perform assigned missions and tasks.

Planning

Individual teams, an overall organizational structure, and leadership at
Organization and Leadership each level in the structure that comply with relevant laws, regulations, and
guidance necessary to perform assigned missions and tasks.

Paid and volunteer staff who meet relevant qualification and certification

Personnel standards necessary to perform assigned missions and tasks.

Major items of equipment, supplies, facilities, and systems that comply with

Equipment and Systems relevant standards necessary to perform assigned missions and tasks.

Content and methods of delivery that comply with relevant training
standards necessary to perform assigned missions and tasks.

Training

Exercises, self-assessments, peer-assessments, outside review,
compliance monitoring, and actual major events that provide opportunities
to demonstrate, evaluate, and improve the combined capability and
interoperability of the other elements to perform assigned missions and
tasks to standards necessary to achieve successful outcomes.

Exercises, Evaluations, and
Corrective Actions

Planning Assumptions and Planning Factors

The Capability Working Groups developed planning assumptions to fill in data or details not provided by
the National Planning Scenarios. Some apply to any scenario; others are scenario-specific. They also
developed specific planning factors, which indicate estimates of the quantity of the capability elements
that address the demand for the capability defined by the scenario(s).

Target Capability Preparedness Levels

Because major events can exceed the normal operating capacity of any single jurisdiction, a collaborative,
national approach should be used to plan and prepare for major events. Target preparedness levels
represent suggested levels of capability that may be needed to prevent, protect against, respond to, and
recover from major events that demand a multi-level, multi-jurisdictional, multi-disciplinary response.

Stakeholder working groups suggested Target Capability preparedness levels based on an analysis of the
circumstances and consequences described in the National Planning Scenarios and the planning factors.
They were instructed not to let their knowledge of current resources limit their thinking about
requirements needed for major events and therefore these levels should be considered in the context of
broader resource constraints and regional priorities. The Target Capability levels take into account
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adjustments to normal operating procedures that may need to be made during major events based on the
circumstances. Such adjustments may include altering performance standards, drawing resources from
many sources, making creative use of existing resources or relying on non-traditional resources (e.g.,

volunteers).

National Preparedness Levels for
Capabilities

= The Target Capability preparedness levels
estimate what may be needed should major
events exceed the capacity of any single
jurisdiction.

= Responsibility for meeting Target Capability
preparedness levels can be shared across
government and non-government entities.

= Many of the resource estimates are not
standing requirements — they would be
assembled when and where they are
needed.

= Assessments of current capabilities against
target levels can provide an indication of
relative preparedness.

Assignment of Roles in Achieving Target
Capability Preparedness Levels

The TCL identifies the role of governments,
nongovernmental organizations, the private sector,
and citizens in achieving the target levels. The
assignment is based on the assumption that no
single jurisdiction is likely to have all capabilities
at sufficient levels to fully address its needs if
faced with a major event. Some jurisdictions will
possess the capability while others will access it
through mutual aid, if needed. During a major
event, all jurisdictions regardless of size may call
on support from other available public and private
sources appropriate to the scale of the event.

Stakeholder working groups analyzed the
elements of each capability by criticality, risk, and
demand to make recommendations regarding the
assignment of roles and responsibilities and the
distribution of the capability across the country.

The Target Capability Preparedness Levels represent ideal states of preparedness by capability for
the purposes of a common planning and measurement framework. However, actual preparedness
investment planning will combine this framework with both risk analysis as well as appropriate
resource prioritization on a regional basis. Further, the assignments of roles and responsibilities
are neither mandates nor statements of Federal policy. These portions of the TCL serve as a guide
for planning and measuring appropriate levels of preparedness and regional coordination.

Risk Factors Considered in Preparedness Planning

Risk is a combination of credible threat, vulnerability, and consequence. Risk factors that affect capability
need and placement include: population and population density, the presence of critical infrastructure and
key resources, location in high terrorist threat or high risk natural disaster areas, and capabilities to
prevent, protect against, or mitigate a threat. The relative importance of these risk factors in determining
where or how much of a capability is needed varies by capability, as described below.

Population and Population Density

Population and/or population density are determining factors for the assignment of many of the
capabilities. For example, the target levels and distribution of capabilities such as WMD Response and
Decontamination, Medical Surge, Mass Prophylaxis, and Citizen Evacuation and Shelter-In-Place
capabilities are directly related to population. Population density is a key factor in determining the
location of some capability resources, such as those for the Fire Incident Response Support and Explosive

Device Response Operations capabilities.

10
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The type and amount of resources needed are generally different in high population, high-density areas
than in less densely populated areas. For example, Type I Urban Search and Rescue (US&R) Task Forces,
which can extricate victims from heavy construction, are assigned to urban areas with high-rise buildings.
Collapse Search and Rescue Teams and Heavy Rescue Strike Teams and Squads may be more
appropriate in less urban areas. However, the Type | USAR Task Forces, if located in large metropolitan
areas, could be made available for deployment to jurisdictions in other geographic areas.

Critical Infrastructure

Many jurisdictions or geographic areas across the country have critical infrastructure or key resources
(CI/KR) that need to be considered in the determination of risk and distribution of capabilities. Because
the capabilities in the current TCL are more focused on response activities and the presence of critical
infrastructure and key resources are so widely distributed, this was less of a discriminating factor than
population.

Credible Threat

Capability-Based Planning allows the flexibility to adjust capabilities or target levels to account for
elevations or reductions in credible threat. In addition, a jurisdiction may have capability requirements
disproportionate to its population and critical infrastructure based on its terrorist threat level or its
location.

The TCL as a Tool for Expanded Regional Collaboration

Expanded Regional Collaboration is identified as the first priority in the National Preparedness
Guidelines in recognition that large scale events may require a shared response across jurisdictions, levels
of government, and the public/private sectors depending on the scale of the event. States are encouraged
to define geographic areas or regions, in consultation with local and tribal governments that share risk and
responsibility for a major event. The expanded region facilitates the strengthening of relationships among
participants, regional preparedness planning and operations support, and joint implementation of a
capabilities-based approach. Regions may be intra- or inter-State geographic areas, as appropriate, based
on shared risk and the need for joint planning and operations. Standardization of geographic regions will
enable the States, working with local and tribal government and other partners, to coordinate preparedness
activities more effectively, spread costs, pool resources, share risk, and thereby increase the overall return
on investment.

The Guidelines also encourage the establishment of multi-jurisdictional and multi-disciplinary working
groups consisting of representatives from the entities located within the region. Through joint planning,
the region will determine how best to achieve the capabilities, decide where the capabilities should be
built and maintained, and establish priorities for the use of limited resources. The working groups will use
the TCL as the basis to identify needed capabilities; assess current capability levels and gaps; identify,
analyze, and choose options; update strategies and plans; and assess preparedness.

The capability needs for a region may be informed by utilizing the Target Capabilities Preparedness
Levels as a guide for the jurisdictions within the region. For example, based on its jurisdictions, a region
may require access to one Type I Urban Search and Rescue Task Force, three Type II Collapse Search
and Rescue Teams, and so forth. Through a collaborative, regional planning approach, the jurisdictions
within the region will determine the most effective distribution and sharing of capability resources to
ensure that they are available when and where they are needed and that all of the jurisdictions within the
region have or have access to them as needed.
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Capability elements to perform critical tasks are associated with performance measures and metrics.
Some capabilities are universal, such as Planning or Communications. For other capabilities, the resource
target levels are directly related to size of the population. Teams with different levels of capability (e.g.,
Level I, II, and I1I Bomb Squads) are assigned to appropriate levels of government or local jurisdictions
based on demand for the capability. Specialized teams or resources are generally assigned to larger
jurisdictions where there is a greater demand for the resource and where a team with sufficient trained
personnel has the opportunity to maintain proficiency through calls-for-service. Teams with more limited
capabilities that require less personnel and equipment are assigned to smaller jurisdictions where they
provide an immediate response and can request assistance from specialized teams, if needed.

The performance measures and metrics for each capability define how quickly and how effectively
critical tasks should be performed. Criticality (i.e., how quickly a specific capability is needed to prevent
an incident, save lives, prevent suffering, or reduce major damage) is an important consideration in
determining where a capability is needed. For example, decontamination of victims of a chemical attack
must typically take place within a certain period of time in order to save lives. Therefore, the Target
Capability preparedness level for this capability does not vary by location, but would still vary by the
likelihood of the event. For example, the likelihood of an event requiring decontamination is often
significantly lower in a rural setting. Since the time to act is very short, the likelihood that a jurisdiction
could have an attack or an accidental release of toxic chemicals should impact its decision to either
develop a decontamination capability or secure timely access to it. For some other capabilities,
performance requirements may vary across jurisdictions. For example, the ideal time for a bomb squad to
arrive on-scene may be much shorter in a densely populated urban area than in a less populated area,
where evacuation of an area may be the initial response.

Using the Target Capabilities List

The Target Capabilities List should be viewed as a reference document or guide to preparedness. It
should not serve as a prescription for program requirements or resource commitments. Most users will
not use the TCL document directly and/or may only use one or a subset of capabilities that are relevant to
them. They will use those portions of the TCL that are relevant to them or to their specific application
through the TCL implementation tools. For example, the Homeland Security Exercise and Evaluation
Program (HSEEP) uses the TCL as the basis for designing, conducting, and evaluating exercises. HSEEP
pulls from the performance tasks and measures section of the capabilities. Through the exercise design
process, the planners determine which of the capabilities to test during the exercise. A single exercise
would not attempt to address all the capabilities.

The National Preparedness Guidelines and the Target Capabilities List provide the framework for
preparedness and support the implementation of the Preparedness Cycle. As illustrated below, the cycle
takes the user through a series of preparedness activities from conducting risk and capabilities
assessments, strategy development, planning, identification and filling of resources gaps, training,
exercises, and implementation of corrective actions.

Various implementation tools are being developed from the TCL to help decision-makers and managers at
all levels to define their preparedness needs, build needed capabilities, and assess levels of preparedness.
In addition, DHS is developing a Guide to Using the Target Capabilities List: A Framework for
Preparedness that will provide additional guidance on how to use the TCL throughout the steps in the
preparedness cycle.
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Preparedness Cycle

Update Capabilities Assessment/ I"\

Strategy/Multi-year Plans

V4

Track/Implement
Corrective Actions

Conduct Risk Assessment

Conduct Capabilities Assessment |

\

Develop Strategy

Assign Corrective Actions
resulting from Exercise
Evaluation and Improvement
Plans

Plan and Resource Programs |

/

Identify/Purchase
Equipment

Conduct Exercises to
Validate Training and
Plans

\

Conduct Training

Develop Multi-year
Training and Exercise
Plan and Schedule

Risk Assessment

The determination of risk includes identification and characterization of threats and hazards, their
consequences, and our vulnerabilities. While each is important for capabilities-based planning and
national preparedness, determinations of vulnerability are important since they include not only exposure
and sensitivity, but resilience. Resilience is key since it refers to our coping capacity to absorb events,
adapt, and respond to and recover from its effects.

The completion of a risk assessment, the first step in the preparedness cycle, helps us understand the types
of threats and hazards we face. The National Planning Scenarios help us define the range and scope of
incidents for which we must prepare. They were used in the development of the capabilities to define the
critical tasks, the measures and metrics, and the resources to perform the tasks to the desired level of
performance. The TCL is designed to provide the nation with the network of flexible and adaptive
capabilities across the country to prevent, protect against, respond to, and recover from incidents similar
to those described in the National Planning Scenarios or other scenarios. Planners and officials at all
levels will assess and determine their greatest risks within this framework to inform planning efforts and
to establish priorities for addressing resource gaps, training, and exercises.

Preparedness Planning

The President called for a Nationwide Plan Review that assessed the status of catastrophic planning for
States and 75 of the Nation’s largest urban areas. It showed that the current status of plans and planning
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is not adequate for the 21* century homeland security challenges. The report identified the need for a
significant increase in collaboration, plan specificity, and resource management.

The Nationwide Plan Review Report concluded that:

¢ Planning products, processes, tools, and technologies should be developed to facilitate a common
nationwide approach to catastrophic planning.

o (Critical tasks, target capabilities, and associated performance measures, such as those identified in the
National Preparedness Guidelines should serve as the common reference system

e Regional planning capabilities, processes, and resources should be strengthened in accordance with
the National Preparedness Guidelines’ national priorities to expand regional collaboration and
strengthen Planning and Citizen Preparedness Capabilities.

The TCL includes a Planning Capability designed to establish and maintain a capacity at all levels to
develop, update, and test preparedness plans. In addition, each capability contains both preparedness and
performance tasks and measures that support the capability outcome and serve as a guide for preparedness
planning. Further, Capabilities-Based Planning accounts for uncertainties, by developing capabilities
suitable for a wide range of threats and hazards, when limited resources necessitate prioritization and
choice among preparedness efforts.

As entities at all levels of government, nongovernmental organizations, and the private sector review and
enhance their plans, procedures, and protocols, the TCL provides a valuable reference to ensure that they
have identified the tasks and resources and built the capabilities necessary to assure preparedness. The
TCL can be used as a guide to identify roles and responsibilities and the need for mutual aid agreements
to facilitate the sharing of capabilities across the region to provide all jurisdictions with access to needed
capabilities.

Strategy Development and Investment Justifications

States and urban areas have developed Homeland Security Strategies that provide a blueprint for
comprehensive, enterprise-wide planning for homeland security efforts. They also provide a strategic
plan for the use of Federal, State, local, and private resources to prevent, protect against, respond to, and
recover from terrorist threats or attacks, major disasters, and other emergencies. In the summer of 2005,
States and urban areas updated their strategies to align their preparedness efforts to the National
Preparedness Guidelines, the National Priorities established in the Guidelines, and the Target Capabilities.

Beginning with FY2006 applications for the State and local Homeland Security Grant Program (HSGP),
investment justifications must demonstrate a linkage to Target Capabilities as well as outline the
anticipated impact, including how State and local capabilities will be enhanced.

Guidance

Grant guidance and application kits from DHS and other Federal agencies inform strategy development
and investment justifications.

Assessment of Preparedness

The TCL provides a basis for assessing preparedness. The vision for the National Preparedness
Guidelines is for a “Nation Prepared”. The National Planning Scenarios and the TCL provide a common
perspective to conduct assessments to determine levels of readiness to perform the critical tasks and to
identify and address any gaps or deficiencies.

Assessment information should inform decisions at all levels. Policymakers need regular reports on the
status of the capabilities for which they have responsibility to help them make better resource and
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investment decisions and to establish priorities. Emergency managers and planners require assessment
information to help them address deficiencies, to identify alternative sources of capabilities (e.g., from
mutual aid or contracts with the private sector), and to identify which capabilities should be tested
through exercises.

Assessment information is also needed by agencies or organizations that are expected to supplement or
provide capabilities during an incident. Assessments also provide the provider agencies/organization with
information required to set priorities, make investment decisions, and position capabilities or resources, if
needed.

Tools

A Capabilities Assessment Pilot is being implemented by DHS to test and validate the effectiveness of the
preparedness and performance measures and metrics in the TCL as a means of measuring preparedness.
The pilot assessment consists of three stages: self assessment, on-site validation, and post assessment
report and improvement. It looks at preparedness from a regional perspective, with a focus on regional
planning, coordination, and sharing of capabilities.

The National Preparedness System, described under planning, is being designed as a comprehensive
planning and assessment tool that can be used assess capabilities across all levels of government. It will
enable users to conduct a self assessment based on the TCL that takes into account validation information
from exercises, on-site assessment validations, peer reviews, and monitoring.

Focus Training on Ability to Perform Critical Tasks

Training programs should be reviewed and modified as appropriate to ensure that they prepare
participants to perform the critical tasks defined by the TCL to the proficiency level required to achieve
the capability outcomes.

States should develop Multi-year Training and Exercise Plans to build and assess capabilities. Each State
should use a combination of information from capabilities assessments that identify gaps, the State
Strategy that provides a plan to increase preparedness, and form improvement plans from completed
exercises to develop the Multi-year Training and Exercise Plan. The plans should map out the training
courses and exercises that will be conducted over the next 2-3 years. Subsequent training should focus on
building the knowledge, skills, and abilities to perform the critical tasks and should be completed prior to
being tested through exercises.

Test Capabilities through Exercises

Exercises provide a means to test and validate preparedness. The Homeland Security Exercise and
Evaluation Program (HSEEP) is designed to encourage a common exercise design, performance, and
evaluation methodology across all levels of government and the private sector. HSEEP exercises are
designed and evaluated to demonstrate capability levels through the assessment of performance of critical
tasks and achievement of outcomes, as defined by the TCL.
The exercise design process includes the following steps:

o Identify priority capabilities for improvement through exercises

e Select corresponding tasks for assessment

o Define exercise objectives based on capabilities, tasks, and jurisdiction needs

o Create a jurisdiction-specific scenario formulated specifically to meet exercise objectives
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HSEEP includes common evaluation tools based on the critical tasks and measures from the TCL. The
purpose of the evaluation approach is to encourage consistency and quality of data collection and
information, support qualitative and quantitative exercise analysis and assessment, and increase usability.
HSEEP also defines a standardized after action report (AAR) and improvement plan format. The AAR
provides the assessment of performance of the tasks related to priority capabilities. The improvement
plan is developed by the exercising entities and outlines specific actions and a timeline to enhance the
capabilities.

Tools and Guidance

The HSEEP policy and doctrine is organized into several volumes:

e HSEEP Volume I: HSEEP Overview and Exercise Program Management provides guidance for
building and maintaining an effective exercise program and summarizes the planning and evaluation
process described in further detail in Volumes II through V.

e HSEEP Volume I1: Exercise Planning and Conduct helps planners outline a standardized
foundation, design, development, and conduct process adaptable to any type of exercise.

e HSEEP Volume I11: Exercise Evaluation and Improvement Planning offers proven methodology
for evaluating and documenting exercises and implementing an improvement plan.

e HSEEP Volume IV: Sample Exercise Documents and Formats provides sample exercise materials
referenced in HSEEP Volumes I, II, III, and V.

e HSEEP Volume V: Prevention Exercises contains guidance consistent with the HSEEP model to
assist jurisdictions in designing and evaluating exercises that test pre-incident capabilities such as
intelligence analysis and information sharing.

Going Forward — Refinements to the TCL

The TCL represents a major step forward in defining preparedness and capabilities. It was developed
through the hard work of many hundreds of stakeholders from all disciplines, levels of government,
nongovernmental organizations, and the private sector. They were asked to set aside their jurisdictional
or agency perspective and define capabilities for the Nation and the role that every jurisdiction, State,
Federal agency, organization, and citizen will play in a shared response. Where standards and guidelines
exist, they were used, but standards and guidelines do not exist for many of the capabilities. Therefore,
much of the information in the TCL is based on the best judgment and expertise of those who were
involved in the working groups and those who reviewed and commented on it.

The TCL is a living document. It was designed to be enhanced and refined over time as we gain lessons
from its application or real world experience. The best way to do that is to start using it and to identify
and document where it needs to be changed. For example, are there critical tasks that need to be added or
refined? Are the measures and metrics the best measures of performance? Do they need to be modified
for different sized jurisdictions or for different scenarios? Are the capability resources adequate to
perform the critical tasks to the appropriate level of performance? Will the targets and assignment of
responsibility for building and maintaining the capabilities provide the network of capabilities that will be
available when and where they are needed?

If you see something in the TCL that does not work for your jurisdiction or agency, help to change it. Get
involved. Submit information on what does not work with a recommendation on how the TCL should be
changed or enhanced. Recommendations for changes to the TCL are welcome and will be reviewed and
integrated into future versions of the TCL, as appropriate. A change request form is posted on
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www.LLIS.gov. A Nation Prepared is a goal that can only be achieved over time and with the
involvement of those who work every day to secure the homeland from all threats, natural and man-made.

Target Capabilities List 17



18

This page intentionally left blank

Target Capabilities List



Common Target
Capabilities

Target Capabilities List

19



20

This page intentionally left blank

Target Capabilities List



PLANNING

Capability Definition

Planning is the mechanism through which Federal, State, local and tribal governments, non-governmental
organizations (NGOs), and the private sector develop, validate, and maintain plans, policies, and
procedures describing how they will prioritize, coordinate, manage, and support personnel, information,
equipment, and resources to prevent, protect and mitigate against, respond to, and recover from
Catastrophic events. Preparedness plans are drafted by a litany of organizations, agencies, and/or
departments at all levels of government and within the private sector. Preparedness plans are not limited
to those plans drafted by emergency management planners. The planning capability sets forth many of the
activities and tasks undertaken by an Emergency Management planner when drafting (or updating)
emergency management (preparedness) plans.

Unlike the other target capabilities, the attributes of planning are difficult to quantify, as individual
planners may have considerably varied education and experience and still produce plans that lead to the
successful implementation of a target capability. The focus of the Planning Capability is on successful
achievement of a plan’s concept of operations using target capabilities and not the ability to plan as an
end unto itself. Plans should be updated following major incidents and exercises to include lessons
learned. The plans should form the basis of training and should be exercised periodically to ensure that
responders are familiar with the plan and able to execute their assigned role. Thus, it is essential that plans
reflect the preparedness cycle of plan, train, exercise, and incorporation of after action reviews and
lessons learned.

Outcome

Plans incorporate an accurate threat analysis and risk assessment and ensure that capabilities required to
prevent, protect against, respond to, and recover from all-hazards events are available when and where
they are needed. Plans are vertically and horizontally integrated with appropriate departments, agencies,
and jurisdictions. Where appropriate, emergency plans incorporate a mechanism for requesting State and
Federal assistance and include a clearly delineated process for seeking and requesting assistance from
appropriate agency(ies).

Relationship to National Response Plan Emergency Support Function
(ESF)/Annex

Planning supports all Emergency Support Functions (ESFs) and Annexes (support and incident) at the
Federal, State, local, territorial, and tribal levels.

Preparedness Tasks and Measures/Metrics

Activity: Conduct Strategic Planning

Definition: The art and science of developing and employing instruments of national and
Statef/territorial power (information, technology, economic, intelligence, and military) in a
synchronized and integrated fashion to achieve the objectives of the National Strategy for
Homeland Security, the National Preparedness Guidelines, the NRP, and supporting
State/territorial and local strategic direction and guidance. Strategic planning uses gap analysis
to develop programmatic priorities that address the mission requirements, goals, objectives,
milestones, and resources to ensure interoperable and integrated synchronization throughout all
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levels of government and nongovernmental organizations for all hazards, incident-related

prevent, protect, respond, and recover activities.

Critical Tasks

ComA 1.1.3 Develop regional and State/local Strategic Plans
ComA 2.9.2 Identify, develop, and convene local preparedness planning organization(s)
ComA 2.2 Define and implement the responsibilities for standardized emergency management system
' planning
ComA 2.2.2 Coordinate and integrate all response and recovery agencies/organizations in the planning
o process
ComA 223 Coordinate and integrate nongovernmental organizations and the private sector entities into the
- emergency management planning and decision-making processes
ComA 13.4 Conduct gap analysis to identify training, and exercise needs and to facilitate investment and
e personnel decisions
O] ComA 1 Develop scalable strategic plans, based on normal response plans, to prevent, protect against,
Z respond to, and recover from natural and man-made disasters, as well as acts of terrorism
% ComA 1.2 Establish the National Incident Management System
i ComA 1.3 Establish and maintain a national preparedness assessment and reporting system
o Develop a preparedness planning and review cycle that encompasses planning, training,
2 ComA 1.3.2 exercising, evaluation, and the incorporation of after action reviews (AAR) and lessons learned
5 (LL)
(7) ComA 132.1 Track implementation of after action reviews and lessons learned for improvement and
()] T corrective actions that enhance exercises and inform subsequent corrective training efforts
§ Preparedness Measures Metrics
O Regional and State/local strategic plans include, but are not limited to, the national mission Yes/No
= areas of prevent, protect against, respond to, and recover from man-made and natural disasters
% and acts of terrorism
@) The strategic plan defines the vision, mission, goals, and objectives of the jurisdiction Yes/No
Strategic plan addresses protection against, response to, and recovery from natural and man- Yes/No

made disasters as well as acts of terrorism

Planners are trained and equipped Yes/No

Frequency with which plans are reviewed and updated in accordance with Federal, State, and | Every 12 months
local regulations and policies

Improvement actions from after action reports (AARs) and lessons learned are implemented Yes/No
according to the scale of disaster(s) and/or through defined Federal mandate for schedule for
completion

Activity: Develop/Revise Operational Plans

Definition: Use priorities identified in the Strategic Planning process, as well as any
recommendations/lessons learned, to guide the development of appropriate operational plans,
such as emergency operations plans (EOPs), comprehensive emergency management plans
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(CEMPSs), recovery plans, hazard identification risk analysis (HIRA) plans, mitigation plans, and
continuity of operations (COOP) plans. Operational plans identify the organizations and

resources required to execute the four functional mission areas of prevent, prepare, respond,
and recover.

Critical Tasks

Conduct a hazard analysis to identify threats, vulnerabilities, and consequences to be addressed

ComA 2.1 by emergency management and/or preparedness plans

Develop and maintain Comprehensive Emergency Management Plans (CEMPs) or similar

ComA 2.1.3
emergency management/preparedness plans

Develop emergency operations/response plans that describe how personnel, equipment, and
ComA 2.4 other governmental, nongovernmental, and private resources will support and sustain incident
management requirements

Develop and maintain Emergency Operations Plan (EOP) annexes for hazard specific response

ComA 2.5 to include natural and man-made disasters as well as acts of terrorism, and other hazards

ComA 2.3 Develop and execute mutual aid assistance agreements and compacts

Develop National, State/Local, and Non-Governmental Continuity Plans. All-level Continuity
Plans will describe how personnel, equipment, and other governmental, non-governmental, and
private resources will support the sustainment and/or reestablishment of essential functions.
ComA 2.7 Plans shall identify the critical and time sensitive applications, processes, and functions, to be
recovered and continued, following an emergency or disaster, as well as the personnel and
procedures necessary to do so, such as business impact analysis, business continuity
management, vital records preservation and alternate operating facilities

Develop regional coordination plans or activities that involve all Federal, State, local, territorial,

ComA 2.3.3 tribal, NGO, and private stakeholders

Preparedness Measures Metric

Continuity of Operation (COOP) plans describe how personnel, equipment, and other resources Yes/No
support sustained response/survivability and recovery for all sectors

Continuity of Government (COG) plans describe the continued functioning of constitutional Yes/No
government under all circumstances
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Emergency response plans are consistent with the National Response Plan (NRP) and National Yes/No
Incident Management System (NIMS)

Mutual aid assistance agreements are in place with contiguous jurisdictions Yes/No
Preparedness plans are consistent with NRP and NIMS Yes/No
Aid assistance agreements or contracts with private organizations are in place Yes/No
Pre-identified mechanisms to request assistance from counties, the State, or the Federal Yes/No

Government are in place

Emergency response plans address substantial loss of public safety response capabilities during Yes/No
catastrophic events (to include special needs populations and people with disabilities)

Frequency with which plans are reviewed and updated to ensure compliance with governmental | Every 12
regulations and policies (Review requirements are intended to apply only when no pre-existing months
review cycle has been established in Federal, State, or local requirements)
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Activity: Validate Plans

Definition: Evaluate operational plans through exercising, training, and real world events, and
use after-action reports (AARs) to support validation and revision of operational and strategic
plans

Critical Tasks

Ensure that trained, exercised, and equipped personnel are available to execute all planning
ComA 3.6 . . . .
requirements as determined by applicable standards of proficiency
ComA 3.1 Develop exercises/drills of sufficient intensity to challenge management and operations and to
’ test the knowledge, skills, and abilities of individuals and organizations
ComA 3.2 Develop integrated national, regional, and State/local level exercises/drills
ComA 33 Develop regional and State/local level exercises of sufficient intensity to challenge management
) and operations and test knowledge, skill and abilities of individuals and organizations
ComA 34 Develop lessons learned reports and procedures based on real world events and exercises
ComA 35 Develop, review, evaluate and update emergency management and/or preparedness plans based
' on lessons learned and/or AARs to address problems/gaps and needed corrective actions
Preparedness Measures Metric

Plans are exercised and/or evaluated according to Homeland Security Exercise and | Yes/No
Evaluation Program (HSEEP) requirements

Record of deficiencies is generated from plan review process within consensual or | Yes/No
mandated predetermined days for review

Time in which improvement plans to address deficiencies are generated Within 30 days from
development of record of
deficiencies

Frequency with which improvement plan actions are monitored for implementation | Every 3 months

Linked Capabilities

Linked Capability Relationship

All Prevent Capabilities | Planning provides all Prevent capabilities with a consistent foundation upon which the
other capability-specific plans, procedures, training, and exercise programs will be
developed

All Protect Capabilities Planning provides all Protect capabilities with a consistent foundation upon which the
other capability-specific plans, procedures, training, and exercise programs will be
developed

All Respond Capabilities | Planning provides all Respond capabilities with a consistent foundation upon which the
other capability-specific plans, procedures, training, and exercise programs will be
developed

All Recover Capabilities | Planning provides all Recover capabilities with a consistent foundation upon which the
other capability-specific plans, procedures, training, and exercise programs will be
developed
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All Prevent
Capabilities

All Protect
Capabilities

All Respond
Capabilities

All Recover
Capabilities

Provide planning framework

Provide planning framework

Provide planning framework

Provide planning framework
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Capability Activity Process Flow

Planning Capability

Provide inputs into the

planning process
(lessons learned/gap

analysis/improvement

plan)

»

Input lessons
learned and

improvement plan
»

Conduct Strategic
Planning

Completed strategy with priorities
(training, equipment, operational
planning)

Develop/Revise
Operational Plans

Completed plan for that cycle

Validate Plans
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Resource Element Description

Resource Components and Description
Elements
Planners Planners dedicated to developing and maintaining homeland security, emergency

management, and/or all-hazards plans. Setting qualifications for planner should be
established by the jurisdiction.

Computer and planning | Includes computers with sufficient software tools to accomplish the specified tasks, such
software tools as geographic information system tools, decision modeling programs, relational
databases, hazard modeling programs (i.e., computer-aided management of emergency
operations [CAMEOQO], multihazard loss estimation methodology [HAZUS]) and
consequence modeling tools.

Required training Training may include but is not limited to courses offered through Federal, State, local
program and private organizations, such as Federal Emergency Management Agency (FEMA),
Emergency Management Institute (EMI), Office for Domestic Preparedness (ODP)
Training Consortium, State training academies, and colleges and universities.
Completion of one or more of the above may meet minimum requirements.

Planning Assumptions

= This capability applies to a wide range of incidents and emergencies including terrorist attacks, other
manmade disasters, and natural disasters. It is intended to address deliberate planning coordination.

= A catastrophic incident will present a dynamic response and recovery environment requiring that
response plans and strategies be flexible enough to effectively address emerging or transforming
needs and requirements.

= A “dedicated planner” is one full-time equivalent (FTE) person whose work is focused exclusively
(“dedicated”) on the development and maintenance of homeland security, emergency management,
and/or all-hazards plans.

= The human or physical resources identified in the response strategy may not be available for 24-48
hours of a catastrophic event due to jurisdiction-specific considerations of resource management in
times of crisis(es) (e.g., resource needs at their home institutions, family requirements, over-
extension, limits established in MOAs, etc.).
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= A catastrophic incident may have significant international dimensions. These include potential
impacts on the health and welfare of border community populations, cross-border trade, transit, law
enforcement coordination, and other areas.

= Planning occurs with respect to the incident (strategic, operational, and tactical/incident) and
according to the appropriate jurisdictional level (Federal, State, local, tribal).

=  All operational personnel are trained on all appropriate plans and their role within those plans.
= Plans are validated through review, testing and exercises.

= Plans are written in accordance with NIMS.

= Planners have knowledge, experience, and/or training in subject areas.

* The planning process includes hazard analysis and risk assessment.

= The UTL is a menu of tasks that can be used in developing plans-to-task development.
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Target Capability Preparedness Level

Resource Type of Unit Measure Capability
Element Unit Element (number per x) Activity
supported by
Element
Planner Personnel Per every 250k State All Activities
population in each
State
Planner Personnel Per territory State All Activities
Planner Personnel Per UASI city and Local All Activities
Washington, DC
Required training Training Per planner Federal/State/ All Activities
program Local
Computer and Equipment Per planner Federal/State/ All Activities
planning software Local
tools
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COMMUNICATIONS

Capability Definition

Communications is the fundamental capability within disciplines and jurisdictions that practitioners need
to perform the most routine and basic elements of their job functions. Agencies must be operable,
meaning they must have sufficient wireless communications to meet their everyday internal and
emergency communication requirements before they place value on being interoperable, i.e., able to
work with other agencies.

Communications interoperability is the ability of public safety agencies (police, fire, EMS) and service
agencies (public works, transportation, hospitals, etc.) to talk within and across agencies and jurisdictions
via radio and associated communications systems, exchanging voice, data and/or video with one another
on demand, in real time, when needed, and when authorized. It is essential that public safety has the intra-
agency operability it needs, and that it builds its systems toward interoperability.

Outcome

A continuous flow of critical information is maintained as needed among multi-jurisdictional and multi-
disciplinary emergency responders, command posts, agencies, and the governmental officials for the
duration of the emergency response operation in compliance with National Incident Management System
(NIMS). In order to accomplish that, the jurisdiction has a continuity of operations plan for public safety
communications including the consideration of critical components, networks, support systems,
personnel, and an appropriate level of redundant communications systems in the event of an emergency.

Relationship to National Response Plan Emergency Support Function
(ESF)/Annex

This capability supports the following Emergency Support Functions (ESFs):

Primary: ESF#2: Communications
Communications supports all ESFs at the Federal, State, local, and tribal levels.

Preparedness Tasks and Measures/Metrics
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Activity: Develop and Maintain Plans, Procedures, Programs, and Systems (%

Critical Tasks

Develop communication plans, policies, procedures, and systems that support required
ComC 1 communications with all Federal, regional, State, local, and tribal governments and agencies as
well as voluntary agencies

Develop procedures for the exchange of voice and data with Federal, regional, State, local, and

ComC 1.2.1 tribal agencies, as well as voluntary agencies
Develop supplemental and back-up communications and information technology plans,
ComC 1.6
procedures, and systems
ComC 1.6.2 Identify emergency communications and data requirements for each stakeholder
ComC 1.1.1 Develop a continuous improvement plan that enriches interoperable communications to provide

advanced customer service, reliability, and operational effectiveness
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Complete an assessment of standard communication capabilities for the Public Safety Answering
ComC 1.6.5 Points (PSAPs) and Public Safety Communication Centers to ensure an appropriate Continuity of
Operations Plan (COOP) is in place for public safety and service agencies’ communications
ComC 173 Develop plans to provide telecommunication and information technology support to Federal,
o regional, State, tribal and local officials and the private sector
Design reliable, redundant, and robust communications systems for daily operations capable of
ComC 14 . s L . . .
quickly reconstituting normal operations in the event of disruption or destruction
Coordinate procurement and placement of technology communication systems based on a gap
ComC 1.7.2 . . . S
analysis of requirements versus existing capabilities
ComC 1.5 Develop information systems protection procedures
ComC 1.5.1 Develop and maintain automated credential verification systems to ensure proper credentialing
e for controlled access areas
ComC 1.3 Establish and maintain information systems across response entities
Develop interoperable telecommunication and Information Technology systems across
ComC 1.3.1 .
governmental departments and agencies
Preparedness Measures Metrics
Operable communications systems that are supported by redundancy and diversity, that Yes/No

provide service across jurisdictions, and that meet everyday internal agency requirements, are
in place

Communication systems support on-demand, real-time interoperable voice and data Yes/No
communication

Plans and procedures are in place to ensure appropriate levels of planning and building public | Yes/No
safety communication systems prior to an incident

Plans and procedures are in place to ensure appropriate levels of upgrading/enhancing public | Yes/No
safety communication systems and equipment prior to an incident

Plans and procedures are in place to ensure appropriate levels of replacing public safety Yes/No
communication systems and equipment prior to an incident

Plans and procedures are in place to ensure appropriate levels of maintaining public safety Yes/No
communication systems and equipment prior to an incident

Plans and procedures are in place to ensure appropriate levels of managing public safety Yes/No
communication projects prior to an incident
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Assessment of standard communication capabilities for Public Safety Answering Points Yes/No
(PSAP)/Public Safety Communication Centers and Emergency Operations Centers (EOC) to
ensure appropriate Continuity of Operations Plan (COOP) for public safety and service
agencies’ communications has been completed

Communications Continuity of Operations Plan (COOP) that outlines back-up systems Yes/No
available at State and local levels, including protocols for use of systems, is in place

Communications standard operating procedures (SOPs) that conform to NIMS are in place Yes/No
and are used in routine multiple jurisdictional responses

A multi-agency and multi-jurisdictional governance structure to improve communications Yes/No
interoperability planning and coordination has been established

Formal interoperable communications agreements have been established through the Yes/No
governance structure
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Interoperability communications plans have been developed through governance structure and | Yes/No
include all relevant agencies for data and voice communications.

Interoperability policies and procedures to allow information sharing between levels of Yes/No
government and Federal installations involved in incident, as necessary and as possible, are in
place

Redundant and diverse interoperable communication systems are available Yes/No

Plans to coordinate the procurement of communications assets to ensure interoperability are in | Yes/No
place

Plans to acquire and influence sustained interoperability and systems maintenance funding Yes/No
have been developed

Plans include a procedure to return communications back to normal operations after each Yes/No
significant incident

Activity: Develop and Maintain Training and Exercise Programs

Critical Tasks

ComC 2.1.1 Develop and implement awareness training programs for response communications
Develop exercises/drills of sufficient intensity to challenge management and operations and to
ComC 2.1.2 test the knowledge, skills, and abilities of individuals and organizations for response
communications
ComC 291 Develop and conduct training to improve all-hazard incident management capability for response
- communications
ComC 2.2.2 Conduct an after action review to determine strengths and shortfalls and develop a corrective
- plan accordingly for response communications
Preparedness Measures Metric
Communications-specific tabletop exercises are conducted with multi-jurisdictional and Yes/No

multi-agency operations, technical, and dispatch participants

Communications-specific operational exercises with multi-jurisdictional and multi-agency Yes/No
participants are conducted
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Operational exercises include an observer specifically to monitor the communications piece to | Yes/No
ensure there is adequate information to provide in the After Action Report (AAR) to correct
any communication problems that occurred for the future

Frequency with which plans, procedures, and use of all operable communications systems are | Every 12 months
tested and/or exercised in large and complex exercises

All personnel including non traditional stakeholders have been trained to operate

- . o Yes/No
communications systems according to their incident role

Frequency with plans, procedures, and use of all interoperable communications equipment are | Every 12 months
reviewed tested and/or exercised

Interoperability systems are used in pertinent everyday activities and emergency incidents to Yes/No
ensure familiarity with system and cooperation
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Performance Tasks and Measures/Metrics

Activity: Alert and Dispatch

Definition: In response to an alert, make notification and provide communications management
until the Incident Command (IC), Emergency Operations Center (EOC), and Emergency

Management Agency (EMA) are stood-up

Critical Tasks

ComC 4.2 Implement incident communications interoperability plans and protocols
ComC 4.2.1 Communicate incident response information
ComC 4211 Use established common response communications language (i.e., plain English) to ensure
o information dissemination is timely, clear, acknowledged, and understood by all receivers
Request external resources using EMAC and other mutual aid/assistance processes (inter- and
ComC 3.4 .
intra-State)
ComC 3.5 Initiate documentation process of required forms and follow-up notations
ComC 423 Report and document the incident by completing and submitting required forms, reports,
o documentation, and follow-up notations on immediate response communications
ComC 4.1.1 Ensure that all critical communications networks are functioning
ComC 4.3 Implement procedures to protect information facility and communication network systems

Performance Measures

Metric

Time in which immediate dispatch information is provided to primary first responders
during regular operations

Within 60 seconds from
call classification by
dispatch

Time in which Emergency Operations Centers (EOCs), first responders, and special
resources acknowledge receipt and understanding of radio communications

Within 30 seconds from
the end of transmission

Percent of communications sent and received that are completely understood without
ambiguity by the sender or the intended receiver

90%

Frequency with which communications back-up is provided (per COOP and/or
incident plan process) during emergencies when the conventional mode of
communications fail or become overloaded to assure continued service amidst incident

Continuous

Time in which alternate communications and/or dispatch center are staffed in the event
of a catastrophic loss of the primary site

Within 1 hour from the
loss of primary site

COOP is activated based upon nature and disruption of new failure

Yes/No

Recovery time per classification of failure is realistic and alternative recovery
processes are in place for incident support

Yes/No

Percent (above normal peak traffic) of technical surge and back-up capabilities within
communications and/or dispatch centers to process incoming calls effectively with the
loss of any one communication or dispatch centers (assumes surge staffing will be
available in 30 minutes)

200%

COOP allows for maximum response per incident type and duration

Yes/No
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Activity: Provide Incident Command/First Responder/First Receiver/Interoperable
Communications

Definition: In response to notification of an incident, go to the scene to provide and receive
interoperable voice data and video communications

Critical Tasks

ComC 4.2 Implement incident communications interoperability plans and protocols
ComC 4.2.1 Communicate incident response information
ComC 422 Coordinate incident site communications to be consistent with the National Incident
o Management System (NIMS) framework
Use established common response communications language (i.e., plain English) to ensure
ComC 4.2.1.1 . . . SR .
information dissemination is timely, clear, acknowledged, and understood by all receivers
ComC 423 Report and document the incident by completing and submitting required forms, reports,
- documentation, and follow-up notations on immediate response communications
ComC 4.1.1 Ensure that all critical communications networks are functioning
ComC 4.1 Establish and maintain response communications systems on-site
ComC 4.3 Implement procedures to protect information facility and communication network systems
Performance Measures Metric
Frequency with which local first responders are provided with tactical communications Continuous

with approved local delivery process specified to incident

Frequency with which tactical communications are provided between local disciplines Continuous
(i.e., law enforcement, fire, and EMS) and among local fire units operating in the disaster
site with approved delivery process specific to incident

Percent of communications sent and received that are completely understood without 90%
ambiguity by the sender or the intended receiver

Frequency with which communications back-up is provided during emergencies when the | Continuous
conventional mode of communications fail or become overloaded

COOP and/or Incident Action Plan process assures continued service amidst incident Yes/No

Time in which tactical communications are provided for regional first responders Yes/No
responding to the disaster site is within parameters of interoperability plans, as approved
by governance structure/body
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Percent of mobile communications coverage provided in rural areas affected by disaster 95%
Percent of street-level hand-held communications coverage provided in urban/suburban 95%
areas affected by disaster

Percent of in-building hand-held communications coverage provided in central areas 95%
affected by disaster

Tactical communications are provided for large regional “task forces” providing recovery | Yes/No
assistance to disasters and other emergencies within parameters of interoperability plan, as
approved by the governance structure/body
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Activity: Provide Emergency Operations Center Communications Support

Definition: Upon notification, initiate interoperable system operations, in addition to maintaining,
managing, and assuring protection of the interoperable communications systems until the EOC is
ordered deactivated

Critical Tasks

ComC 4.2 Implement incident communications interoperability plans and protocols
ComC 4.2.1 Communicate incident response information
ComC 5.4.7 Inform staff and management of interoperable communications requirements
ComC 545 Provide direction, information and/or support as appropriate to incident command (IC) or unified
o command (UC) and/or joint field office(s)
ComC 53.12 Coordinate and provide telecommunications and information technology support to Federal,
2 T regional, State, tribal, and local officials and the private sector(s)
@) ComC 5.2 Establish and ensure connectivity with EOC/MACC
E ComC 5.4 Coordinate communications policy and procedure across response entities
@) ComC 4.1 Establish and maintain response communications systems on-site
% ComC 5.3 Establish and maintain interoperable information systems network within the EOC
> ComC 5.3.1.1 Coordinate placement of latest technology that is available to agencies participating in response
% ComC 5.3.3 Assure redundant communications circuits/channels are available for use
@) ComC 4.1.1 Ensure that all critical communications networks are functioning
2 ComC 4.2.1.1 Use established common response communications language (i.e., plain English) to ensure
@) o information dissemination is timely, clear, acknowledged, and understood by all receivers
% ComC 5.5 Maintain a common operating picture (COP) for real time sharing of information with all the
= ’ participating entities to ensure all responder agencies are working from the same information
= - : " )
ComC 423 Report and document the incident by completing and submitting required forms, reports,
% - documentation, and follow-up notations on immediate response communications
S ComC 4.3 Implement procedures to protect information facility and communication network systems
% Coordinate and open State communications support/channels to local and tribal government and
O ComC 5.3.1.3 the private-sector to assist in awareness, prevention, response, and recovery communications
activities
Performance Measures Metric
Percent of communications sent and received that are completely understood without 90%

ambiguity by the sender or the intended receiver

Frequency with which communications back-up is provided during emergencies when the | Continuous
conventional mode of communications fail or become overloaded

COOP and/or Incident Action Plan process to assure continued service amidst incidentis | Yes/No
in place

Key officials are notified in the event of an incident using relevant tools and technologies | Yes/No
(e.g., call down lists, SMS messages, etc.)
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Activity: Provide Federal Facilities, Task Force, and Recovery Assistance Interoperable
Communications

Definition: In response to an alert, make notification and provide communications management
until the Incident Command and EOC are stood-up

Critical Tasks

ComC 4.2 Implement incident communications interoperability plans and protocols
Use established common response communications language (i.e., plain English) to ensure
ComC 4.2.1.1 . . . L .
information dissemination is timely, clear, acknowledged, and understood by all receivers
ComC 423 Report and document the incident by completing and submitting required forms, reports,
o documentation, and follow-up notations on immediate response communications
Performance Measures Metric
Tactical communications are provided for large regional “task forces” providing recovery | Yes/No
assistance to disasters and other emergencies within the parameters of interoperability
plans, as approved by governance structure/body
Frequency with which communications back-up is provided during emergencies when the | Continuous
conventional modes of communication fail or become overloaded
COOP and/or Incident Action Plan process assures continued service amidst incident Yes/No
Percent of communications sent and received that are completely understood without 90%
ambiguity by the sender or the intended receiver
Communications policies and procedures are followed Yes/No

Activity: Return to Normal Operations

Definition: Initiate deactivation procedures for the interoperable communications system and
return the system to a ready state
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Critical Tasks
Use established common response communications language (i.e., plain English) to ensure
ComC 4.2.1.1 . . . L .
information dissemination is timely, clear, acknowledged, and understood by all receivers
ComC 423 Report and document the incident by completing and submitting required forms, reports,
o documentation, and follow-up notations on immediate response communications
ComC 7.1.1 Develop communications section of the demobilization plan
ComC 7.1 Initiate interoperable deactivation procedures
ComC 7.1.2 Monitor communications demobilization
Performance Measures Metric
Percent of communications sent and received that are completely understood without 90%
ambiguity by the sender or the intended receiver
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Linked Capabilities

Linked Capability Relationship

All Prevent Capabilities Communications provides all Prevent capabilities with operable and interoperable
communications

All Protect Capabilities Communications provides all Protect capabilities with operable and interoperable
communications

All Respond Capabilities Communications provides all Respond capabilities with operable and interoperable
communication

All Recover Capabilities Communications provides all Recover capabilities with operable and interoperable
communications.
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Provide operable and
interoperable communications

Provide operable and
interoperable communications

Provide operable and
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Provide operable and
interoperable communications
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Resource Element Description

Resource Elements Components and Description

Interoperability Communications | A plan for a designated area that includes governance, standard operating

Plan procedures, technology, training and exercises, and usage. An Interoperability
Communications Plan is created for each designated participant area prior to an
incident

Governance Group Organization of agencies and jurisdictions who have entered governance

agreements (i.e., memorandum of understanding/memorandum of agreement
[MOU/MOA)]) to coordinate decision making across agencies and jurisdictions.

Technology—System of Operable communication systems for the disciplines and jurisdiction as defined
Systems by the local requirements that allows for mutual aid components to connect in
when authorized and as necessary. System-of-systems consists of local, State,
and Federal components that can be connected through common interface
standards. Element includes the following processes: Needs assessment;
Evaluate current capability; Develop requirements; Perform gap analysis;
System alternatives (with costs and types); Phase-in implementation; Define
spectrum needs; Define security/encryption needs; Develop future upgrade

plan and budget process.
Interoperable Communications Technical assistance team that implements the ICTAP, a program designed to
Technical Assistance Program enhance interoperable communications among local, State, and Federal
(ICTAP) Teams emergency responders and public safety officials, and is associated with the

Department of Homeland Security Office of Grants and Training’s (G&T)
Urban Area Security Initiative (UASI) grant program. Each team provides
technical assistance in four phases: Phase 1: Define Technical Assistance
Requirements; Phase 2: Define Enhancements Needed; Phase 3:
Implementation; Phase 4: Continued services as needed until local support is in
place

Public Safety Answering Point Plan that provides ability to have redundant and back-up systems in place
(PSAP) and Public Safety during an emergency

Communications Center
Continuity of Operations Plan
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Planning Assumptions

= This capability reaches across all 15 National Planning Scenarios and within each capability. All
major incidents require communication and interoperability to facilitate management of an incident.
Therefore, the target level of interoperability is independent of a specific scenario. Interoperability is
a support function for all other responder capabilities, so this mission-critical capability must be in
place to ensure the personnel who are providing the other capabilities have access to the information
they need to respond appropriately.

= Interoperability is the communication between disciplines and jurisdictions that permits real time
exchanges of information on demand, with whoever needs it, when properly authorized, in
conformance with the Incident Command System.

= Communications is the transmission of thoughts, messages, or information. The ability to
communicate is critical to effective emergency response and is one of the most difficult tasks that
must be performed during an incident or event. Effective communication during an emergency
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requires a system that is both interoperable and redundant. The ability to transmit thoughts,
messages, and information can be accomplished through a multitude of ways. In emergency
response, the mechanisms that assist personnel in communications can vary, but are largely made up
of wireless voice (radio), voice and data telephone (wireless and landline), wireless data, and internet
voice/data.

= Communications interoperability is the ability of multiple entities to intermingle meaningful
transmission of thoughts, messages, or information while using similar or dissimilar communications
systems. A redundant communications system is a duplication of communications systems that can
be accessed by personnel for the purpose of responding to, and/or mitigating and recovering from an
incident or event.

= One of the major issues facing public safety and service agencies is the inability to communicate with
one another when the need arises. Effective and efficient emergency response requires coordination,
communication, and sharing of vital information among numerous public safety agencies. As the
National Strategy for the Physical Protection of Critical Infrastructures and Key Assets observes,
“most systems supporting emergency response personnel have been specifically developed and
implemented with respect to the unique needs of each agency.”

= Public Safety Answering Point (PSAP), Public Safety Communication Centers, and Emergency
Operation Centers (EOCs) must be in place and competently operational with the resources, and
operational integrity to perform during an incident.

= Agencies must be “operable,” meaning they must have sufficient public safety and service agency
communications capabilities to meet their everyday internal requirements before they place value on
being “interoperable,” meaning being able to work with other disciplines and agencies. They need to
improve those systems first but this improvement planning needs to include a vision for improved
interoperability with other disciplines and agencies. At a time when more attention is being paid to
interoperability among different disciplines and jurisdictions within the community, there still exists
fundamental communication deficiencies within disciplines and jurisdictions as practitioners strive to
perform the most routine and basic elements of their job functions.

= These deficiencies result in daily communication challenges for those working on the front lines in
public safety and service agencies. The Interoperability Continuum (see reference link below)
outlines critical elements for the planning and implementation of successful public safety and service
agencies’ communications and interoperability solutions. These elements include governance,
standard operating procedures, technology, training and exercises, and usage of interoperable
communications. To drive progress along the five elements of the continuum and improve
interoperability, public safety and service agency practitioners should observe the following
principles:
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= Gain leadership commitment from all public safety and services agencies.

= Foster collaboration across all public safety and services agencies for planning and
implementation.

= Work with policy makers to gain leadership commitment and resource support for
interoperability.

= Plan and budget for ongoing updates to systems, procedures, and documentation.
= Use interoperability solutions on a regular basis.

= Interoperability is a support function for all other responder capabilities, so this mission critical
capability must be in place to ensure the other capabilities have access to the information they need to
respond.

= Existing Continuity of Operations Plans (COOPs) for public safety and service agency
communications systems are in place.
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= Individual agencies and jurisdictional systems must be operable and functioning before mutual aid
can come in and connect to interoperate.

= Spectrum management should be coordinated to allow adequate allocation across all disciplines and

jurisdictions.

= Critical infrastructure protective actions have been implemented to ensure communications systems

remain operable.

Planning Factors from an In-Depth Analysis of a Scenario with Significant
Demand for the Capability

Resource Organization

Interoperability
Communications Plan

Estimated
Capacity

One plan supports
each designated
participating area

Scenario
Requirement Values

All appropriate planning
has been done prior to an
incident

Quantity of
Resources Needed

One per designated
participant area

Governance Group

One governance
group supports each
participating area

All appropriate
interactions, decisions and
agreements have been
made prior to incident to
ensure effective response
at the incident

One governance group
per participating area as
designated by local
responder requirements

Technology- System of Systems | System that is One operable
appropriately communication system
connected to achieve for each individual
interoperability agency
when authorized and
as necessary

Interoperable Communications Needed prior to incident 20 ICTAP teams for

Technical Assistance Program
(ICTAP) Teams

to ensure appropriate
planning and engineering
support is in place during
an incident

technical engineering and
planning as requested by
the participating area

Approaches for Large-Scale Events

Because interoperability refers to the coordination and communication of command level or other
authorized staff at the operational level, all large-scale events and the 15 National Planning Scenarios
require plans that provide for established interoperability infrastructure before the incident occurs.
Planning should include the ability to reconstitute normal communications systems that have been
saturated, disrupted, or destroyed during an event.
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Target Capability Preparedness Level

Resource Type of Unit Measure Capability
Element Unit Element (number per x) Activity
supported by
Element
Interoperability Plan Per State/Territory State All Activities
Communications
Plan
Interoperability Plan Per intrastate Local All Activities
Communications Region (Intrastate
Plan region)
Interoperability Plan Per UASI city Local (City) All Activities
Communications
Plan
Governance Group | Organization Per State State All Activities
and Leadership
Governance group | Organization Per intrastate Local All Activities
and Leadership Region (Intrastate
region)
Technology— Resource Nationally Federal/State/ All Activities
System of Systems | Organization Local
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RISK MANAGEMENT

Capability Definition

Risk Management is defined by the Government Accountability Office (GAO) as “A continuous process
of managing—through a series of mitigating actions that permeate an entity’s activities—the likelihood of
an adverse event and its negative impact.” Risk Management is founded in the capacity for all levels of
government to identify and measure risk prior to an event, based on credible threats/hazards,
vulnerabilities, and consequences, and to manage the exposure to that risk through the prioritization and
implementation of risk-reduction strategies. The actions to perform Risk Management may well vary
among government entities; however, the foundation of Risk Management is constant.

Currently there are a variety of tools, processes, and offerings in practice and under development to serve
the capability of Risk Management. As with the distribution of the National Infrastructure Protection
Plan, the Department of Homeland Security has outlined core requirements for the management of risk,
and will continue to serve this capability through additional technical assistance. As communities mature
their Risk Management capability they are encouraged to look to DHS for continued guidance and
updates to Threat information from the aforementioned Homeland Infrastructure Threat and Risk
Analysis Center (HITRAC) office as well as guidance on the further development of a risk analysis
methodology for critical asset protection.

Outcome

Federal, State, local, tribal and private sector entities identify and assess risks, prioritize and select
appropriate protection, prevention, and mitigation solutions based on reduction of risk, monitor the
outcomes of allocation decisions, and undertake corrective actions. Additionally, Risk Management is
integrated as a planning construct for effective prioritization and oversight of all homeland security
investments.

Relationship to National Response Plan Emergency Support Function
(ESF)/Annex

This capability supports the following Emergency Support Functions (ESFs):

ESF #1: Transportation

ESF #3: Public Works and Engineering

ESF #4:  Firefighting

ESF #5: Emergency Management

ESF #6: Mass Care, Housing, and Human Services
ESF #8: Public Health and Medical Services

ESF #9: Search and Rescue (Land-Based)

ESF #10: Oil and Hazardous Materials Response
ESF #12: Energy

ESF #13: Public Safety and Security

ESF # 14: Long-Term Community Recovery and Mitigation
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Preparedness Tasks and Measures/Metrics

Activity: Develop Risk Framework

Definition: Develop a framework for how risk assessments and risk analysis will serve the
business process of managing “risks” and a process for stakeholder buy-in. Establish a
comprehensive stakeholder governing process to oversee an all-encompassing ongoing
perspective of the risks posed onto the respective community. This body should include public
administrators, the owners and operators of critical infrastructure and key assets within the
given community, as well as key stakeholders and decision makers. Furthermore, the
“framework” must consider the functional as well as spatial relationships of assets as they are
often interrelated.

Critical Tasks

E ComE 1.1 Ensure senior leadership communicates in writing the risk framework and intent to use risk
m ’ analysis to all stakeholders

p= ComE 1.2 Develop actionable risk management strategy with short, medium, and long-term objectives
m P g gy g )

::D ComE 1.3 Develop risk analysis and risk management plans and procedures

Z ComE 1.3.1 Develop standards and guidelines to guide risk assessment activities

<

S ComE 1.4 Develop and implement risk analysis training programs for state, local, and private entities
(% ComE 1.4.1 Conduct training in modeling and the use of analytical tools

E ComE 1.4.2 Conduct risk management training for security, response, and recovery managers

Z ComE 1.5 Develop and implement programs to assess changes in risk and effectiveness of risk

O management

g ComE 1.5.1 Develop system for collecting and sharing lessons learned regarding risk management

p= Preparedness Measures Metric

Z

@) An actionable risk management strategy that includes short, medium, and long term Yes/No

S objectives is in place

% Risk analysis and risk management plans are in place Yes/No

(@) A strategy to mitigate current risk profile has been implemented Yes/No

Schedule and capability for updating risk analysis and risk management plans is in place Yes/No

State, local, and private entities have been trained to conduct risk analysis Yes/No
Monitoring program to detect changes in risk is in place Yes/No
Program to assess program/security measures implementation is in place Yes/No

Activity: Assess Risks

Definition: Assess potential targets within given system of governance as well as in relation to
other systems. Identify functional as well as spatial relationships of assets and systems
infrastructure and assets. This activity may be applied to assets (power generation), systems
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(power supply grids), Sectors (power industry) and geographic areas (metropolitan areas). Risk

management includes risks from both man made events and acts of nature.

Critical Tasks

ComE 2.1 Conduct criticality analysis (also known as screening) to identify potential targets
Conduct vulnerability assessments to assess vulnerability of potential targets to identified
ComE 2.2
threats
ComE 2.3 Conduct consequence analysis of critical assets
ComE 2.4 Conduct threat assessment of potential targets
Conduct or obtain intelligence community threat/hazard analysis through State or local
ComE 2.4.1 Interagency Working Groups (Joint Terrorism Task Force) to identify threats to potential
targets
ComE 2.4 Obtain intelligence reporting and the receipt of the threat data through the Department of
o Homeland Security’s Homeland Infrastructure Threat and Risk Analysis Center (HITRAC)
ComE 2.5 Calculate risk to potential targets based on threat, vulnerability, and consequence
ComE 2.6 Establish relative order of priorities for risk mitigation among risk portfolio
Conduct response and recovery capabilities analysis to determine capability to respond to and
ComE 2.7 . . .
recover from the occurrence of identified risks
Performance Measures Metrics
Criticality results were used to identify potential targets Yes/No

Threat, vulnerability, and consequence results were used to assess risk for potential targets | Yes/No

A comprehensive risk assessment has been completed for potential targets identified Yes/No

Risk assessment plans and procedures were implemented Yes/No

Activity: Prioritize Risks

Definition: Rate and/or rank criticality of potential targets to mitigate or transfer associated risk
(if possible) as related to given target within a system of targets
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Critical Tasks

ComE 3.1 Identify potential protection, prevention, and mitigation strategies for high-risk targets

Prioritize identified strategies by risk reduction expected outcomes appreciating the various

ComkE 3.2 threat, vulnerabilities, and consequences that affect that community, system or asset

Performance Measures Metrics

Risk and risk reduction results were used to prioritize risk-reduction strategies Yes/No

Integration of a schedule and strategy to implement risk reduction strategies, including Yes/No
milestones, funding strategies, and opportunity costs where possible has been completed

Integration of a schedule and strategy for reducing the greatest risk posed to the respective | Yes/No
stakeholder has been completed
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Activity: Develop Business Case

Definition: Develop cost-benefit/cost-effectiveness analysis for consideration of applicable
prescribed measures required to mitigate associated risks to an asset or system of assets;
consider opportunity costs associated to one measure versus another

Critical Tasks

ComE 4.1 Develop or select methodology for cost-benefit/cost-effectiveness analysis of risk reduction
solutions

ComE 4.2 Select risk reduction solutions for implementation based on risk reduction strategies

ComE 4.3 Allocate resources to support risk reduction solutions

Performance Measures Metrics

Funding priorities reflect risk assessment and prioritization of risk-reduction strategies Yes/No

Solutions were selected and resources allocated Yes/No

Resources were allocated and measures established to shift to a new risk reduction target | Yes/No

Activity: Manage Risk

Definition: Manage and monitor risk through continued assessment and analysis. Continuous

consideration should be given to refresh the given threat, emerging vulnerabilities, and changing
consequences to the system or assets under consideration.

Critical Tasks

ComE 5.1 Monitor the progress of solution implementation

ComE 5.1.1 Undertake corrective actions

Performance Measures Metrics
Selected solutions have been verified as successfully implemented Yes/No
Selected solutions were effective in reducing risk Yes/No
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Activity: Conduct Risk Communication

Definition: Develop understanding and appreciation of risk assessment, risk analysis, and risk
management principles, and develop avenues for receiving information on threat, vulnerability,
and consequence

Critical Tasks

ComE 6.1 Share the assessment of sector-specific infrastructure risk with interdependent entities within
’ appropriate sectors

Performance Measures Metrics

Risk management strategy is communicated regularly with stakeholders (monthly or Yes/No

quarterly reporting)
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Linked Capabilities

Linked Capability Relationship to Capability

CBRNE Detection CBRNE Detection provides potential threat information used in the risk
assessment process of Risk Management

Critical Infrastructure Protection Critical Infrastructure Protection uses the risk assessment process to prioritize
protection decisions

Emergency Operations Center Risk Management provides risk assessments to Emergency Operations Center
Management Management

Intelligence and Information Risk Management provides information for Intelligence and Information
Sharing and Dissemination Sharing and Dissemination

Intelligence Analysis and Risk Management provides analysis processes to Intelligence Analysis and
Production Production

Planning Risk Management is a key step in the all-hazards planning process.

@)
O
<
<
@)
z
=
0
@
O
Z
X
%
x
<
>
z
>
©
m
<
m
z
_|

Target Capabilities List 47




|_
Z
L
=
L
O
<
Z
<
>
X
2
o
Z
0
7))
2
=
Z
0
>
=
0
O

48

CBRNE Detection

Critical
Infrastructure
Protection

Emergency
Operations Center|
Management

Intelligence/

Information Sharing

and Di:

Provides threat
information

Provides risk
assessment

Provide information for

Intelligence
Analysis and
Production

Provides analysis

processes

Assists in plan
development

Capability Activity Process Flow

Risk Management

Assess Risks

Risk for potential targets
assessed

Prioritize Risks

Risk-reduction strategies
prioritized

Develop Business
Case

Cost-benefit analysis
conducted

Manage Risk

Threat re-assessed

Conduct Risk
Communication

End: Risk assessment
communicated
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Resource Element Description

Resource Elements

Local law enforcement

Components and Description

Personnel with skills, ability, and training to promulgate local risk assessment
and risk management strategies, with a focus on risk management, and to
participate in risk communication activities

Urban Area Working Groups

Personnel with skills, ability, and training to promulgate local risk assessment
and risk management strategies, with a focus on risk management, and to
participate in risk communication activities

Regional Transit Security
Working Groups

Personnel with skills, ability, and training to promulgate local risk assessment
and risk management strategies, with a focus on risk management, and to
participate in risk communication activities

Area Maritime Security
Committees

Personnel with skills, ability, and training to promulgate local risk assessment
and risk management strategies, with a focus on risk management, and to
participate in risk communication activities

Owners and Operators of
Critical Infrastructure/Key
Resources (CI/KR)

Personnel with skills, ability, and training to promulgate emergency operations
plans (EOPs) as part of local and regional risk management strategies, and to
participate in risk communication activities

State Administrative Agencies
(SAAs)

Personnel with skills, ability, and training to promulgate State-wide risk
assessment and risk management strategies; to participate in risk
communications activities; and to use risk reduction tools to evaluate alternate
risk management strategies

Federal law enforcement and
homeland security community

Personnel with skills, ability, and training to promulgate national risk
assessment and risk management strategies; to participate in risk
communications activities; and to create, disseminate, and use risk reduction
tools to evaluate alternate risk management strategies

Joint Terrorism Task Forces
(JTTFs)

Task forces formed at the local level and composed of persons from various
government and private entities (e.g., law enforcement, public health, local
businesses, key infrastructure representatives, emergency management, and
other first responders).

National intelligence community

Personnel with skills, ability, and training to support national risk assessment
and Risk Management strategies and to participate in risk communications
activities. Training and formal education are keys to having a sound Risk
Management background. Various levels of government will require varying
levels of experience or capabilities

Risk analysis/risk management
tools

Tools to facilitate risk analysis/risk management

Cost estimating tools

Tools to estimate costs of risk management decisions

Geographical Information
System (GIS) data collection
tools

Tools to facilitate the collection of geographically-specific data

Planning Assumptions and Definitions

= Risk assessments can be conducted in a relative manner. Calculated threat and risk ratings will not
represent absolute probabilities, unless accurate probability data is readily available, but rather will be
measured relative to other threats.

Target Capabilities List
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=  Scenario-based risk assessment will be used to evaluate threat, vulnerability, and consequence. For
purposes of consistency the National Planning Scenarios should be used.

= Input will be sought from the national intelligence community, including JTTFs, to establish viable
threats and the relative likelihood of those threats. To seek alignment with the National Infrastructure
Protection Plan would be to use the threat analysis generated by DHS/ Homeland Infrastructure
Threat and Risk Analysis Center (HITRAC) in coordination with the intelligence community. This
would provide a more authoritative and more consistent threat input.

=  Scenario-specific threat assessments will include evaluation of target value, weapon availability,
attack simplicity, as well as past history and specific intelligence information. Target values will
require expert opinion and should be coordinated with the intelligence community and/or Federal
stakeholders. Furthermore, the "intent" and "capability" of the adversary must be applied to assess
terrorist threat. This approach is consistent with the DHS/NIPP threat analysis approach.

=  Vulnerability analysis will measure the likelihood that specific scenarios could be executed
successfully based on an evaluation of physical features, security capabilities, and response
capabilities that serve to prevent an attack from being successful.

= Consequence analysis will measure the expected outcome of specific scenarios based on analysis of
the susceptibility to attack of the asset given the functional characteristics of the targets, likely
cascading impacts to interdependent assets, and the availability of response and recovery capabilities.

=  Prevention, response, and recovery assessments will also be based on the same set of scenarios.

= Total systemic risk will be calculated as an integration of risk across all targets and scenarios within a
jurisdiction.

=  Appropriate protection, prevention, and mitigation solutions will be evaluated using risk-reduction
tools. Threat, vulnerability, and consequence will be re-evaluated based upon implementation of
solutions. Initial risk calculations serve as a benchmark against which risk reduction is measured.

= Criticality assessments will be based on critical target factors that represent the mission of targets to
the Federal, State, local, and tribal entities. Considerations should be provided to the factors of
human health impact, economic impact, national strategic mission impact, and psychological impact
as aligned to Homeland Security Presidential Directive-7.

= Life cycle costs for identified solutions will be evaluated, including implementation costs such as
training and recurring costs such as personnel and maintenance, and discounted to produce a net
present cost. Where available and known, costs to upgrade will be included.

= Resources will be allocated through cost-benefit analysis, comparing total risk reduction and costs.

=  From an actionable perspective, all communities of interest are responsible for risk communication.
Risk communication may include but should not be limited to intelligence data, potential terrorism
target selection or infrastructure selection, and anomalies which may result in prevention and or
deterrence. Furthermore, there are tactical, strategic, and operational responsibilities for each
respective community of interest.
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= Federal, State, and local governments and the private sector all have a role in managing risk. Each
should develop an understanding and appreciation of the principles of risk assessment, analysis and
management. Each should develop a framework that integrates risk management in their business,
and include a process for stakeholder buy-in and governance.

= There are current departmental activities aligned to develop a national baseline for risk management
architecture. The Department of Homeland Security has defined the framework as the appreciation
for consequence, threat, and vulnerability. Given this foundation and the work of the Department, a
target architecture should be forthcoming. The National Infrastructure Protection Plan (to be
released) provides a framework for the foundations of risk management. Specifically, Chapter 3 and
Appendix 3 of the National Infrastructure Protection Plan.
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=  The work within this target capability is focused on “terrorism risk,” as it is that adversarial
relationship that this target capability is designed for under the disciplines of homeland security. It is
intended to establish the fundamental equations that define terrorism risk and to standardize
terminology for conduct of a terrorism risk assessment. However, the ability to plan for catastrophic
events such as natural disasters should be considered equally within the greater scheme of risk
management.

=  Although estimates can be made as to the potential goals of terrorist groups, the targets that they
might select, and the types of weapons that they might use, the actions of terrorists do not absolutely
conform to any set of rules or statistics. Because relatively few attacks have occurred in the United
States, historical data using trend analysis cannot predict future events and may be of only limited use
in predicting even the type, time, or location of attacks that might be launched.

= Because of the human element, there is a linkage between terrorism risks at different potential targets.
Unlike most forms of risk, where the likelihood of the event occurring at any given location is
independent, with terrorism the likelihood of the event occurring is very much dependent on actions
that occur at other potential targets. If security measures are increased at one target (target
hardening), the relative likelihood of attack can increase at other potential targets (soft targets). This
happens because additional security measures could direct resources away from one target and
towards others with lower levels of deterrence.

=  Similarly, the relative value of a potential target can also have a major effect on the likelihood of
attack. Terrorist target sites will meet certain goals for an attack, including casualties, economic
disruption, or symbolic importance. A larger relative value for one potential target over another
makes it more likely that the site might be attacked. Changes in the relative value of other sites could
have the effect of changing the risk of terrorism at a particular site, even if no change occurred at the
site itself.

=  Standard algorithms and terminology for evaluating risk must be modified to deal with the effects of
the human-element and of the linkages between targets.

= Target attractiveness measures the features of a particular asset that may make it more or less likely to
be targeted by terrorists for a particular form of attack. Evaluation of target attractiveness should
include an evaluation of two sets of features: target value and deterrence. Target value evaluates
those features of an asset that make it more likely that an asset will be attacked; features that make the
asset attractive as a target. These may include: potential for casualties, potential for economic
disruption, and symbolic importance. Deterrence evaluates those features that make a target less
likely to be attacked. These features primarily include visible security and known response
capabilities.

= In instances where frequency of attack can be reasonably evaluated using statistical analysis or some
other direct form of estimate, that metric can be directly used for target attractiveness.
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= The Consequence of a terrorist attack is a product of the criticality of the target and the impact that an
attack would have on that criticality.

= Consequence = (Criticality) X (Impact)

= Criticality is broadly defined as the particular aspects or features of an asset that would make
someone want to protect the asset against an attack. Generally, criticality is defined using a set of
‘Critical Asset Factors’. These factors define the specific features of an asset that could make it
important to protect that asset from attack. Examples of typical critical asset factors include:

= Loss of Life
= Economic losses
= Disruption of Government Services

= Degradation of Critical Infrastructures and Key assets

Target Capabilities List 51




=  Symbolic and Psychological Impact
= (Cascading impacts on interdependent assets

=  Once the risk has been determined, the likelihood of an attack being successful can be assessed. In
determining the susceptibility of an attack or “vulnerability to attack” it is assumed that the asset has
been targeted, that the terrorists have the required weapon(s) and equipment, and that the attack will
take place. The susceptibility then measures the probability that the attack would achieve its desired
result given the constraints that are in place at the target, including physical constraints, operational
constraints, and security measures.

= There are a number of methods that can be used to calculate or estimate susceptibility. These range
from simple ratings of security capabilities to complex, simulation-based evaluations of detailed
attack scenarios. The most appropriate method will depend on the type of asset and the goals of the
risk assessment. In general, however, an appropriate assessment of susceptibility would include an
evaluation of physical features, security capabilities, and response capabilities that serve to prevent an
attack from being successful. These activities can also be categorized as those that serve to deny,
detect, delay, or defend against the attack, and are addressed by other capabilities in the TCL.

Planning Factors from an In-Depth Analysis of a Scenario with Significant
Demand for the Capability

Risk assessment does not focus on single incidents but rather assesses risk across a number of viable
threats and critical assets.

Target Capability Preparedness Level

Resource Type of Number Unit Measure Capability Activity
Element Unit Element of Units (number per supported by

X) Element

Local law Personnel As Needed Local Develop Risk
enforcement Framework

Assess Critical
Infrastructure Risks

Manage Risk

Conduct Risk
Communication
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Urban Area Personnel As Needed Local Develop Risk
Working Groups Framework

Assess Critical
Infrastructure Risks

Manage Risk

Conduct Risk
Communication

Regional Transit Personnel As Needed Local (Intrastate | Develop Risk
Security Working region) Framework

Groups Assess Critical

Infrastructure Risks
Manage Risk

52 Target Capabilities List




Resource Type of Number Unit Measure Capability Activity
Element Unit Element of Units (number per supported by
X) Element
Conduct Risk
Communication
Area Maritime Personnel As Needed Local (Intrastate | Develop Risk
Security region) Framework
Committees Assess Critical
Infrastructure Risks
Manage Risk
Conduct Risk
Communication
Owners and Personnel As Needed State/Local/ Develop Risk
operators of critical Private Sector | Framework
infrastructure/ key Conduct Risk
resources (CI/KR) Communication
Assess Critical
Infrastructure Risks
and Manage Risk
Analyze
Interdependencies of
Assets (Functional,
Spatial)
State Personnel As Needed State Assess Critical
Administrative Infrastructure Risks
Agencies Prioritize Risks
Develop Business
Case
Manage Risk
Conduct Risk
Communication
Federal law Personnel As Needed Federal (DHS) | Develop Business
enforcement and Case
homeland security Manage Risk
communi
unity Conduct Risk
Communication
Joint Terrorism Personnel As Needed Federal (DOJ, | Develop Business
Task Forces DHS) Case
(JTTFs) Manage Risk
Conduct Risk
Communication
National Personnel As Needed Federal Develop Business
intelligence Case
community Manage Risk
Conduct Risk
Communication
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Resource Type of Number Unit Measure Capability Activity

Element Unit Element of Units (number per supported by
X) Element
Risk analysis/risk Equipment As Needed Federal/State/ | Assess Risk
management tools Local
Cost estimating Equipment As Needed Federal/State/ | Develop Business
tools Local Case
Manage Risk
Geographical Equipment As Needed Federal/State/ | Assess Risk
Information Local
System (GIS) data
collection tools
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COMMUNITY PREPAREDNESS AND
PARTICIPATION

Capability Definition

The Community Preparedness and Participation capability provides that everyone in America is fully
aware, trained, and practiced on how to prevent, protect/mitigate, prepare for, and respond to all threats
and hazards. This requires a role for citizens in personal preparedness, exercises, ongoing volunteer
programs, and surge capacity response. Specific capabilities for UNIVERSAL preparedness, including
knowledge of all-hazards (technological, natural, and terrorist incidents) and related protective measures,
skills, and supplies, will be determined through a collaborative process with emergency responders.

Outcome

There is a structure and a process for ongoing collaboration between government and nongovernmental
resources at all levels; volunteers and nongovernmental resources are incorporated in plans and exercises;
the public is educated and trained in the four mission areas of preparedness; citizens participate in
volunteer programs and provide surge capacity support; nongovernmental resources are managed
effectively in disasters; and there is a process to evaluate progress.

Relationship to National Response Plan Emergency Support Function
(ESF)/Annex

This capability should play a role in ESFs and Annexes at the Federal, State, tribal, and local levels.

Preparedness Tasks and Measures/Metrics

Activity: Establish Collaborative Structure and Process for Government and Non-
Governmental Entities at All Levels

Definition: Develop an organizational entity with member representation from emergency

responder disciplines, elected officials, voluntary organizations, civic organizations, faith-based
organizations, special needs advocacy groups, private sector, neighborhood associations,
educational institutions, and critical infrastructure.

Critical Tasks

Establish leadership support at the national, State, tribal, and local levels for Citizen Corps
ComF 1.1.1 .
Councils
ComF 1.2 Establish and maintain Citizen Corps Councils at all levels of government: Federal, State, tribal,
) local
Establish a strategic plan for the Citizen Corps Council’s jurisdiction to engage all residents in
ComF 122 preparedness, training, drills/exercises, and volunteer support taking into account the
- jurisdiction’s potential threats, critical infrastructure, population density, and population
composition
ComF 1.3 Develop all-hazards preparedness requirements and a process to sustain citizen capabilities
ComF 1.2.3 Implement a process to count and assess membership of Citizen Corps Councils
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Preparedness Measures Metrics

Number of local Citizen Corps Councils nationwide 2500
Percent of total U.S. population served by a Citizen Corps Council 99%
Membership of Citizen Corps Council includes representatives from government, Yes/No

emergency management officials, civic organizations, faith-based organizations, special
needs advocacy groups, private sector, critical infrastructure, education, and
neighborhood associations

Strategic plan to engage all residents in preparedness, training, drills/exercises, and Yes/No

volunteer support is in place

Local Citizen Corps Councils coordinate with State level Citizen Corps Councils Yes/No

Activity: Integrate Public Outreach and Non-Governmental Resources into Emergency
Operations Plans and Exercises

Definition: Include sufficient planning for alerts and public warnings, emergency public education
and information, evacuation, mass care, health and medical services, non-governmental volunteer
and donations resource management, and establish clear roles and protocols for volunteers for
all ESFs and Annexes. Evaluate plans through exercises that include non-governmental entities,
volunteer operations, and the general public.

Critical Tasks

ComF 2.1 Integrate citizen participation in the planning process at all levels
ComF 2.1.1 Incorporate, in all plans, procedures, and protocols (including outreach, training and exercises,
o and volunteer opportunities), consideration for individuals with disabilities and their care givers
ComF 2.12 Incorporate, in all plans, procedures, and protocols (including outreach, training and exercises,
o and volunteer opportunities), consideration for individuals who do not speak English
Incorporate in all plans, procedures, and protocols (including outreach, training and exercises,
ComF 2.1.3 and volunteer opportunities), consideration for individuals with low income and limited
resources
Incorporate in all plans, procedures and protocols (including outreach, training and exercises, and
ComF 2.1.4 . . . .
volunteer opportunities), consideration for age-related issues and concerns
ComF 2.15 Incorporate in all plans, procedures and protocols (including outreach, training and exercises, and
o volunteer opportunities), consideration for companion and service animals
Integrate non-governmental entities, volunteers, and the general public in exercise planning,
ComF 2.3.1 implementation, and review of all levels (national/international, regional, State, tribal, urban,
local) and types of exercises (all hazards, terrorism, bioterrorism, natural disasters)
ComF 222 Establish and maintain a database of the jurisdiction’s non-governmental assets to include
- entities that manage trained and skilled volunteers, unaffiliated volunteers, and donated goods
Establish necessary stand-by contracts and MOAs and MOUs with appropriate private sector and
ComF 2.2.3 non-governmental organizations to augment government resources with NIMS-credentialed
volunteers and NIMS-typed materials.
ComF 2.4 Establish and maintain a process to evaluate citizen preparedness and participation and to
) recognize exemplary citizens in preparedness programs
ComF 2.4.1 Implement processes to evaluate and periodically reassess citizen related component of
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Emergency Operations Plans, to include alerts and warnings, public education and emergency
public information, evacuations, mass care, and non-governmental resource management

ComF 2.4.2 Implement a process to evaluate non-governmental participation in exercises at all levels

Support community infrastructure to achieve appropriate levels of preparedness, to include
ComF 2.5 developing community-wide automated alerts and warning systems and training citizens working
in critical infrastructure locations

Preparedness Measures Metrics
Percent of State and UASI jurisdictions’ EOPs that address citizen preparedness and 100%
participation, establish volunteer support for ESFs, and plan for use of non-governmental

resources

Percent of exercises that engage non-governmental entities, volunteers and the general 100%

public

Frequency with which non-governmental entities and citizens (i.e., non-emergency Every 24 months
responders) participate in planning, implementing, and reviewing community emergency

exercises

Plans include MOU s specific to non-governmental entities (e.g., personnel and resources) | Yes/No

Performance Tasks and Measures/Metrics

Activity: Provide Education and Training for the Public in All Mission Areas

Definition: Ensure the public is educated and trained in prevention, protection, response, and
recovery for all hazards, with specific consideration for high-threat hazards for the area in which
they live, work, or attend school and for special needs

Critical Tasks

Plan, conduct, and evaluate public education programs for citizen prevention,

ComF 3 protection/mitigation, response and recovery capabilities

Provide continuing education and training for the public on: prevention, protection and
mitigation measures, community emergency response plans, alerts and warnings (including threat
ComF 3.1.2 levels), evacuation/in-place protection plans and exercises, participating in government-
sponsored emergency exercises, volunteer opportunities and training for year round volunteer
role or surge capacity role in response and recovery

Incorporate, in all plans, procedures, and protocols (including outreach, training and exercises,
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ComF 2.1.1 and volunteer opportunities), consideration for individuals with disabilities and their care givers
Incorporate, in all plans, procedures, and protocols (including outreach, training and exercises,
ComF 2.1.2 ). ) . . .
and volunteer opportunities), consideration for individuals who do not speak English
Incorporate in all plans, procedures, and protocols (including outreach, training and exercises,
ComF 2.1.3 and volunteer opportunities), consideration for individuals with low income and limited
resources
ComF 2.1.4 Incorporate in all plans, procedures and protocols (including outreach, training and exercises, and
o volunteer opportunities), consideration for age-related issues and concerns
ComF 2.15 Incorporate in all plans, procedures and protocols (including outreach, training and exercises, and
o volunteer opportunities), consideration for companion and service animals
ComF 3.2.1 Train the public to be aware and to report suspicious items and behavior
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ComF 322 Provide crime prevention, counter-terrorism and public education program materials in multiple
- languages

Assist owners of critical infrastructure in increasing security measures and strengthening
ComF 3.2.3 . .. .

connection to local law enforcement through Citizen Corps Councils

Strengthen Community Oriented Policing philosophy by providing volunteer opportunities to
ComF 3.24

support local law enforcement

Establish jurisdictional citizen educational programs on personal protective measures, disaster
ComF 3.3.1 . -

kits and communications plans
ComF 332 Develop and provide community preparedness public education program and materials for at risk

" populations

Develop and provide community preparedness public education program and materials for non-
ComF 3.3.3 . . " . .

English speaking communities and special needs populations
ComF 3.3.4 Support education and training on automated alerts and warnings and related responses
ComF 3.1.3 Implement a process to assess citizen preparedness and implement longitudinal tracking
Performance Measures Metrics
Percent of annual increase in number of citizens educated and trained in UNIVERSAL all- 5%

hazards capabilities until 80% of population is educated and trained

Percent of annual increase in number of citizens who are aware of heightened jurisdictional 5%
threat levels and aware of jurisdiction alerts and warnings, until 80% of citizens maintain
awareness

Percent of annual increase in number of citizens within the jurisdiction who are alert to 5%
unusual behavior in others that might indicate potential terrorist activity and understand
appropriate reporting procedures, until 80% of citizens maintain knowledge

Percent of annual increase in number of privately held critical infrastructure computer owners | 5%
who implement appropriate virus protections and act on virus alerts, until 80% of owners
achieve implementation

Percent of annual increase in number of households that conduct pre-incident preparation —to | 5%
include maintaining a communication plan, disasters supplies, and a practicing
evacuation/shelter-in-place, and maintaining skills until 80% of households maintain pre-
incident preparation

Percent of annual increase in number of citizens prepared to evacuate or relocate to designated | 5%
shelter (to include citizens with special needs), until 80% of population is prepared

Percent of annual increase in jurisdiction’s population that is knowledgeable of workplace, 5%
school, and community emergency plans, until 80% of population maintains knowledge

Percent of annual increase in number of citizens prepared to shelter-in-place and have 5%
emergency supplies on hand as advised by local authorities, until 80% of population prepared
to shelter in place

Percent of annual increase in number of citizens trained in basic first aid, until 80% of 5%
population maintains skills
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Percent of annual increase in number of citizens educated and trained in RISK-BASED 5%
capabilities for high-threat incidents in their area, to include natural hazards, technological
hazards, and terrorism, until 72% of population (80% of those living in high-threat area) are
educated and trained per appropriate hazard

Percent of annual increase in number of citizens who know the appropriate detailed response 5%
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for specific high-threat incidents in their area, to include multiple incidents where appropriate,
until 72% of population (80% of those living in high-threat area) have specialized awareness

Percent of annual increase in number of population trained in CBRNE and decontamination 5%
procedures, until 46% of population (80% of those living in urban areas) maintain skills

Percent of annual increase in number of population with risk-based life-saving skills, until 72% | 5%
of population (80% of those living in high-threat area) maintain specialized skills.

Percent of annual increase in number of households, businesses, and schools that have 5%
implemented mitigation measures to protect property from specific high-threat, until 72%
households, businesses, and schools (80% of those in high-risk areas) have implemented
mitigation measures

Activity: Provide Volunteer Opportunities: year round and in surge operations

Definition: Develop and implement education, training, and exercises for ongoing volunteer
programs and volunteer surge response and recovery activities

Critical Tasks

ComF 4.1 Develop and sustain volunteer opportunities for citizens to support local emergency responders
' and community safety efforts year round, to include necessary training and equipment

ComF 4.2 Develop NIMS credentialing for volunteer surge capacity job functions to support all ESFs and
’ annexes

ComF 43 Develop and implement training and exercise programs to enable citizens to support emergency
’ response and recovery operations

ComF 4.4 Implement a process to track numbers of volunteers who participate in ongoing volunteer
’ programs

ComF 4.5 Implement a process to track numbers of volunteers who participate in surge capacity roles

ComF 4.6 Implement liability coverage for volunteer activity for appropriate jurisdiction

Performance Measures Metrics

Percent of annual increase in number of trained citizens providing volunteer supportto | 2%
local emergency responder disciplines (law enforcement, fire, emergency medical and
public health services), until 10% population volunteers an average of 20 hours per year
= 560 million hours/year

Percent of surge capacity of pre-trained and credentialed citizens prepared to augment 20%
and supplement official government emergency response with manpower and private
sector in-kind resources for ESFs and annexes for any given emergency response
function

Activity: Incident Response

Definition: Non-governmental entities, volunteers, and the general public respond according to
plan and training
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Critical Tasks

ComF 5.1 Implement public, volunteers, and non-governmental entity roles in emergency operations plans
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Performance Measures Metrics
Percent of population responding to official instructions and providing self care and by- | 100%
stander care

Percent of citizens with disabilities or special needs (requiring 24-hour care and/or 100%
equipment) who had access to life-sustaining resources during emergency situations

Public communications were provided without electrical dependence and were Yes/No
accessible to all citizens in the jurisdiction, including people with disabilities and non-

English speaking populations

Evacuation assistance was provided for those who cannot evacuate on their own Yes/No
Percent of pre-identified shelters that accommodated companion and service animals 100%
and people with disabilities

Volunteers provided surge capacity for ESFs and annexes, including Transportation, Yes/No
Communications, Mass Care, Resources Management, Public Health and Medical

Services, Search and Rescue, Public Safety and Security, Long-Term Community

Recovery and Mitigation, External Affairs, Volunteers and Donations Management
Non-governmental resources were quickly deployed using stand-by contracts, MOUs Yes/No
and MOAs

Jurisdictions outside of the incident impact area provided volunteer and donations Yes/No
support through pre-established mechanisms.

Jurisdictions outside of the incident impact area provided mass care to evacuees, as Yes/No
needed

Linked Capabilities

All Prevent Capabilities

Linked Capability Relationship to Capability

Community Preparedness and Participation prepares citizens to participate in
prevention

All Protect Capabilities

Community Preparedness and Participation prepares citizens to participate in
protection

All Respond Capabilities

Community Preparedness and Participation prepares citizens to participate in
response

All Recover Capabilities

Community Preparedness and Participation prepares citizens to participate in
recovery

Volunteer Management and
Donations

Community Preparedness and Participation prepares citizens to volunteer and
to donate

Mass Care (Sheltering, Feeding,
and Related Services)

Community Preparedness and Participation prepares citizens to volunteer for
mass care services

Citizen Evacuation and Shelter-In-
Place

Community Preparedness and Participation educates citizens in how to
evacuate or how to shelter-in-place or volunteer to support such efforts

Emergency Public Information
and Warning

Community Preparedness and Participation informs citizens how to acquire
information from Emergency Public Information and Warning
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Prevent

Prepared citizens
Capabilties i’

participate in prevention

Protect

Prepared citizens
Capabilties 4

participate in protection

Respond
Capabilities Prepared citizens

participate in response

Recover

o Prepared citizens
Capabilities

participate in recovery

Mass Care
(Shelter, Feeding,
and Related
Services)

Prepared citizens

Citizen
Evacuation and

Prepared citizens
Shelter-In-Place P

Emergency Public
Information and
Warning

Prepared citizens

Target Capabilities List

Capability Activity Process Flow

Community Preparedness and Participation Capability

Start: Need for
increased citizen
preparedness and
participation

Establish Collaborative
Structure and Process
for Government and
Non-Governmental
Entities at All Levels

Integrate Public
Outreach and
Non-Governmental Informed citizens are
Resources into  ——— willing and able to report
Emergency suspicious activity
Operations Plans
and Exercises
Provide Education Families and
and Training for the communities are self-
Public in All Mission protected and prepared
Areas for emergencies
Provide Volunteer Trained citizens are
Opportunities: willing and able to
Year round and in support response and
surge operations recovery operations
Trained citizen
Incident Response ——» yol_unteers Sibel
incident response
according to plans
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Resource Element Description

Resource Elements Components and Description

National Leadership for
Community Preparedness and
Participation

National leaders from White House, Secretaries of key Federal agencies, State
governors, military leadership, and congressional representation—organized to
provide a national voice to promote the integration of citizens into the DHS
mission.

National Citizen Corps Council

Approximately 70 national emergency responder discipline associations,
NGOs, disability advocacy groups, faith-based organizations, private sector
associations, and government agencies that promote strategies, plans, and
exercise guidance to foster governmental/non-governmental collaboration at
the State and local levels for citizen preparedness and participation.

Citizen Corps Councils

Each Citizen Corps Council is composed of representatives of the emergency
responder disciplines, civic organizations, NGOs, private sector, faith-based,
schools, elected leadership, and other community stakeholders. Local
Councils (tribal, county, or city level) oversee local citizen opportunities for
education, training/exercises, and volunteer support. Local Councils require
adequate supplies and equipment and a minimum of one dedicated staff.

Public Education Specialists

Specialists to educate the public in the four mission areas of preparedness and
to promote volunteer opportunities. State level specialists educate and support
the public in developing knowledge, skills, and abilities (both universal and
risk-based) to support the four mission areas and to promote volunteer
opportunities. Local level specialists focus on education and also ensure
alerts/warning and crisis communications are adequate. All include resources
to develop and reproduce adequate numbers of outreach materials.

National Training Clearing
House

Clearing house of citizen training courses, to provide training materials for all
States. Includes classroom and online courses/resources.

State Training Team

Train-the-trainer instructors for pre-incident training and post incident just-in-
time training.

Citizen Preparedness Team

Teams of individuals based in neighborhoods, workplaces, schools, faith based
organizations, military, who prepare themselves with basic necessities—food,
water, medicine, power, communications equipment, shelter, and emergency
plans; adequate number of members also receive training in first aid and
emergency response skills. Identified leader reports status up the
organizational/community chain. Includes team equipment, as applicable, and
supplies, such as emergency disaster kit for home, work and vehicle—
sufficient food, water, medicine, etc.

Volunteer Support: Year Round

Volunteer services coordinated through Citizen Corps Councils to support
emergency responders, providing emergency responders with more time for
primary professional duties (i.e. provide administrative support, patrolling,
public education or as needed by discipline). Example programs include:
Volunteers in Police Service, Medical Reserve Corps, Fire Corps, Community
Emergency Response Teams, and Citizens Watch programs.

Volunteer Support: Surge

“NIMS -credentialed” volunteers to support ESFs, emergency response and
recovery, as needed. Volunteers are identified in advance of incidents and
agree to perform pre-defined roles in accord with the certifications they
receive. Ad hoc training for surge support is also anticipated. Volunteer roles
include transportation, communications, mass care, resources management,
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Resource Elements Components and Description

public health and medical services, search and rescue, public safety and
security, long-term community recovery and mitigation, external affairs, and
affiliated volunteers and unsolicited donations management.

Planning Assumptions

(Unless otherwise noted, all population data is from 2000 census)

People with disabilities, the very young and the very old, people with language barriers, and low
income populations are adversely affected in all incidents. All resource organizations and activities
include consideration and opportunities for participation for people with disabilities, non-English
speaking populations, and those with low income

The medical community is functioning close to peak capacity at time of incident and will need surge
capacity from trained volunteers.

Emergency services will be overwhelmed and will need surge capacity from non-governmental
resources.

With the exception of hurricanes and early signs of biological infection, there will be no warning
before incidents occur.

Steps taken before an incident occurs (such as planning, training, exercises, and equipment) have a
significant impact on reducing loss of life and property.

Professional responders and volunteers may get ill or fail to participate as expected due to fear of
getting sick, or perceived greater need to care for their own families.

Alerts/warnings and emergency public information will need to be provided in multiple languages,
multiple formats, and through multiple venues.

The 2000 census estimated 280 million people and 109 million households in the U.S. (actual
population now estimated at over 298 million.)

85% of the U.S. population is over 9 years of age and under 85 years of age.

90% of the total U.S. population lives in an area with high-risk for at least one major hazard/threat.
Assuming that 80% of this should be trained, the target population is 72% of the total population
(80% of the 90% at-risk base).

58% of the total U.S. population lives in metropolitan areas with 1 million or more residents.

Civic organizations, places of worship, youth organizations, business associations, NGOs and other
groups are willing to embrace hometown security and provide information and opportunities to get
involved to their members.

25% of U.S. population aged 3 and older attended school in spring of 2002 (nursery school through
grad school).

64% of the U.S. population aged 16 and over is in the labor force.

84% of the U.S. population self-identifies with a religious belief and 43% of this group report
attending worship services “weekly or more,” representing over 100 million people attending worship
services weekly or more (35% of the total U.S. population).

20% of the U.S. population self reports some type of long lasting condition or disability.
4.5% of the U.S. population is 75 years of age or older, over 12 million people.
12% of U.S. population reported 1999 family incomes below poverty threshold.

42% of households have at least one personal computer in the home.
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There are 800,000 sworn law enforcement officers in the U.S. or 1 officer for every 350 people.

There are 1.1 million firefighters in the U.S. (73% are volunteer) or 1 firefighter for every 255 people.

There are 860,000 personnel at all levels of pre-hospital service: basic EMT, intermediate EMT, and
paramedics or 1 for every 325 people.

There are approximately 2.76 million “emergency responders (law, fire, EMT/paramedic” in the U.S.,
less than one percent of the total U.S. population. Thus 20% surge capacity represents 560,000

trained volunteers.

Liability concerns do not preclude volunteers from participating.

Emergency Management Assistance Compact (EMAC) agreements encompass NIMS-credentialed
volunteers and NIMS-typed resources from non-governmental organizations and entities.

Resource Organization

National Leadership for

Community Preparedness and

Participation

Estimated Capacity

Level of leadership
necessary to achieve
awareness of and content
for universal/risk-based
capabilities disseminated
to entire nation

Scenario

Requirement
Values

Planning Factors from an In-Depth Analysis of a Scenario with Significant
Demand for the Capability

Quantity of
Resources Needed

As required to achieve
national target
capabilities

National Citizen Corps
Council

One council can address
all hazards and scenarios

One National Council

Citizen Corps Councils

Tribal, county, and local
Councils serve 99% of
the U.S. population;

56 State Councils;

estimated ~2500
Councils nationwide

Public Education Specialists

At a minimum, each
State needs 3 education
specialists to educate
80% of the population

20 specialists at the
national level

300 specialists at the
State level across the
nation. Number of
specialists by State is
weighted by State
population.

These numbers would
surge to address crisis
communications during
an incident

National Training
Clearinghouse

One clearinghouse serves
all States

One National
Clearinghouse

State Training Team

Each state needs 5 to 20
instructors

Approximately 850
trained instructors;
number of instructors per
State is based on State
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Resource Organization

Estimated Capacity

Scenario
Requirement
Values

Quantity of
Resources Needed

population

Online courses will also
be available (see National
Clearinghouse)

Citizen Preparedness Team

Each person in the high-
threat areas participates
on 2 teams (i.e.
neighborhood and
work/school/faith-based)

80% of 98 million
households organized
into citizen preparedness
teams

80% of labor force and
student populations
organized into teams

Support — Year Round

Year round volunteers
are not scenario-driven,
but can take care of
responder duties (i.e.
the non-emergency
portion—administrative
activities, office duties,
research, etc.)

10% of U.S. population
(28 million people)
volunteer an average of
20 hours per 12 months;
~5600 million hours per
12 months

Support — Surge Volunteers
(to be “NIMS-credentialed”)

Up to 20% surge of
current capacity

Actual surge
requirement to be
identified by other
capabilities

20% of uniformed
emergency responders
(2.8 million) represent
560,000 trained
volunteers

Target Capability Preparedness Level

Resource Type of Number Unit Measure Capability
Element Unit Element of Units (number per x) Activity
supported by
Element
National Federal 1 Nationally Federal Establish )
Leadership for Resource Collaborative
Community Organization Structure and
Preparedness and Process for
Participation Government and
Nongovernmental
Entities at All
Levels
Integrate Public
Outreach and
Nongovernmental
Resources into
Emergency
Target Capabilities List 65
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Resource
Element Unit

Type of
Element

Unit Measure
(number per x)

Capability
Activity

supported by
Element

Operations Plans
and Exercises

Provide Education
and Training for
the Public in All
Mission Areas

Provide Volunteer
Opportunities: year
round and in surge
operations

Incident Response

National Citizen
Corps Council

Federal
Resource
Organization

Nationally

Federal

All Activities

Citizen Corps
Councils

Non-NIMS
Resource
Organization

Per State

State

Integrate Public
Outreach and
Nongovernmental
Resources into
Emergency
Operations Plans
and Exercises

Provide Education
and Training for
the Public in All
Mission Areas

Provide Volunteer
Opportunities: year
round and in surge
operations

Incident Response

Citizen Corps
Councils

Non-NIMS
Resource
Organization

Per local
jurisdiction

Local

Integrate Public
Outreach and
Nongovernmental
Resources into
Emergency
Operations Plans
and Exercises

Provide Education
and Training for
the Public in All
Mission Areas

Provide Volunteer
Opportunities: year
round and in surge
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Resource
Element Unit

Type of
Element

Number
of Units

Unit Measure
(number per x)

Capability
Activity

supported by
Element

operations

Incident Response

Public Education
Specialists

Personnel

20

Nationally

Federal/State/
Local

Integrate Public
Outreach and
Nongovernmental
Resources into
Emergency
Operations Plans
and Exercises

Provide Education
and Training for
the Public in All
Mission Areas

Incident Response

Public Education
Specialists

Personnel

per State; numbers
based on State
population, up to 20

State

Integrate Public
Outreach and
Nongovernmental
Resources into
Emergency
Operations Plans
and Exercises

Provide Education
and Training for
the Public in All
Mission Areas

Incident Response

Public Education
Specialists

Personnel

1-10

per local
jurisdiction;
numbers based on
population, up to 10

Local

Integrate Public
Outreach and
Nongovernmental
Resources into
Emergency
Operations Plans
and Exercises

Provide Education
and Training for
the Public in All
Mission Areas

Incident Response

National Training
Clearinghouse

Resource
Organization

Nationally

Federal

All Activities
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Resource Type of Number Unit Measure Capability

Element Unit Element of Units (number per x) Activity
supported by
Element
State Training Personnel 5-20 Per State; numbers | State Provide Education
Team based on State and Training for
population the Public in All

Mission Areas

Provide Volunteer
Opportunities: year
round and in surge

operations
Citizen Non-NIMS 1 Per neighborhood, Local Provide Education
Preparedness Team | Resource school, workplace, and Tral.nn}g for
Organization etc. th@ P}Jbllc in All
Mission Areas
Volunteer Support: | Non-NIMS 70 million | Nationally (1 person | Local Provide quunteer
Year Round Resource volunteering an Opportunities: year
average of 12 hours round

per year ~840
million volunteer
hours per year)

Volunteer Surge Non-NIMS 560,000 Nationally Local Provide quunteer
Support: Surge Resource Opportunities:
surge

Incident Response

References

1.  Homeland Security Presidential Directive/HSPD-8: National Preparedness. December 2003.
http://www.whitehouse.gov/news/releases/2003/12/20031217-6.html.

National Response Plan. U.S. Department of Homeland Security. December 2004

National Incident Management System. U.S. Department of Homeland Security. March 2004.
http://www.dhs.gov/interweb/assetlibrary/NIMS-90-web.pdf.

4. Emergency Management Accreditation Program (EMAP) Standards. September 2003.
http://www.emaponline.org/index.cfm.

Emergency Management Assistance Compact (EMAC).
Homeland Security Exercise and Evaluation Program (HSEEP).

Citizen Corps mission, resources and materials: citizen preparedness, training and volunteer program resources:
Ready, Red Cross, FEMA public education materials; Citizen Corps Guide for Local Officials, CERT,
Volunteers in Police Service, Medical Reserve Corps, Fire Corps, Neighborhood Watch program materials; and
citizen preparedness research. http://www.citizencorps.gov
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INTELLIGENCE AND INFORMATION SHARING
AND DISSEMINATION

Capability Description

The Intelligence and Information Sharing and Dissemination capability provides necessary tools to enable
efficient prevention, protection, response, and recovery activities. Intelligence/ Information Sharing and
Dissemination is the multi-jurisdictional, multidisciplinary exchange and dissemination of information
and intelligence among the Federal, State, local, and tribal layers of government, the private sector, and
citizens. The goal of sharing and dissemination is to facilitate the distribution of relevant, actionable,
timely, and preferably declassified or unclassified information and/or intelligence that is updated
frequently to the consumers who need it. More simply, the goal is to get the right information to the right
people at the right time.

An effective intelligence/information sharing and dissemination system will provide durable, reliable, and
effective information exchanges (both horizontally and vertically) between those responsible for
gathering information and the analysts and consumers of threat-related information. It will also allow for
feedback and other necessary communications in addition to the regular flow of information and
intelligence.

Outcome

Effective and timely sharing of information and intelligence occurs across Federal, State, local, tribal,
territorial, regional, and private sector entities to achieve coordinated awareness of, prevention of,
protection against, and response to a threatened or actual domestic terrorist attack, major disaster, or other
emergency.

Relationship to National Response Plan Emergency Support Function
(ESF)/Annex

This capability supports the following Emergency Support Functions (ESFs)/Annexes:

ESF #1: Transportation

ESF #2: Communications

ESF #3: Public Works and Engineering

ESF #4: Firefighting

ESF #5: Emergency Management

ESF #6: Mass Care, Housing, and Human Services
ESF #7: Resource Support

ESF #8:  Public Health and Medical Services
ESF #9:  Urban Search and Rescue

ESF #10: Oil and Hazardous Materials Response
ESF #11: Agriculture and Natural Resources
ESF #12: Energy

ESF #13: Public Safety and Security

ESF #14: Long-Term Recovery and Mitigation
Biological Incident Annex
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Cyber Incident Annex

% Terrorism Incident Law Enforcement and Investigation Annex
-
< .
Z Preparedness Tasks and Measures/Metrics
p=
L(})J Activity: Develop and Maintain Plans, Procedures, Programs, and Systems
)]
) Critical Tasks
0 Identify all Federal, State, regional, tribal, and local stakeholders for inclusion in the information
Z ComG 1.1.1 :
< sharing framework
Q) Identify non-law enforcement governmental entities and officials for inclusion in the information
> ComG 1.1.2 .
sharing framework
4 Identify appropriate law enforcement and other enforcement governmental personnel for receipt
% ComG 1.1.3 of security clearances at an appropriate level to ensure effective dissemination of critical
) information
Z ComG 12.1 Develop information sharing network standards: survivable, interoperable, compatible, secure,
@) - accessible
E ComG 1.2.2 Develop alternate, supplemental, and back-up routing procedures
> ComG 13 Develop and maintain operationally sound policies to comply with regulatory, statutory, privacy,
x ’ and other issues that may govern the gathering of information
O : .
L ComG 14 Develop regulatory, statutory, and/or privacy policies
Z ComG 14.1 Develop a clearly defined process for preventing, reporting, and addressing the inappropriate
a) o disclosure of information and/or intelligence
Z Develop a clearly defined mechanism/process (reduced to a single pipeline wherever possible or
< ComG 1.4.2 o AP
N prudent) for sharing information/intelligence between Federal and State sources
©) Establish alternative, supplemental, and back-up mechanisms for routing information and/or
ComG 1.4.3 . . ’
E intelligence to the necessary agencies
9) Preparedness Measures Metrics
-
d Frequency with which informational distribution lists with points of contact are updated Every month
= Relevant Federal, State, regional, local, and tribal authorities have been identified as Yes/No
Z necessary participants in the information sharing process
é Relevant Federal, State, regional, local, and tribal authorities have access to the necessary | Yes/No
0O information sharing systems
U) Memoranda of understanding (MOU) or similar agreements between appropriate entities | Yes/No
)] are in place
= Federal agencies have a process in place to declassify or provide tear lines for relevant Yes/No
Z information and/or intelligence
g The number of law enforcement and other governmental personnel identified to receive Yes/No
s security clearances meets jurisdictional requirements/needs
8 Appropriate Federal, State, regional, local, and tribal law enforcement and other Yes/No
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governmental personnel receive security clearances at an appropriate level of
classification

Regulatory, statutory, and/or privacy policies are in place Yes/No
Federal, State, regional, local, and tribal law enforcement entities have a clearly defined, Yes/No
implemented, and audited process for preventing, reporting, and addressing the

inappropriate disclosure of information and/or intelligence

Clearly defined and documented mechanisms/processes (reduced to a single pipeline Yes/No
wherever possible and prudent) for sharing information/intelligence among Federal, State,

regional, local, and tribal sources are in place

Mechanisms/processes for sharing information/intelligence among Federal, State, Yes/No
regional, local, and tribal sources are technologically proficient for the entities involved

Alternative, supplemental, and back-up mechanisms for routing information and/or Yes/No
intelligence to the necessary agencies are available and routinely evaluated

Mechanisms within the information sharing network to provide feedback and/or follow-up | Yes/No
information as needed are in place

Local agencies have an established procedure/protocol for providing intelligence products | Yes/No
or relevant information to street-level law enforcement personnel

Fusion Centers/processes ensure the participation of appropriate private-sector entities Yes/No
The Department of Homeland Security (DHS) Information Sharing and Analysis Center Yes/No
(ISAC) program ensures the participation of appropriate private-sector entities

Joint Terrorism Task Forces have a process for sharing relevant information with the Yes/No
private sector in a timely manner

Access to early detection/alert programs and networks and all-source information is Yes/No

available (e.g., Public Health Information Network, BioSense, Homeland Security
Information Network, Information Sharing and Analysis Centers, etc.) as appropriate

Activity: Develop and Maintain Training and Exercise Programs

Critical Tasks

Design and conduct exercises to test Intelligence and Information Sharing and Dissemination
ComG 2.2.1 . . . . . S

tasks within a single unit and jointly with other jurisdictions and levels of government
ComG 2.1.1 Train appropriate personnel on intelligence/information sharing and disseminate processes and

o procedures

Preparedness Measures Metrics
There are adequate numbers of trained personnel at all levels (especially at dispatch or Yes/No
communications centers) to process and disseminate information
Personnel are aware of and trained to adhere to pre-defined security clearances and need- | Yes/No
to-know parameters
Appropriate personnel are trained in processing and disseminating information and Yes/No
intelligence
Personnel are trained in the process for preventing, reporting, and addressing the Yes/No

inappropriate disclosure of information and/or intelligence
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Exercises test the process for preventing, reporting, and addressing the inappropriate Yes/No
disclosure of information and/or intelligence

All appropriate law enforcement personnel have received the Criminal Intelligence Yes/No
Coordinating Council (CICC) Outreach Package

All appropriate law enforcement personnel promote the concept of intelligence-led Yes/No
policing as outlined in the CICC Outreach Package

Training and exercise programs include interaction with the private sector operators of Yes/No
critical infrastructure

Exercises test alternative, supplemental, and back-up mechanisms for routing information | Yes/No
and/or intelligence to the necessary agencies

Performance Tasks and Measures/Metrics

Activity: Incorporate All Stakeholders in Information Flow

Definition: Identify and share information with all pertinent stakeholders across all disciplines
through a clearly defined information sharing system

Critical Tasks

Share information and/or intelligence between Federal, State, local, and tribal levels by using
ComG 3.1 .

clearly defined mechanisms/processes

Adhere to predefined security clearances and need-to-know parameters when disseminating
ComG 3.1.1 . . . .

information and intelligence

Comply with regulatory, statutory, privacy-related, and other issues that may govern the sharing
ComG 3.1.2 . .

of information
ComG 3.1.3 Prevent, report, and/or address inappropriate disclosures of information and/or intelligence
Performance Measures Metrics
Compliance with regulatory, statutory, privacy-related, and other issues that govern the Yes/No

sharing of information is audited on a regular basis

Percent of inappropriate disclosures of information and/or intelligence for which records 100%
are maintained

Percent of inappropriate disclosures of information and/or intelligence that are reported 100%
and resolved according to established processes
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Activity: Vertically Flow Information

Definition: Share information vertically (up and down from the Federal level) within law
enforcement and other appropriate agencies in a timely and effective manner

Critical Tasks

Share intelligence and information systematically between Federal, State, local, and regional

ComG 4.1 e g
entities in a timely manner
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Disseminate relevant intelligence and/or information from Federal or State entities to local
ComG 4.1.1 e . .
authorities in a usable format and in a timely manner @)
ComG 4.13 Disseminate relevant information and/or intelligence products to street-level law enforcement g
o personnel =
Provide relevant intelligence and/or information from local authorities to Federal or State entities @)
ComG 4.1.2 . : .
in a usable format and in a timely manner Z
ComG 4.2.2 Declassify or provide tear lines for relevant information and/or intelligence s
)
Performance Measures Metrics )
Time in which relevant information received from the fusion center is disseminated to Within 12 hours from Z
street-level personnel receipt at the fusion -
center
Percent of law enforcement intelligence/information passed to local authorities that is 100%
deemed useful or actionable

Activity: Horizontally Flow Information

Definition: Share information across disciplines (among fire departments, EMS units,
works, the private sector, and so forth) at all levels and across jurisdictions in a timely and
efficient manner

Critical Tasks

Adhere to horizontal coordination across jurisdictions among law enforcement and other

ComG 5.1 appropriate agencies at all levels through effective and timely information sharing

ComG 5.1.1 Share intelligence and/or information across disciplines in a timely and effective manner

Structure dissemination and information sharing mechanisms so that private-sector entities
ComG 5.2 receive accurate, timely, and unclassified information that is updated frequently and is consistent
with their formal intelligence requirements

Performance Measures Metrics
A clearly defined process or procedure is used to disseminate information and products Yes/No
Intelligence and/or information is shared across disciplines in a timely manner Yes/No

Linked Capabilities

Linked Capability Relationship to Capability

All Protect Capabilities Intelligence and Information Sharing and Dissemination provides the
means for sharing data on suspected and actual threats, which prompts
additional monitoring and the implementation of specific protection
activities. Monitoring results from the Protect Capabilities is further
shared as needed through this Capability.

All Respond Capabilities Intelligence and Information Sharing and Dissemination provides the
means for sharing data needed to carry out response activities effectively.
Results of response actions are then further shared as needed through this
Capability.
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Linked Capability Relationship to Capability

Risk Management Intelligence and Information Sharing and Dissemination provides the
means for sharing threat, vulnerability, and consequence data used in risk
management.

Information Gathering and Recognition The data gathered through Information Gathering & Recognition is

of Indicators and Warnings communicated through Intelligence and Information Sharing and
Dissemination

Counter-Terror Investigation and Law Information needed by Counter-Terror Investigation and Law

Enforcement Enforcement to conduct investigations is provided through Intelligence

and Information Sharing and Dissemination

Intelligence Analysis and Production Intelligence and Information Sharing and Dissemination provides the
means for communicating data that is gathered to those that analyze it in
Intelligence Analysis and Production

Planning Information provided via Intelligence and Information Sharing and
Dissemination is used to ensure that plans adequately address terrorist
threats

CBRNE Detection Information from CBRNE Detection is transferred to the appropriate
parties through Intelligence and Information Sharing and Dissemination

Community Preparedness and Community participation in awareness is one means by which

Participation information to be shared is generated.

Communications Communications provides the necessary structure and systems for

implementing Intelligence and Information Sharing and Dissemination.
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Capability Activity Process Flow

Intelligence/Information Sharing and Dissemination

All Protect and Incorporate All

Respond Provide information Stakeholders in
Capabilities Information Flow

) Stakeholders identified
Risk Information for
Management dissemination provided

‘NOISSIN NOININOD

Information 4 A

Gathering and ) X
Recognition of Raw information for

Indicators and dissemination provided Vertically Flow Horizontally Flow
Warnings Information Information

Investigation and Provide information i%form ation appropriate levels "d
Law Enforcement government receives
information

Intelligence

Analysis and Analyzed data provided
Production

Information disseminated

to appropriate stakeholders

Provide information

CBRNE . -
Detection Provide information

Community

Preparedness and Provide information
Participation

Communications Provide system for
dissemination
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Resource Element Description

Resource Elements Components and Description

Personnel for sharing operational | Personnel involved in the operational aspects of information sharing (e.g.,
information information technology (IT) personnel, law enforcement, public health, fire,
emergency medical service (EMS), transportation, and other non-law
enforcement personnel)

Personnel for sharing Federal, State, local, tribal, private sector personnel, and other key stakeholders

information on collaborative involved in information sharing and collaboration initiatives

initiatives

Joint Terrorism Task Forces Task forces composed of persons from various government and private

(JTTFs) elements (e.g., law enforcement, public health, local businesses, key
infrastructure representatives, emergency management, and other first
responders)

Fusion center/process personnel | Supervisors and other management personnel within fusions centers involved
in the oversight and execution of defined processes and procedures

Equipment and systems for Information sharing network architecture (e.g., Regional Information Sharing
information sharing and System (RISS)/Law Enforcement Online (LEO), Joint Regional Information
collaboration Exchange System (JRIES), National Law Enforcement Telecommunication

System (NLETS), FBI Criminal Justice Information System/National Crime
Information Center (CJIS/NCIC) networks), including hardware and software
physical and network security

Information sharing software Data synthesis software (hazard prediction, assessment, and threat modeling
software); data collection/information gathering software.

Planning Assumptions

= Prevention consists of those activities that serve to detect, deter, and disrupt terrorist threats or actions
against the United States and its interests. These activities decrease the perpetrators’ chance of
success, mitigate attack impact, minimize attack visibility, increase the chance of apprehension or
detection, and obstruct perpetrators’ access to resources. Tasks in this area are important regardless
of a single type of threat, adversary capability, time or location of incident. Similarly, these
capabilities reflect many tasks routinely undertaken by law enforcement and related organizations as
they conduct traditional all-hazards, all-crimes activities.

= This capability applies to all potential terrorist incidents and is applicable to all 12 terrorism-related
National Planning Scenarios. Initial planning, however, has been focused on bombing using
improvised explosives device, chlorine tank explosion, aerosol anthrax, improvised nuclear device,
and a radiological dispersal.
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= Effective prevention depends on timely, accurate, and actionable information about the adversary,
their operations, their support, potential targets, and methods of attack. Homeland security
intelligence/information fusion is the overarching process of managing the development and flow of
information and intelligence across all levels and sectors of government and the private sector on a
continual basis. Although the primary emphasis of fusion is to identify, deter, and respond to
emerging terrorism-related threats and risks, a collateral benefit to Federal, State, local, and tribal
entities is that it will support ongoing efforts to address non-terrorism-related, all-hazards, all-crimes
issues.
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= Intelligence/information fusion is an ongoing, cyclical process that incorporates three primary
capabilities: Information Gathering and Recognition of Indicators and Warnings; Intelligence
Analysis and Production; and Intelligence and Information Sharing and Dissemination.

=  All appropriate objectives and critical tasks will be exercised regularly at all levels in order to
measure performance and demonstrate capability.

= Both the Planning Factors for a Single Incident section and the Approaches for Large-Scale Events
section have been omitted because there is no incident or large-scale event that necessarily occurs
before these capabilities come in to play.

Planning Factors for a Single Incident

Not Applicable

Approaches for Large-Scale Events

Not Applicable

Target Capability Preparedness Level

Resource
Element Unit

Type of
Element

Number
of Units

Unit Measure
(number per x)

Capability
Activity

supported by
Element

Personnel for Personnel As Needed Federal/State Incorporate All

sharing operational Local Stakeholders in

information Information Flow
Vertically Flow
Information
Horizontally Flow
Information

Personnel for Personnel As Needed Federal/State/ All Activities

sharing information Local

on collaborative

initiatives

Joint Terrorism Personnel As Needed Federal/State/ All Activities

Task Forces Local

(JTTFs)

Fusion Personnel As Needed Federal/State/ All Activities

center/process Local

personnel

Equipment and Equipment As Needed Federal/State/ All Activities

systems for Local

information sharing

and collaboration

Information Equipment As Needed Federal/State/ All Activities

Sharing Software Local

Target Capabilities List 77

‘NOISSIN NONINOD

z
_|
=
m
=
Q
-
Z
0
9,
>
Z
O
Z
=
@)
by
<
>
.
O
Z
»
T
>
.
Z
®
>
Z
O
O
0
0
o
=
z
>
-
O
Z




z
O
l_
<
=
p=
m
0
o
&
a)
Z
<
O
Z
x
<
T
0
z
O
l_
<
p=
v
O
LL
=
a)
Z
<
mn
3]
Z
m
O
—l
-l
m
I—
Z

COMMON MISSION:

References

78

1.

10.

11.

12.
13.
14.

15.
16.

17.
18.

19.
20.

21.

22.

Homeland Security Presidential Directive/HSPD-8: National Preparedness. December 2003.
http://www.whitehouse.gov/news/releases/2003/12/20031217-6.html.

National Response Plan. U.S. Department of Homeland Security. December 2004.

National Incident Management System. U.S. Department of Homeland Security. March 2004.
http://www.dhs.gov/interweb/assetlibrary/NIMS-90-web.pdf.

The Office for Domestic Preparedness Guidelines for Homeland Security: Prevention and Deterrence. U.S.
Department of Homeland Security, Office for Domestic Preparedness. June 2003.
http://www.ojp.usdoj.gov/odp/docs/ODPPrev1.pdf.

Information/Intelligence Sharing System Survey. Global Intelligence Working Group. 2001.
http://it.ojp.gov/documents/intell_sharing_system_survey.pdf.

Fusion Center Guidelines. Global Justice Information Sharing Initiative. July 2005.

The National Criminal Intelligence Sharing Plan. U.S. Department of Justice, Global Justice Information
Sharing Initiative. 2004. http://it.ojp.gov/documents/National Criminal Intelligence Sharing Plan.pdf.

Applying Security Practices to Justice Information Sharing. U.S. Department of Justice, Global Justice
Information Sharing Initiative, Security Working Group. March 2004.
http://it.ojp.gov/documents/200404_ApplyingSecurityPractices v_2.0.pdf.

Homeland Security: Information Sharing Responsibilities, Challenges, and Key Management Issues. GAO-
03-1165T. U.S. General Accounting Office. September 2003. http://www.gao.gov/new.items/d03715t.pdf.

Doctrine for Intelligence Support to Joint Operations. Joint Publication 2-0. Joint Chiefs of Staff, Director
of Intelligence. March 2000. http://www.fas.org/irp/doddir/dod/jp2_0.pdf.

The 9/11 Commission Report. National Commission on Terrorist Attacks upon the United States. July
2004. http://www.9-11commission.gov/.

The Homeland Security Advisory Council Prevention and Information Sharing Working Group. 2004.
Fusion Center Initiative. Homeland Security Advisory Council. April 2005.

State, Tribal and Local Intelligence and Information Sharing Initiative. Homeland Security Advisory
Council. December 2004.

Homeland Security Advisory Council. June 2005.

National Strategy for Homeland Security. Office of Homeland Security. July 2002.
http://www.whitehouse.gov/homeland/book/nat_strat hls.pdf.

Sector-Specific Intelligence Sharing Analysis Center information. Department of Homeland Security.

Homeland Security Information Network.
http://www.dhs.gov/dhspublic/display?theme=43&content=3747&print=true.

Information Sharing and Analysis Center program. http://www.isaccouncil.org/about/.

NFPA 1061: Standard for Professional Qualifications for Public Safety Telecommunicator. National Fire
Protection Association. 2002. http://www.nfpa.org/aboutthecodes/AboutTheCodes.asp?DocNum=1061

NFPA 1221: Standard for the Installation, Maintenance, and Use of Emergency Services Communications
Systems. National Fire Protection Association. 2002.
http://www.nfpa.org/aboutthecodes/AboutTheCodes.asp?DocNum=1221

NFPA 1561: Standard on Emergency Services Incident Management System. National Fire Protection
Association. 2005. http://www.nfpa.org/aboutthecodes/AboutTheCodes.asp?DocNum=15

Target Capabilities List



Prevent Mission Area
Target Capabilities

Target Capabilities List 79



80

This page intentionally left blank

Target Capabilities List



INFORMATION GATHERING AND
RECOGNITION OF INDICATORS AND
WARNINGS
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Capability Definition

The Information Gathering and Recognition of Indicators and Warning Capability entails the gathering,
consolidation, and retention of raw data and information from sources to include human sources,
observation, technical sources and open (unclassified) materials. Unlike intelligence collection,
information gathering is the continual gathering of only pure, unexamined data, not the targeted collection
traditionally conducted by the intelligence community or targeted investigations. Recognition of
indicators and warnings is the ability to see in this gathered data the potential trends, indications, and/or
warnings of criminal and/or terrorist activities (including planning and surveillance) against U.S. citizens,
government entities, critical infrastructure, and/or our allies.

Outcome

Locally generated threat and other criminal and/or terrorism-related information is identified, gathered,
entered into an appropriate data/retrieval system, and provided to appropriate analysis centers.

Relationship to National Response Plan Emergency Support Function
(ESF)/Annex)

This capability supports:

Terrorism Incident Law Enforcement and Investigation Annex

Preparedness Tasks and Measures/Metrics

Activity: Develop and Maintain Plans, Procedures, Programs, and Systems

Critical Tasks

Develop and maintain operationally sound policies to comply with regulatory, statutory, privacy,
Pre.Alb 1.1 . . ) :

and other issues that may govern the gathering of information

Develop and maintain procedures, systems, and/or technology to process the inflow of gathered
Pre.Alb 1.2 . . . . .

information from all sources in a timely fashion

Develop and provide States and tribal authorities with information needs clearly defined by the
Pre.Alb 1.3 . . . .

Federal community based on the threat environment in a timely manner
Pre Alb 14 Provide the Federal community with feedback on specificity and relevance of Federal

' ’ information needs products defined by the State

Communicate information needs from Federal community and States to local law enforcement,
Pre.Alb 1.5 . . . L

Tribal, private-sector, and other appropriate personnel as needed and in a timely manner

Provide feedback from information-gathering entities to the State on specificity and relevance of
Pre.Alb 1.6 . .

State information needs products
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Develop and communicate baseline indicators and warnings sets from Federal community to
Pre.Alb 1.7 . .

State and Tribal authorities

Determine within the Federal community Essential Elements of Information (EEI) that can be
Pre.Alb 1.8 . . . .

used to identify terrorist operations
Preparedness Measures Metrics
State, tribal, and local areas have a clearly defined, implemented, and audited process in Yes/No

their jurisdiction for requesting information from the Federal community, generally
through their State’s designated senior official

Key stakeholders in the Federal community have developed clear and concise information | Yes/No
needs based on the threat environment

The Federal community has delivered its information needs to each State’s designated Yes/No
senior officials using a clearly defined process

Each State’s designated senior officials can verify receipt of information needs from the Yes/No
Federal community (or demonstrate an understanding of information needs)

Frequency with which Federal community updates its information needs Every 12 months
Information needs products contain a feedback mechanism Yes/No
Processes by which State, tribal, and/or local authorities request information from the Yes/No

Federal community is in place

Process by which the State uniformly and consistently communicates information needs Yes/No
to the local level is in place

Regulatory, statutory, and/or privacy policies that govern the gathering of information are | Yes/No
in place

A clearly defined process for passing information gathered by law enforcement and other | Yes/No
agencies during routine day-to-day activities into the information-sharing network is in
place

Feedback is provided to those responsible for gathering information during routine day- Yes/No
to-day activities

The process for passing information gathered by law enforcement and other agencies has | Yes/No
been audited

Law enforcement and appropriate agencies are have audited plans, processes, and
technology in place that enable them to do the following:

* Identify items and materials used by criminal and/or terrorist organizations and report | yes/No
suspicious activities related to them

=  Gather information on critical infrastructure and other potentially high-risk locations
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and assets Yes/No
= Increase information gathering activities regarding critical infrastructure and other

potentially high-risk locations and assets, during an elevated threat level Yes/No
= Coordinate information gathering operations across jurisdictions Yes/No
= Process gathered information Yes/No
=  Provide all operational personnel with the most recent indicators and warnings to Yes/No

report

Percent of jurisdictions that have an established system for public reporting of suspicious | 100%
activity (e.g., 911, tip lines)
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Appropriate governmental entities operate or participate in public education programs to Yes/No
raise public awareness of suspicious activities and how to report them

Content and template standards for reported information are in place Yes/No

Processes, protocols, and technical capabilities to allow extraction of information from Yes/No
public, private, and law enforcement databases are in place

Activity: Develop and Maintain Training and Exercise Programs

Critical Tasks

Pre.Alb 2.1.1 Develop and initiate terrorism indicator sets and relationships training programs

Pre.Alb 2.1.2 Develop and distribute information gathering and reporting programs

Pre.Alb 2.1.6 Develop and initiate critical infrastructure surveillance technique and criteria

Pre.Alb 2.1.4 Provide training feedback to Federal trainers

Preparedness Measures Metrics

Law enforcement and public safety personnel who shall be trained in information Yes/No
gathering and recognition of indicators and warnings have been identified.

The following training has been provided to identified personnel:

= Training in recognizing criminal and/or terrorism indicators and warnings Yes/No

=  Refresher training in indicators and warnings Yes/No

=  Training in critical infrastructure (CI) surveillance Yes/No

=  Advanced training programs Yes/No
Federally developed training in recognizing and reporting indicators and warnings at Yes/No
identified businesses (via a train-the-trainer program) is conducted

Businesses in each jurisdiction that should be targeted for training in indications and Yes/No
warnings have been identified

Frequency with which government training entities review and update training materials Every 12 months
Government training entities conduct Federally developed training in recognizing Yes/No

indicators and warnings to appropriate State, tribal, and local entities

Performance Tasks and Measures/Metrics

Activity: Gather Information

Definition: Gather information that could be used to identify terrorist operations from all sources
(e.g., law enforcement, public health, public works, transportation, firefighting and emergency
medical entities) through routine activities

Critical Tasks

Gather homeland security information during routine day-to-day activities and pass to
Pre.Alb 3.1 . P

appropriate authorities
Pre.Alb 3.1.1 Identify items and materials used by criminal and/or terrorist organizations to carry out attacks
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Pre.Alb 3.1.2 Catalog information provided by all sources and retain in a database to enable timely retrieval

Conduct information gathering operations on critical infrastructure and other potentially high-

Pre.Alb 3.2 risk locations or assets

Coordinate information gathering activities with relevant local, tribal, State, and Federal entities
Pre.Alb 3.3 on an ongoing basis, in particular with the Joint Terrorism Task Force (JTTF) in terrorism-
related cases

Establish short, medium, and long term coordinated information gathering policies, procedures

Pre.Alb 3.3.1

and systems
Performance Measures Metrics
Information was organized, linked, searchable, and easily retrievable Yes/No

Information provided by all sources met predefined standards for accuracy, completeness | Yes/No
and consistency

The process for passing information gathered during routing activities was implemented Yes/No

Information was passed to appropriate authorities using a clearly defined process, utilizing | Yes/No
predefined network channels

The effectiveness of this process was assessed by appropriate agencies Yes/No

Feedback was provided to those responsible for gathering information Yes/No

Activity: ldentify Suspicious Circumstances

Definition: Recognize and identify suspicious circumstances or indicators and warnings
associated with planning, support, and operations related to potential criminal and/or terrorist-

related activities

Critical Tasks

Recognize suspicious activities involving items and materials used by criminal and/or terrorist

Pre.Alb 4.1 >
organizations

Recognize and identify suspicious circumstances or indicators and warnings that may be
Pre.Alb 4.2 associated with planning, support, and operations related to potential criminal and/or terrorist-
related activities

Pre.Alb 4.3 Utilize a predefined notification process to advise law enforcement of suspicious activity

Notify law enforcement of potential terrorist activities in/around or related to private sector

Pre.Alb 4.4 . .
businesses/operations

Performance Measures Metrics
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Law enforcement personnel followed-up with a reporting organization if more information was | Yes/No

necessary
Law enforcement personnel acted on authenticated information Yes/No
Law enforcement personnel used approved response protocols to dispatch the appropriate Yes/No

public or private sector personnel to the potential threat

Upon examination at the incident scene, law enforcement or related personnel were able to Yes/No
differentiate suspicious behaviors and activities from illegal or potentially threatening actions
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Key private-sector businesses used an established communication avenue to report suspicious | Yes/No
activities to appropriate Federal, State, local, or tribal law enforcement entities

The general public has been advised how to recognize suspicious activity (e.g., 911 tip lines, Yes/No
etc.)

The general public was familiar with and used a predefined notification process to advise law | Yes/No
enforcement of suspicious activity

‘NOISSIWN LN3IaAN3Idd

Activity: Screen Information

Definition: Receive, authenticate, and screen information for relevance, with the appropriate level
of oversight/supervision and in a timely manner

Critical Tasks

Pre.Alb 5.1 Provide guidance to create linked, compatible national database architecture
Pre.Alb 5.2 Query databases or records to check for significance of information

Maintain and update procedures and/or systems to process the inflow of gathered information
Pre.Alb 5.3 . . .

from all sources in a timely fashion
Performance Measures Metrics
Relevant personnel had access to systems or technology in order to enter gathered Yes/No
information
Database systems were linked and compatible allowing for rapid transmission and Yes/No
processing of pertinent information
Gathered information was processed using clearly defined procedures Yes/No
Information was traceable, allowing for easy communication between disseminator and Yes/No
analyst
Procedures for tracking information were audited Yes/No
All pertinent information was cataloged and databased to enable timely retrieval Yes/No
Intelligence related to high risk infrastructure or an acute threat was prioritized and Yes/No

reported as soon as it was observed

Information provided by all sources was corroborated Yes/No

Information was catalogued and files are maintained in accordance with standards in the Yes/No
Fusion Center Guidelines

Information was extracted in accordance with approved processes, protocols, and Yes/No
technical capabilities
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Linked Capabilities

Animal Disease Emergency Support

Linked Capability Relationship to Capability

Animal Disease Emergency Support monitoring activities may provide
a source of data for Information Gathering

CBRNE Detection

Data from detection devices/processes may be a source of data for
Information Gathering

Community Preparedness and
Participation

Information provided by citizens via hot lines and other collection
centers may be a source of data for Information Gathering

Food and Agricultural Safety and
Defense

Food and Agricultural monitoring activities may provide a source of
data for Information Gathering

Intelligence Analysis and Production

Information Gathering provides the data used by Intelligence Analysis
and Production

Intelligence and Information Sharing
and Dissemination

Intelligence and Information Sharing provides the means for collecting
the data from various sources

Counter-Terror Investigation and Law
Enforcement

Data gathered through Counter-Terror Investigation and Law
Enforcement may provide a source of data for Information Gathering

Laboratory Testing

Laboratory analysis may provide a source of data for Information
Gathering

Epidemiological Surveillance and
Investigation

Epidemiological surveillance may provide a source of data for
Information Gathering

Critical Infrastructure Protection

Critical Infrastructure Protection is a source of data for Information
Gathering

86
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Capability Activity Process Flow

Information Gathering and Recognition of Indicators
and Warnings Capability

Intelligence
Analysis and
Production

All Protect and
Respond
Capabilities

CBRNE Detection

Community
Preparedness and
Participation

Intelligence/
Information

Sharing and
Dissemination

Counter-Terror
Investigation and
Law Enforcement

Critical
Infrastructure
Protection

Laboratory
Testing

Animal Disease
Emergency
Support

Epidemiological
Surveillance and
Investigation

Raw data may be provided

Means for data collection
provided

Gather
Information

Screen
Information

A 4

Identify Suspicious
Circumstances

Potential indicators and warning
reported

A 4

End: Forward Information
for analysis
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Resource Element Description

Resource Elements Components and Description

Information gathering personnel Multi-agency/discipline personnel at all levels to support information
identification, gathering, and recognition (e.g., medical personnel, law
enforcement, etc.)

Information processing personnel | Personnel at all levels to process (receive, authenticate, and screen)

information
Joint Terrorism Task Force Task forces formed at the local level and composed of persons from various
(JTTF) government and private entities (e.g., law enforcement, public health, local

businesses, key infrastructure representatives, emergency management and
other first responders)

Public reporting system System for public reporting of suspicious activity (911, tip lines, etc.)

Information gathering systems and | Surveillance and detection systems/equipment, data gathering and analyzing
equipment systems (dedicated software), access to early detection/alert programs and
networks, and all-source information

Planning Assumptions

=  Prevention consists of those activities that serve to detect, deter, and disrupt terrorist threats or actions
against the United States and its interests. These activities decrease the perpetrators’ chance of
success, mitigate attack impact, minimize attack visibility, increase the chance of apprehension or
detection, and obstruct perpetrators’ access to resources. Tasks in this area are important regardless
of a single type of threat, adversary capability, time or location of incident. Similarly, these
capabilities reflect many tasks routinely undertaken by law enforcement and related organizations as
they conduct traditional all-hazards, all-crimes activities.

= This capability applies to all potential terrorist incidents and is applicable to all 12 terrorism-related
National Planning Scenarios. Initial planning, however, has been focused on bombings using
improvised explosives device, chlorine tank explosion, aerosol anthrax, improvised nuclear device,
and a radiological dispersal.

= Effective prevention depends on timely, accurate, and actionable information about the adversary,
their operations, their support, potential targets, and methods of attack. Homeland security
intelligence/information fusion is the overarching process of managing the development and flow of
information and intelligence across all levels and sectors of government and the private sector on a
continual basis. Although the primary emphasis of fusion is to identify, deter, and respond to
emerging terrorism-related threats and risks, a collateral benefit to Federal, State, local, and tribal
entities is that it will support ongoing efforts to address non-terrorism-related, all-hazards, all-crimes
issues.
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= Intelligence/information fusion is an ongoing, cyclical process that incorporates three primary
capabilities: Information Gathering and Recognition of Indicators and Warnings; Intelligence
Analysis and Production; and Intelligence and Information Sharing and Dissemination.

=  All appropriate objectives and critical tasks will be exercised regularly at all levels in order to
measure performance and demonstrate capability.

=  Both the Planning Factors for a Single Incident section and the Approaches for Large-Scale Events
section have been omitted because there is no incident or large-scale event that necessarily occurs
before these capabilities come in to play.
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Planning Factors for a Single Incident

Not Applicable

Approaches for Large-Scale Events

Not Applicable

Target Capability Preparedness Level

Resource
Element Unit

Type of

Element

Number
of Units

Unit Measure
(number per x)

Capability
Activity
supported by

Element

Information Personnel As Needed Federal/State/ Gather Information
gathering personnel Local/Private | Screen Information
Sector . ..
Identify Suspicious
Circumstances
Information Personnel As Needed Federal/State/ Gather Information
processing Local Screen Information
personnel Identify Suspicious
Circumstances
Joint Terrorism Federal As Needed Federal Gather Information
Task Force (JTTF) Resource Screen Information
Organization Identify Suspicious
Circumstances
Public reporting Equipment As Needed Federal/State/ Gather Information
system Local Screen Information
Identify Suspicious
Circumstances
Information Equipment As Needed Federal/State/ Gather Information
Gathering Systems Local/Private | Screen Information
and Equipment Sector

Identify Suspicious
Circumstances
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INTELLIGENCE ANALYSIS AND PRODUCTION

Capability Definition

Intelligence Analysis and Production is the merging of data and information for the purpose of analyzing,
linking, and disseminating timely and actionable intelligence with an emphasis on the larger public safety
and homeland security threat picture. This process focuses on the consolidation of analytical products
among the intelligence analysis units at the Federal, State, local, and tribal levels for tactical, operational,
and strategic use. This capability also includes the examination of raw data to identify threat pictures,
recognize potentially harmful patterns, or connect suspicious links to discern potential indications or
warnings.

Outcome

Timely, accurate, and actionable intelligence/information products are produced in support of prevention,
awareness, deterrence, response, and continuity planning operations.
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Relationship to National Response Plan Emergency Support Function
(ESF)/Annex

This capability supports:

Terrorism Incident Law Enforcement and Investigation Incident Annex

Preparedness Tasks and Measures/Metrics

Activity: Develop and Maintain Plans, Procedures, Programs, and Systems
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Critical Tasks >
—
Provide terminology/lexicon glossary from Federal Government to all relevant fusion <
Pre.Alc 1.1.1 .2 . . . n
center/process entities to eliminate agency-to-agency terminology confusion U)
Use tear-line formats to ensure that State, local and/or tribal officials with varying levels of
Pre.Alc 1.1.2 . : >
clearance have access to useful information >
Pre.Alc 1.1.3 Develop a broad, national, uniform template for analytic products g
Provide guidance for planners to develop their own current intelligence products, indications and Py
PreAlc 1.2 .
warnings at all levels 8
PreAlc 1.2.1 Develop guidance for establishing threat at the management level C
@)
PreAlc 1.3 Develop means to share regional and State indications and warnings =
O
PreAlc 1.3.1 Develop memoranda of understanding for information sharing with other fusion centers Z
PreAlc 1.3.2 Develop guidelines for tailoring information according to audience
PreAlc 1.4 Develop plans and procedures for establishing and staffing fusion center
PreAlc 1.4.1 Develop job descriptions and training requirements for personnel
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Preparedness Measures Metrics

A State fusion center strategy is in place that:

= Conforms to Fusion Center Guidelines Yes/No
= Provides for a coordinated interface to the Federal Government Yes/No
Fusion center/process participants ensure that analysts understand the tailoring for the Yes/No

different audiences to which they provide information/intelligence

Memorandums of understanding define processes and responsibilities for information Yes/No
sharing and ensure de-confliction with other fusion centers/processes

Appropriate State and local entities provide personnel to the fusion center/process as Yes/No
required

Analysts are granted appropriate clearances by the Department of Homeland Security (DHS) | Yes/No

Job descriptions reflect the region’s applicable risks, threats, and critical infrastructure Yes/No

Federal standards to pre-qualify the fusion center/process in physical and clearance Yes/No
requirements to receive, store, and control secret/secure information are in place

State and local entities adhere to Federal standards for the fusion center/process in physical Yes/No
and clearance requirements to receive, store, and control secret/secure information

All State, local, and tribal law enforcement information/intelligence databases comply with Yes/No
national standards and are completely compatible for data transmission between pertinent
agencies

A clearly defined process to establish threat at the management level, consistent with Yes/No
established intelligence community standards, is in place

A clearly defined process for developing an unclassified briefing is in place Yes/No

Frequency with which a standardized classified-to-unclassified information review process Every 12 months
(including ratio) is conducted

Unclassified briefings, reports, and alerts are used whenever possible to provide credible Yes/No
information that allows public safety, private-sector, and non-law enforcement agencies to
develop intelligence- and information-driven prevention plans without compromising
sources or collection methods
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Analysts are able to understand and identify links between terrorism-related intelligence and | Yes/No
information related to traditional criminal activity so they can identify activities that are
indicative of an imminent or potential threat

All personnel demonstrate necessary knowledge of the operating systems and intelligence Yes/No
processes required to perform intelligence functions

Participating agencies have been provided a glossary of terms, updated every 12 months, to Yes/No
the center/process

PREVENT MISSION:

Activity: Develop and Maintain Training and Exercise Programs

Critical Tasks

Train permanent and assigned analytical staff on the intelligence cycle and developing analytic

Pre.Alc 2.1.1 products
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Pre.Alc 2.1.2 Develop national standard for training fusion center/process staff

Preparedness Measures Metric

Each analyst has met a minimum standard for hours of training Yes/No

Training has met International Association Law Enforcement Analytic Standards from Yes/No

Global Intelligence Working Group and International Association of Law Enforcement

Intelligence Analysts (GIWG/IALEIA) based standards (basic, intermediate, advanced) T

Percent of personnel trained in the intelligence cycle 100% %

Basic and advanced intelligence analysis training is provided for intelligence operations Yes/No <

personnel (e.g., commanders/supervisors, officers, analysts) g

Percent of fusion center/process staff who receive annual awareness training on relevant 100% —

privacy and security rules, and regulations (28 CFR and any other relevant State statutes and 2

regulations =
gu ) 0

Analysts at relevant agencies and centers/processes are trained to identify precursors and Yes/No (£

links between crime and terrorism @)

Analytic staff are properly trained and/or experienced in relevant analytical methods and Yes/No Z

practices

Percent of analysts at relevant agencies and centers/processes who are trained in the use of 100%

analytic methods and tools

Participants have established procedures per the International Association of Law Yes/No
Enforcement Analytic Standards (GIWG/IALEIA) to benchmark analysts’ capabilities

Percent of personnel who demonstrate necessary knowledge of the operating systems and 100%
intelligence processes required to perform intelligence functions

Analytic staff are knowledgeable in the region’s applicable risks, threats, and critical Yes/No
infrastructure

Permanent and assigned analytical staff are trained to meet their responsibilities Yes/No

Performance Tasks and Measures/Metrics

Activity: Establish Fusion Center

Definition: Establish and operate a multidisciplinary, all-source information/intelligence fusion
center/process that undertakes an “all-hazards” and “all-crimes” approach
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Critical Tasks

Establish and maintain a fusion center/process using the national guidelines and standards; co-
Pre.Alc 3.1 . L . . .

locate with an existing entity if practicable/desirable
Pre.Alc 3.2 Sustain technical and procedural connectivity with critical intelligence and information streams
Pre.Alc 3.2.1 Access intelligence and information repositories at all levels of classification as necessary
Pre.Alc 3.2.2 Ensure appropriate technological redundancy
PreAlc 3.5 Incorporate the fusion center/process principles of the Criminal Intelligence Model Policy

’ ’ (International Association of Chiefs of Police [IACP])

Establish and maintain communications, including electronic connectivity with other region
Pre.Alc 3.3 .

fusion center/processes
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Pre. Alc 3.4 Rplay/pass .terrorist—related information to the FBI Joint Terrorism Task Force (JTTF) and FBI
Field Intelligence Group (FIG)

Pre.Alc 3.6 Adhere to privacy and security rules in operating fusion center/process

Performance Measures Metrics

Key leaders have established and maintained a fusion center/process using the national Yes/No

guidelines and standards per the Global Justice Information Sharing Initiative—Fusion
Center Guidelines and Homeland Security Advisory Council (HSAC) recommendations,

(Fusion Center Resource CD)

Percent of fusion center staff who have the requisite training and expertise to handle the 100%
receipt, analysis, and dissemination of intelligence

The fusion center is appropriately staffed during all operational hours Yes/No
Information is effectively shared and received using the fusion center technology Yes/No

The center makes use of the relevant networks, classified and unclassified (e.g., Regional | Yes/No
Information Sharing Systems/Law Enforcement Online (RISS/LEO), Homeland Security
Information Network (HSIN), and various public health networks)

Access to and from the fusion center/process by those responsible for gathering Yes/No
information is done in accordance with established procedures

Efficient connectivity exists with the Joint Terrorism Task Force (JTTF) and Field Yes/No
Intelligence Guide (FIG))

Staffing of analysts is conducted in accordance with national standards outlined in the Yes/No
Law Enforcement Analytic Standards produced by the Global Intelligence Working
Group and International Association of Law Enforcement Intelligence Analysts
(GIWG/IALEIA)

The fusion center/process is assigned personnel with diverse subject matter expertise from | Yes/No
key departments, organizations, agencies or offices on a permanent, or liaison basis
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The fusion center/process received, stored, and controlled secret/secure information Yes/No
The center/process uses an accessible repository for analytic methods/tools/techniques Yes/No
A clearly defined process or procedure is used to disseminate information and products Yes/No

Activity: Access Information

Definition: Obtain access to and receive collected information associated with the respective
territory of the fusion center

Critical Tasks

Receive, extract, or collect information from all available sources, including all relevant
Pre.Alc 4.1 databases and systems available to the State fusion center, on a continuous basis and with
appropriate technological redundancy

PREVENT MISSION:

Ensure that unclassified briefings, reports and alerts are used whenever possible to provide
credible information that allows public safety, private sector and non-law enforcement agencies
to develop intelligence- and information-driven prevention plans without compromising source
or collection methods

Pre.Alc 4.2
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Performance Measures Metrics

Secret/secure information is received, stored, and controlled in accordance with Federal Yes/No
standards established to prequalify the fusion center/process in physical and clearance
requirements

Percent of State, tribal, and local law enforcement databases that are Global Justice XML 100%
Data Model (JDXM)-compliant

Unclassified briefings are established using the established process Yes/No B
The standardized classified to unclassified information review process (including ratio) is Yes/No g
used m
Feedback procedures are followed Yes/No 5
<
Activity: Analyze Information/Intelligence %
Definition: Integrate and analyze relevant information/intelligence 6
.- . Z
Critical Tasks =
Prioritize intelligence based on relevance of the information and the finished intelligence
Pre.Alc 5.1 .
products to potential threat elements
Blend, reconcile, and de-conflict data, information, and intelligence received from multiple
Pre.Alc 5.2.1
sources
Pre.Alc 5.2.2 Identify patterns and trends that may indicate emerging, immediate or long-term threat condition
Identify links between terrorism related intelligence and information related to traditional
Pre.Alc 5.2.3 o .. . . P A o .
criminal activity so as to identify activities indicative of an imminent or potential threat
Utilize any and all relevant and useful analytic methodologies, tools, and technology to provide a
Pre.Alc 5.2.4 .
more comprehensive and useful product
Performance Measures Metrics
Audit standards are used to review work products Yes/No

Analysts’ capabilities are assessed using procedures per the International Association of Yes/No
Law Enforcement Analytic Standards (GIWG/IALEIA)

Percent of participants who have and use a national template for analytic products 100%
provided by Federal authorities

The volume of transactions using information networks are recorded Yes/No

Actions taken in light of transactions using information networks are tracked Yes/No
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PREVENT MISSION:

Activity: Develop Analytic Products

Definition: Develop analytic products that are consumer-tailored, clear, and objective and support
the development of performance-driven, risk-based prevention, protection, and response

programs at all levels

Critical Tasks

PreAlc 6.1 Provide briefings, reports and/or alerts tailored to recipients with detailed, specific information
’ ' on actions or activities that may be indicative of an emerging threat

Pre.Alc 6.2 Analyze information needs on a continuous basis for short- and long-term intelligence
’ ’ requirements

PreAlc 63 Archive information and intelligence in a searchable repository to support future efforts by all
’ ’ fusion analysts

Pre.Alc 6.4 Vet and review products prior to distribution

Performance Measures Metrics

Consumer satisfaction with the analytic product is monitored using an established Yes/No

producer-to-consumer feedback cycle

Analysts tailor requirements for the different audiences to which they provide Yes/No

information/intelligence

The fusion center/process consults the National Criminal Intelligence Sharing Plan and Yes/No

other relevant Federal guidelines for guidance on use of tear-line reports

Percent of products vetted prior to distribution using center/process 100%

procedures/mechanisms

Intelligence files are maintained using the standards in the Fusion Center Guidelines Yes/No

The center/process has an information and intelligence archive Yes/No

The process used follows the national analytic template in the International Association of | Yes/No

Law Enforcement Analytic Standards (GIWG/IALEIA)
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Linked Capabilities

Linked Capability Relationship to Capability

Information Gathering and The data collected from Information Gathering and Recognition is further
Recognition of Indicators and analyzed and processed by Intelligence Analysis and Production
Warnings
T
Counter-Terror Investigation and Law | Counter-Terror Investigation and Law Enforcement is one source of data Py
Enforcement analyzed by the Intelligence Analysis and Production capability. The m
products of the Intelligence Analysis and Production capability may further |'<|'|
inform Counter-Terror Investigation and Law Enforcement investigations. >
CBRNE Detection CBRNE Detection is one source of data analyzed by Intelligence Analysis —
and Production <
Community Preparedness and Citizen reports of suspicious activities is one source of data analyzed by 2
Participation Intelligence Analysis and Production (2
Epidemiological Surveillance and Epidemiological Surveillance and Investigation contributes data for analysis %
Investigation and is provided reports, as appropriate o
Intelligence and Information Sharing | The results of the analyses in Intelligence Analysis and Production are
and Dissemination disseminated using Intelligence and Information Sharing
Planning Products that result from Intelligence Analysis and Production are used to

ensure that plans adequately address terrorist threats

Risk Management Products from Intelligence Analysis and Production provide the threat,
vulnerability, and consequence data used in risk management
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Capability Activity Process Flow

Intelligence Analysis and Production Capability

Information Establish Fusion
Gathering and Center
Recognition of
Indicators and

Warnings

Fusion Center operational

Counter-Terror
Investigation and
Law Enforcement

Provide source of data\
for analysis

CBRNE Analyze
Detection Information

Community Information compiled
Preparedness and
Participation

Epidemiological
Surveillance and
Investigation
Analyze
Information/
Intelligence
Intelligence/ Intelligence analyzed
Information
Sharing and
Dissemination
Provide information
Develop Analytic
Products
Risk

Management

Intelligence processed
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End: Intelligence ready for
dissemination

PREVENT MISSION:
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Resource Element Description

Resource Elements Components and Description

Fusion Center/process

A multidisciplinary, all-source information/intelligence fusion center/process
that undertakes an “all hazards” and “all crises” approach

Multi-discipline Analysts

Analyst personnel for multiple disciplines (e.g., public health, HazMat, etc.) to
support intelligence analysis

Intelligence personnel

Personnel involved in intelligence analysis at various levels within the
organization (e.g. analysts, supervisors, officers, etc.)

Administrative and support
personnel

Personnel who perform administrative and support functions (e.g., information
technology/communications, fusion center staff, security, etc.)

Public Health Analysts Federal, regional, State, local, tribal, and other appropriate agency public health
personnel involved in intelligence analysis
Cleared personnel Personnel possessing valid and current security clearances

Joint Terrorism Task Forces
(JTTFs)

Task forces formed at the local level and composed of persons from various
government and private elements (e.g., law enforcement, public health, local
businesses, key infrastructure representatives, emergency management and
other first responders)

Hardware, software, and
internet-based systems

Hardware, software, and internet-based systems that allow for information
exchange and dissemination

Terminals with access to
information sharing networks
and early detection/alert
programs and networks

Information sharing network architecture (e.g., Regional Information Sharing
System (RISS)/Law Enforcement Online (LEO), Joint Regional Exchange
System (JRIES), National Law Enforcement Telecommunication System
(NLETS), FBI Criminal Justice Information Services/National Crime
Information Center (CJIS/NCIC) networks).

Access to early detection/alert programs and networks and all-source
information (i.e., Public Health Information Network, Biosense, Homeland
Security Information Network, Information Sharing and Analysis Centers,
etc.). Relevant systems include: RSS/LEO, HSIN, etc.

Intelligence analysis and
maintenance tools

Software and equipment to include surveillance systems/equipment, recording
systems/equipment analyzing software/systems, data synthesis software, data
storage

Data synthesis software

Hazard prediction, assessment, and threat modeling software

Planning Assumptions

= Prevention consists of those activities that serve to detect, deter, and disrupt terrorist threats or actions
against the United States and its interests. These activities decrease the perpetrators’ chance of
success, mitigate attack impact, minimize attack visibility, increase the chance of apprehension or
detection, and obstruct perpetrators’ access to resources. Tasks in this area are important regardless
of a single type of threat, adversary capability, time or location of incident. Similarly, these
capabilities reflect many tasks routinely undertaken by law enforcement and related organizations as
they conduct traditional all-hazards, all-crimes activities.

= This capability applies to all potential terrorist incidents and is applicable to all 12 terrorism-related
National Planning Scenarios. The analysis of national targets focused on bombing using improvised
explosives device, chlorine tank explosion, aerosol anthrax, improvised nuclear device, and a

radiological dispersal.
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= Effective prevention depends on timely, accurate, and actionable information about the adversary,
their operations, their support, potential targets, and methods of attack. Homeland security
intelligence/information fusion is the overarching process of managing the development and flow of
information and intelligence across all levels and sectors of government and the private sector on a
continual basis. Although the primary emphasis of fusion is to identify, deter, and respond to
emerging terrorism-related threats and risks, a collateral benefit to Federal, State, local, and tribal
entities is that it will support ongoing efforts to address non-terrorism-related, all-hazards, all-crimes
issues.

=  The Planning Factors for A Single Incident section and the Approaches for Large-Scale Events
section do not apply because there is no incident or large-scale event that necessarily occurs before
these capabilities come in to play.

= Intelligence/information fusion is an ongoing, cyclical process that incorporates three primary
capabilities: Information Gathering and Recognition of Indicators and Warnings; Intelligence
Analysis and Production; and Intelligence and Information Sharing and Dissemination.

=  All appropriate objectives and critical tasks will be exercised regularly at all levels in order to
measure performance and demonstrate capability.

Planning Factors for a Single Incident
Not Applicable
Approaches for Large-Scale Events

Not Applicable

Target Capability Preparedness Level
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Resource Type of Number Unit Measure Capability
Element Unit Element of Units (number per x) Activity
supported by
Element
Fusion Personnel 1 Per jurisdiction/ Federal, State, | Establish Fusion
.. Centers/process region Local Center
% (Int'rastate' Analyze
— region, City) Information
% Analyze
= Information/
= Intelligence
E Develop Analytic
m Products
E Multi-discipline Personnel As Needed | Provided from Federal/State/ All Activities
o Analysts appropriate agencies | Local
o on a permanent or
liaison basis
Intelligence Personnel As Needed | Provided from law | Federal/State/ | All Activities
personnel enforcement Local
agencies on a
permanent or liaison
basis
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Resource
Element Unit

Type of
Element

Number
of Units

Unit Measure
(number per x)

Capability

Activity

supported by
Element

Administrative and | Personnel As Needed | Provided from Federal/State/ All Activities
support personnel appropriate agencies | Local
on a permanent or
liaison basis
Public Health Personnel As Needed | Provided from Federal/State/ All Activities
Analysts public health Local
agencies on a
permanent or liaison
basis
Cleared personnel | Personnel As Needed Federal/State/ All Activities
Local
Joint Terrorism Personnel As Needed Federal/State/ All Activities
Task Forces Local
(JTTFs)
Hardware, Systems As Needed Federal/State/ All Activities
software, and Local
internet-based
systems that allow
for information
exchange and
dissemination
Terminals with Equipment As Needed | Per fusion center Federal/State/ | All Activities
access to site Local
information sharing
networks and early
detection/alert
programs and
networks
Intelligence Systems As Needed | Per fusion center Federal/State/ All Activities
analysis and site Local
maintenance tools
Data synthesis Equipment As Needed Federal/State/ All Activities
software Local
References

1. Homeland Security Presidential Directive/HSPD-8: National Preparedness. December 2003.

http://www.whitehouse.gov/news/releases/2003/12/20031217-6.html.
National Response Plan. U.S. Department of Homeland Security. December 2004.

National Incident Management System. U.S. Department of Homeland Security. March 2004.
http://www.dhs.gov/interweb/assetlibrary/NIMS-90-web.pdf.

Target Capabilities List

101

‘NOISSIWN LNIATHd

Z
_|
m
i
r
®
o
Z
0
o
>
Z
>
=
<
%
)
>
Z
v
5
Py
O
o)
C
@]
-
O
P




Z
0
|_
O
2
@)
0
x
o
@)
Z
<
@
0p)
>_
-
<
Z
<
L
O
Z
L
)
-
-
L
|_
Z

PREVENT MISSION:

10.
11.

12.

13.

14.

15.
16.
17.

18.
19.

20.

21.

The Office for Domestic Preparedness Guidelines for Homeland Security: Prevention and Deterrence. U.S.
Department of Homeland Security, Office for Domestic Preparedness. June 2003.
http://www.ojp.usdoj.gov/odp/docs/ODPPrev1.pdf.

Information/Intelligence Sharing System Survey. Global Intelligence Working Group. 2001.
http://it.ojp.gov/documents/intell_sharing_system_survey.pdf.

Fusion Center Guidelines. Global Justice Information Sharing Initiative. July 2005.

The National Criminal Intelligence Sharing Plan. U.S. Department of Justice, Global Justice Information
Sharing Initiative. 2004. http:/it.ojp.gov/documents/National Criminal Intelligence Sharing Plan.pdf.

Law Enforcement Analytic Standards. Global Justice Information Sharing Initiative and International
Association of Law Enforcement Intelligence Analysts, Inc. November 2004.

Applying Security Practices to Justice Information Sharing, Version 2. U.S. Department of Justice, Global
Justice Information Sharing Initiative, Security Working Group. March 2004.
http://it.ojp.gov/documents/200404_ApplyingSecurityPractices_v_2.0.pdf.

Central Intelligence Agency (CIA) Fact Book on Intelligence.

Homeland Security: Information Sharing Responsibilities, Challenges, and Key Management Issues. GAO-03-
1165T. U.S. General Accounting Office. September 2003. http://www.gao.gov/new.items/d03715t.pdf.

Doctrine for Intelligence Support to Joint Operations. Joint Publication 2-0. Joint Chiefs of Staff, Director of
Intelligence. March 2000. http://www.fas.org/irp/doddir/dod/jp2_0.pdf.

The 9/11 Commission Report. National Commission on Terrorist Attacks upon the United States. July 2004.
http://www.9-11commission.gov/

Report on the U.S. Intelligence Community’s Prewar Intelligence Assessments on Iraq. Select Committee on
Intelligence, U.S. Senate, 108th Congress. July 2004. http://intelligence.senate.gov/iraqreport2.pdf.

The Homeland Security Advisory Council Prevention and Information Sharing Working Group. 2004.
Fusion Center Initiative. Homeland Security Advisory Council. April 2005.

State, Tribal and Local Intelligence and Information Sharing Initiative. Homeland Security Advisory Council.
December 2004.

Private Sector Information Sharing Initiative. Homeland Security Advisory Council. June 2005.

National Strategy for Homeland Security. Office of Homeland Security. July 2002.
http://www.whitehouse.gov/homeland/book/nat_strat hls.pdf.

Presidential Directive—39: U.S. Policy on Counterterrorism. June 21, 1995.
http://www.ojp.usdoj.gov/odp/docs/pdd39.htm.

Presidential Directive—62/63: Protection Against Unconventional Threats to the Homeland and Americans
Overseas. Critical Infrastructure Protection, National Plan for Information Systems Protection. May 22, 1998.
http://www.fas.org/irp/offdocs/pdd-63.htm

102 Target Capabilities List



COUNTER-TERROR INVESTIGATION AND LAW
ENFORCEMENT

Capability Description

Counter-Terror Investigation and Law Enforcement is the capability that includes the broad range of
activities undertaken by law enforcement and related entities to detect, examine, probe, investigate, and
conduct operations related to potential terrorist activities. Current and emerging investigative techniques
are used with an emphasis on training, legal frameworks, recognition of indications and warnings, source
development, interdiction, and related issues specific to antiterrorism activities.

Outcome

Suspects involved in criminal activities related to homeland security are successfully deterred, detected,
disrupted, investigated, and apprehended. All counterterrorism-related cases are aggressively prosecuted.

Relationship to National Response Plan Emergency Support Function
(ESF)/Annex

This capability supports:

Terrorism Incident Law Enforcement and Investigation Annex
ESF #8: Public Health and Medical Services
ESF #9: Urban Search and Rescue

Preparedness Tasks and Measures/Metrics

Activity: Develop and Maintain Plans, Procedures, Programs, and Systems

Critical Tasks

Establish an infrastructure by which States and local governments can exchange terrorism and

PreCla 1.1 . .
crime information
Develop, implement, and maintain an interagency or multi-jurisdictional training plan that
Pre.Cla 13 ensures commonality in terrorism investigation subject matter being presented to law
' ‘ enforcement (State, local, tribal) and non-law enforcement (e.g., Department of Motor Vehicles,
public health and safety) personnel
Pre.Cla 1.6 Develop, implement, and maintain a plan for using Federal specialized units or personnel in

conjunction with an active investigation of a critical event

Develop a government-wide program to ensure that the armed services (e.g., maritime forces)
Pre.Cla 1.5 and appropriate law enforcement agencies have the capability to operate together in a mutually
supportive and complementary role

Develop procedures for conducting appropriate background investigations on personnel applying

Pre.Cla 1. L . .
re.Cla 1.7 for sensitive positions in government, law enforcement, and the private sector
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Preparedness Measures Metrics

All Federal, State, local, and tribal law enforcement entities have established connections | Yes/No
with appropriate Joint Terrorism Task Force (JTTF) field offices to establish routine and
appropriate communications for all personnel

Larger jurisdictions or entities have identified a designated liaison with the JTTF Yes/No

Smaller jurisdictions have a procedure in place to communicate with the JTTF, as needed | Yes/No

All Federal and tribal entities have established appropriate relationships (e.g., designated | Yes/No
liaison, part-time liaison) with all JTTF offices

State and local law enforcement know how to contact the JTTF for any potential terrorism | Yes/No
threat or activity

Processes and procedures for law enforcement at all levels to identify and respond to Yes/No
suspicious activities and persons through the appropriate channels are in place

Processes and procedures for law enforcement at all levels to identify individuals planning | Yes/No
and coordinating terrorist-related activities are in place

Processes and procedures for law enforcement at all levels to apprehend and interdict Yes/No
terrorist suspects are in place

Processes and procedures for law enforcement at all levels to gather, catalogue, and Yes/No
preserve evidence for prosecutorial purposes and attribution are in place

Federal entities have established standard procedures and processes for conducting Yes/No
terrorism-related investigations

Law enforcement at all levels use memoranda of understanding (MOU) to facilitate the Yes/No
conduct of an ongoing investigation

Investigative policies, procedures, and processes are reviewed on a periodic basis Yes/No
The U.S. Department of Homeland Security (DHS) and Department of Justice/Federal Yes/No
Bureau of Investigation (DOJ/FBI) provide a comprehensive list of Federal, State, local,

and tribal resources available to all law enforcement entities and provide updates as

appropriate

An investigative liaison or mechanism to communicate targeted information Yes/No

needs/requirements to information collectors is in place

Notification processes and procedures to share information to/from Federal, State, local, Yes/No
and tribal officials regarding an on-going investigation are in place

A mechanism for tracking leads from Federal, State, local, and tribal officials has been Yes/No
developed and is maintained so that all entities can view where the information is being
taken for action

State, local, and tribal plans have been revised to include all required changes from the Yes/No
National Incident Management System (NIMS) and National Response Plan (NRP)

Investigative personnel are familiar with the Terrorist Incident Annex to the NRP Yes/No

Plans and protocols for sharing incident-specific information from Federal partners with Yes/No
State, local, and tribal authorities, Emergency Operations Centers (EOCs), and other
pertinent entities are in place
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A mechanism for conveying among entities the prevention efforts taken by Federal, State, | Yes/No
local, and tribal officials is in place
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State, local, and tribal law enforcement either possess or have access to special operations | Yes/No
teams (e.g., SWAT teams)

Standard policies and procedures for deploying special operations teams are in place Yes/No

Sufficient specialized units or personnel exist within the State, local, and/or tribal Yes/No
jurisdictions to ensure coverage of at least two simultaneous contingencies

State, local, and/or tribal jurisdictions develop and maintain formal MOUs, policies, or Yes/No
procedures for accessing specialized units or personnel in an emergency

Formal MOUs s, policies, or procedures that clearly define the duties and responsibilities of | Yes/No
Federal specialized units/personnel are in place

Appropriate agencies conduct background investigations on individuals applying for Yes/No
sensitive positions in government, law enforcement, and the private sector

A mechanism for State, local, and tribal law enforcement entities to request/authorize that | Yes/No
specific Federal specialized units or personnel be assigned to conduct joint operations is
in place

DHS/DOJ/DOD develop and maintain a U.S. Government (USG) plan to attain and Yes/No
maintain USG counterterrorism capabilities in a maritime environment

DHS/DOJ/DOD identify and implement common doctrine and equipment for the Yes/No
maritime environment

Designated personnel have an identified source for and access to basic personal protection | Yes/No
equipment (e.g., Chem/Bio protective mask, protective over-garments)

Appropriate processes, procedures, and plans for notifying proper authorities in the event | Yes/No
of chemical, biological, radiological, nuclear, and explosive (CBRNE) hazards/threats are
in place

Procedures/protocols are in place for relaying CBRNE-related lab analysis (e.g., type, Yes/No
quantity, lethality) to FBI laboratory entities are in place

Information flow plans/process for onsite personnel and detection capabilities are Yes/No
developed for rapidly relaying investigative information

Activity: Develop and Maintain Training and Exercise Programs
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Critical Tasks

Train appropriate investigative personnel in the proper use of personal protective equipment
Pre.Cla 2.1.1

(PPE)
Pre.Cla 2.1.2 Provide training in general safety procedures for a variety of potentially hazardous environments
Pre.Cla 2.1.3 Develop and implement interagency terrorism-investigation training plan that ensures

’ o commonality in terrorism investigation

Design and conduct exercises to test Counter-Terror Investigation and Law Enforcement tasks
Pre.Cla 2.2.2 . . . . . o

within a single unit and jointly with other jurisdictions and levels of government
Preparedness Measures Metric
Federal entities identify and/or develop training and education courses that they will make | Yes/No
available for all State, local, and tribal entities in the areas of interviewing techniques and
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cultural awareness training

Appropriate law enforcement personnel are trained in the FBI 12-step process of evidence | Yes/No
collection/preservation

State, local, and tribal personnel are trained and educated regarding the Federal assets that | Yes/No
are available to them

State, local, and tribal personnel are trained in appropriate Federal responsibilities in Yes/No
prevention and investigation matters

Training is tailored to address regional trends/issues by State, local, and tribal officials Yes/No
Training is repeated/updated at least on a periodic basis Yes/No
Appropriate personnel are trained in cultural awareness as it relates to terrorism Yes/No
Appropriate personnel were trained to recognize criminal activity (e.g., money Yes/No

laundering) that could be exploited by terrorists and/or related to terrorism investigations

Appropriate personnel are trained in source recruitment and development Yes/No

All law enforcement personnel are educated and trained to recognize terrorist techniques Yes/No
and procedures, including suspicious criminal and non-criminal activity and indicators

Designated personnel are trained to recognize indicators of a hazardous or contaminated Yes/No
environment

Designated personnel are trained in the proper use of personal protective equipment (PPE) | Yes/No

All relevant personnel receive safety awareness training from appropriate agencies or Yes/No
units (e.g., HazMat, bomb squad, military EOD unit)

Appropriate personnel are trained and educated on the NIMS Yes/No
Communication mechanisms are routinely tested via discussion-based and operations- Yes/No

based exercises, tabletop exercises (TTX), and functional exercises (FX) to ensure they
are operating effectively

DHS/DOJ/DOD develop and test interoperability capabilities through joint training and Yes/No
exercises

Training plans are developed independently or in cooperation with other jurisdictions, per | Yes/No
Federally defined guidelines

All jurisdictional training plans designate a centralized training facility and/or lead agency | Yes/No
responsible for joint training programs

All jurisdictional training plans establish a mechanism for notifying/updating participating | Yes/No
agencies of training opportunities and scheduling

Federally sponsored training programs utilize train-the-trainer methods as appropriate to Yes/No
enable the broadest possible reach to all levels of government

Federally developed awareness training programs relating to legal responsibilities and Yes/No
limitations, preservation of potential or suspected crime scenes, and control/custody of
evidence (videotapes, documents, etc.) are offered to non-law enforcement (public safety,
code enforcement, public health, and private sector security)

Agencies adhere to established policies regarding training intervals and requirements Yes/No

All State, local, and tribal jurisdictions provide DHS with a list of their cultural awareness | Yes/No
training needs, in order of priority
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Performance Tasks and Measures/Metrics

Activity: Conduct Investigations

Definition: Carry out effective investigations of criminal/suspicious activities potentially related to
terrorism

Critical Tasks

Pre.Cla 3.5 Recognize terrorism indications and warnings that arise during the course of investigations

Pre.Cla 3.6 Conduct targeted outreach with private businesses related to an investigation

Pre.Cla 3.7 Engage in effective source development activities, including maintaining source confidentiality

Pre.Cla 3.9 Implement proper procedures and processes when conducting terrorism-related investigations

Pre.Cla 3.9.1 Follow standard crime-scene procedures

Pre.Cla 3.5.2 Maintgin gbility to address CBRNE hazards that may be encountered during the course of an
mvestigation

Pre.Cla 3.9.2 Gather, catalogue, and preserve evidence for prosecutorial purposes and attribution

Coordinate with officials from critical infrastructure, key resources, and the private-sector to

Pre.Cla 3.2.12 facilitate an investigation

Recognize indicators and warnings of potential terrorist-related activity during criminal

Pre.Cla 3.5.1 . .
investigations

Performance Measures Metrics

Intelligence related to high-risk infrastructure or an acute threat is prioritized and reported | Yes/No
as soon as it is observed during the course of an investigation

Percent of aw enforcement investigators who are able to recognize and address onsite 100%
CBRNE hazards encountered during the course of an investigation

FBI Hazardous Materials Response Unit (HMRU) collects evidence, processes Yes/No
material/evidence, and identifies the source or precursors of CBRNE

Law enforcement notifies industry/facilities of the process to identify and report Yes/No
suspicious material, activity, or personnel related to the ongoing investigation

Law enforcement personnel coordinate with critical resource infrastructure, key resource, | Yes/No
and private-sector officials to facilitate an investigation

Law enforcement personnel follow-up with a reporting organization if more information Yes/No
is necessary

Law enforcement investigators receive timely threat and intelligence information Yes/No

Law enforcement contacts the local Joint Terrorism Task Force (JTTF) when a connection | Yes/No
to terrorism is discovered during a criminal investigation

Law enforcement uses investigative information to identify potential vulnerabilities/target | Yes/No
lists

Law enforcement notifies Federal, State, local, and tribal governments how to identify Yes/No
and report suspicious material, activity, or personnel related to the ongoing investigation
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All appropriate entities ensure that sources and methods remain confidential throughout Yes/No
the investigative process
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Activity: Share Information Related to Investigations

Definition: Receive, develop, and share information to aid in an investigation

Activity: Deploy Specially Trained Personnel

Definition: Deploy and use specialized units/duly authorized and specially trained personnel for
search, seizure, and/or intervention/interdiction operations

[
Z
10
P .
w Critical Tasks
4 Identify and maintain liaisons with appropriate lead Federal terrorism investigation entities. (i.e.,
Pre.Cla 4.1
@) JTTF)
LZL Pre.Cla 4.2 Conduct targeted outreach with private businesses, industries, and facilities to assist an
mm ' ‘ investigation
; Pre.Cla 4.2.1 Conduct targeted outreach with Federal, State, local, and tribal governments to assist an
’ o i tigation
< inves
— Establish, use, and maintain clear lines of reporting for information related to ongoin
Pre.Cla 4.3 porting gomeg
a) ‘ ’ investigations
<ZE Pre.Cla 4.1.1 Contact JTTF in a timely fashion when any nexus to terrorism is discovered
Z Pre.Cla 43.1 Share investigation-related information across jurisdictions and among law enforcement and
@) ’ " other agencies as appropriate
— Pre.Cla 432 Deliver investigation-related information through pre-established channels appropriate for the
g ’ - originating source
I: Pre.Cla 4.3.3 Follow-up with reporting entity if more information is necessary
& Pre.Cla 4.4 Provide investigators with timely threat and intelligence information
> Pre.Cla 4.5 Follow legal protocols on handling and disseminating information related to an ongoing
Z ' ’ investigation
x .
Performance Measures Metrics
O
8:: Information provided by all sources is delivered through pre-established channels Yes/No
appropriate for the originating source
L pprop g g
'T Information provided by all sources meets predefined standards for accuracy, Yes/No
5 completeness, and consistency
— All appropriate entities follow legal protocols on handling and disseminating information | Yes/No
% related to an ongoing investigation
O
O
>
©)
0
()
S Critical Tasks

[

Z Pre.Cla 5.1 Maintain access to special operations teams (e.g., SWAT teams)

g Pre.Cla 5.1.2 Maintain access to personnel with specialized skills (e.g., foreign language fluency)

% Pre.Cla 5.1.1 Dispatch special operations teams according to standard policies and procedures

a8 Pre.Cla 5.2 Conduct tactical deployment
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Pre.Cla 5.3 Conduct surveillance of suspects
Pre.Cla 5.4 Secure incident scene
Pre.Cla 5.5 Assess incident and develop action plan
Pre.Cla 5.6 Conduct hostage negotiations
Pre.Cla 5.7 Determine and don appropriate PPE
Conduct tactical entry to disarm, detain, or otherwise render harmless the suspects in accordance
Pre.Cla 5.8 . .
with the use of force policy/rules of engagement
Pre.Cla 5.9 Execute search and seizure procedures
Pre.Cla 5.9.1 Apprehend suspects
Pre.Cla 5.11 Conduct mission debrief
Translate documents and discourse and conduct interviews in languages other than English when
Pre.Cla 59.2.1 .
appropriate
Immediately share intelligence information from an operation and archive all data in appropriate
Pre.Cla 5.10 . . . . Y
formats to allow for quick retrieval for subsequent analysis and investigation
Performance Measures Metrics
Percent of personnel who demonstrate basic knowledge of minimum safe distances and 100%
how to establish adequate perimeter, containment and decontamination procedures
State, local, and tribal law enforcement deploy special operations teams Yes/No
Law enforcement agencies access personnel with advanced foreign language capabilities | Yes/No

Linked Capabilities

Linked Capability Relationship to Capability

All Protect Capabilities

Counter-Terror Investigation and Law Enforcement and the Protect
Capabilities provide each other with investigative support dependent on the
nature of the investigation

All Prevent Capabilities

Counter-Terror Investigation and Law Enforcement and the remaining
Prevent Capabilities provide each other with investigative support
dependent on the nature of the investigation

On-Site Incident Management

Counter-Terror Investigation and Law Enforcement and On-Site Incident
Management provide each other with situation reports

Information Gathering and
Recognition of Indicators and
Warnings

Counter-Terror Investigation and Law Enforcement provides raw data to
Information Gathering and Recognition

Emergency Operations Center
Management

Counter-Terror Investigation and Law Enforcement requests resources from
Emergency Operations Center Management. Emergency Operations Center
Management provides Counter-Terror Investigation and Law Enforcement
with resources.

Intelligence Analysis and
Production

Counter-Terror Investigation and Law Enforcement provides information
for analysis
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Linked Capability Relationship to Capability

Emergency Public Safety and
Security Response

Emergency Public Safety and Security Response provides Counter-Terror
Investigation and Law Enforcement s with crowd and traffic control

Explosive Device Response
Operations

Explosive Device Response Operations provides Counter-Terror
Investigation and Law Enforcement with investigation leads and evidence

Animal Disease Emergency Support

Animal Disease Emergency Support provides Counter-Terror Investigation
and Law Enforcement with investigation leads and evidence

Fire Incident Response Support

Fire Incident Response Support provides Counter-Terror Investigation and
Law Enforcement with investigation leads and evidence

WMD and Hazardous Materials
Response and Decontamination

WMD and Hazardous Materials Response and Decontamination provides
Counter-Terror Investigation and Law Enforcement with investigation leads
and evidence

Search and Rescue (Land-Based)

Search and Rescue (Land-Based) provides Counter-Terror Investigation
and Law Enforcement with investigation leads and evidence

Environmental Health

Environmental Health provides Counter-Terror Investigation and Law
Enforcement with investigation leads and evidence

CBRNE Detection

CBNRE Detection provides raw data for Counter-Terror Investigation and
Law Enforcement
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Capability Activity Process Flow

Counter-Terror Investigation and Law Enforcement
Capability

All Protect Provide investigation

Capabilities support Conduct

Investigations

All Prevent Provide investigation
Capabilities support

Investigation requires

information sharing
On-Site Incident ) 3
Management Provide sitreps

Information
Gathering and
Recognition of Provide raw data
Indicators and
Warnings
Request resources Share Information

Emergency Related to
Operations Center -
Management Resources provided Investigations

Intelligence - . -
Analysis and Provide data/information for

Production analysis

Emergency Public
Safety and
ecurity Response

Perimeter/traffic control
provided

Explosive Device
Response
Operations

Deploy Specially

Animal Disease Trained Personnel

Emergency
Support

Fire Incident
Response Support

'WMD/Hazardous
Materials
Response and
Decontamination

Investigation
leads identified and
evidence provided

End: Investigation
Complete

Search and
Rescue (Land-
Based)

Environmental
Health

CBRNE
Detection
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Resource Element Description

Resource Elements Components and Description

Investigative personnel Law enforcement personnel involved in the conduct of investigations of
criminal/suspicious activities

JTTFs Task forces formed at the local level and composed of persons from various
government and private elements (e.g., law enforcement, public health, local
businesses, key infrastructure representatives, emergency management and
other first responders)

Liaisons to JTTFs A government person, designated by larger jurisdictions, to liaise with the
community’s JTTF

Evidence collection personnel Law enforcement personnel trained in the FBI 12-step process of evidence
and equipment collection/preservation.

Forensic analysis personnel and | Personnel and equipment at all levels of government involved in the analysis of
equipment evidence collected from a crime scene or elsewhere

“Train the trainer” programs Programs to train on Federal assets and roles and responsibilities, terrorism
indications and warning in criminal investigations, and recognition of
hazardous materials/threats

Planning Assumptions

= Prevention consists of those activities that serve to detect, deter, and disrupt terrorist threats or actions
against the United States and its interests. These activities decrease the perpetrators’ chance of
success, mitigate attack impact, minimize attack visibility, increase the chance of apprehension or
detection, and obstruct perpetrators’ access to resources. Tasks in this area are important regardless
of a single type of threat, adversary capability, time, or location of incident. Similarly, these
capabilities reflect many tasks routinely undertaken by law enforcement and related organizations as
they conduct traditional all-hazards, all-crimes activities.

= This capability applies to all potential terrorist incidents and is applicable to all 12 terrorism-related
National Planning Scenarios. Initial planning, however, has been focused on bombing using
improvised explosives device, chlorine tank explosion, aerosol anthrax, improvised nuclear device,
and a radiological dispersal.

= Effective prevention depends on timely, accurate, and actionable information about the adversary,
their operations, their support, potential targets, and methods of attack. Homeland security
intelligence/information fusion is the overarching process of managing the development and flow of
information and intelligence across all levels and sectors of government and the private sector on a
continual basis. Although the primary emphasis of fusion is to identify, deter, and respond to
emerging terrorism-related threats and risks, a collateral benefit to Federal, State, local, and tribal
entities is that it will support ongoing efforts to address non-terrorism-related, all-hazards, all-crimes
issues.

=  Both the Planning Factors for a Single Incident section and the Approaches for Large-Scale Events
section have been omitted because there is no incident or large-scale event that necessarily occurs
before these capabilities come in to play.
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Planning Factor Assumptions

= Intelligence/information fusion is an ongoing, cyclical process that incorporates three primary
capabilities: Information Gathering and Recognition of Indicators and Warnings; Intelligence
Analysis and Production; and Intelligence and Information Sharing and Dissemination.

=  All appropriate objectives and critical tasks will be exercised regularly at all levels in order to

measure performance and demonstrate capability.

Planning Factors for a Single Incident

Not Applicable

Approaches for Large-Scale Events

Not Applicable

Target Capability Preparedness Level

Resource Type of Number of Unit Capability Activity
Element Unit Element Units Measure supported by
(number Element
per x)
Investigative Personnel As Needed (to be Federal/State/ | Conduct
personnel determined by Local investigation
Agency) Share Information
Related to
Investigations
JTTFs Personnel As Needed (to be Federal (DOJ/ | Conduct
determined by FBI) investigation
Agency) Share Information
Related to
Investigations
Deploy Specially
Trained Personnel
Liaisons to JTTFs | Personnel As Needed (to be Federal/State/ | Conduct
determined by Local investigation
Agency) Share Information
Related to
Investigations
Deploy Specially
Trained Personnel
Evidence Personnel As Needed (to be Federal/State/ | Conduct
collection determined by Local Investigation
personnel Agency)
Forensic analysis Personnel As Needed (to be Federal/State/ | Conduct
personnel determined by Local investigation
Agency)
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Resource Type of Number of Unit Capability Activity
Element Unit Element Units Measure supported by

(number Element
per x)

“Train the trainer” | Training As Needed Federal Conduct
programs investigation

Share Information
Related to
Investigations
Deploy Specially
Trained Personnel
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CBRNE DETECTION

Capability Definition

The preventative Chemical, Biological, Radiological, Nuclear, and Explosives (CBRNE) Detection
capability provides the ability to detect CBRNE materials at points of manufacture, transportation, and
use. It is important to note that the activities and tasks described in this capability will be carried out
individually for each specific agent, rather than for all agents at the same time. Therefore, when
considering critical tasks and preparedness measures, each task and measure should be applied separately
to each CBRNE agent. For example, in considering whether technical support (or “reachback”) is
available, rad/nuc “reachback” is considerably different from chemical, biological, or explosive
“reachback”. Preparedness in one or more of the CBRNE areas does not equate to preparedness across
the entire CBRNE detection spectrum.

This capability includes the detection of CBRNE material through area monitoring, but does not include
detection by their effects (i.e., signs or symptoms) on humans and animals. Such population level
monitoring is addressed, respectively, in the Epidemiological Surveillance and Investigation and Animal
Disease Emergency Support capabilities. The CBRNE Detection capability includes the identification and
communication of CBRNE threats, but does not include actions taken to prevent an incident or respond to
the consequences of a CBRNE incident, which are also addressed in other capabilities.

The CBRNE Detection capability includes technology, as well as the capacity to recognize potential
CBRNE threats through equipment, education, and effective protocols. Training, communication, close
coordination with key partners, including intelligence, law enforcement, public safety, public health, and
international partners, and public and private sector awareness of CBRNE threats are all recognized as
critical enablers for this capability. However, only CBRNE detection-specific tasks within these cross-
cutting elements have been identified in the discussion of this capability.

Definitions are as follows:

e Manufacture: The illegal production of CBRNE material within the borders of the U.S. and its
territories.

e Transport: The movement of CBRNE material outside, across, and within the borders of the U.S. and
its territories.

e Use: The deployment, emplacement, or employment of CBRNE material within the U.S. and its
territories.

Outcome

Chemical, biological, radiological, nuclear, and/or explosive (CBRNE) materials are rapidly detected and
characterized at borders and ports of entry, critical locations, events, and incidents

Relationship to National Response Plan Emergency Support Function
(ESF)/Annex

This capability supports the following Emergency Support Functions (ESFs) and Annex:

ESF #8: Public Health and Medical Services
ESF #13: Public Safety and Security
Terrorism Incident Law Enforcement and Investigation Annex
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Preparedness Tasks and Measures/Metrics

Activity: Develop and Maintain Plans, Procedures, Programs, and Systems

Critical Tasks

Pre.Ala 1.1 Develop and maintain plans and processes for CBRNE detection and communication operations

Develop regional CBRNE coordination plans or activities involving all Federal, State, local,
Pre.Ala 1.1.1 . .

tribal, and private stakeholders
PreAlal12 Develop policies and protocols for determining appropriate locations for detection operations

’ o (“interdiction points™) for each CBRNE agent

Develop processes to identify, acquire, and integrate appropriate detection technology in
Pre.Ala1.1.3 . .

operational environments for each CBRNE agent
Pre.Ala1.1.4 Develop protocols for resolving CBRNE alarms

Develop procedures on how to receive threat information from law enforcement/ intelligence
Pre.Al.al.l1.5 . .

agencies regarding CBRNE agents
Pre.Allal.l6 Develop procedures on how to notify appropriate officials of CBRNE detection results

Develop standards for detection technologies for each CBRNE agent, including sensitivity and
Pre.Ala 1.2 L

selectivity standards

Develop and implement global standards for cargo screening ) for each CBRNE agent in
Pre.Ala 1.2.1 N . . .

coordination with Transportation Screening

Develop and implement equipment acquisition and certification standards for each CBRNE
Pre.Ala 1.2.2

agent
Pre.Ala 123 Develop technology standards for existing detection technologies used by the government and

private sector for each CBRNE agent

Pre.Ala1.2.3.1

Develop technology standards for emerging detection technologies for each CBRNE agent

Validate analytical methods to detect chemical, biological, radiological, nuclear, and explosive

Pre.Ala1.2.4 .
material
Pre.Ala 13 Establish policies and agreements to enhance and maintain adequate resources and technologies
' ' for detection operations for each CBRNE agent
Establish coordination and/or mutual aid agreements with external CBRNE detection and alarm
Pre.Ala 1.3.1 . i
resolution capabilities
Pre.Ala 132 Establish protocols to ensure that technical support (either on-site or “reach back”) is available
' e during detection operations for each CBRNE agent
Pre.Ala1.3.3 Identify financial and technological gaps in detection resources for each CBRNE agent
Acquire and allocate resources to address identified financial gaps in detection for each CBRNE
Pre.Ala 1.3.4
agent
Establish a research and development program to address shortfalls in technologies for detecting
Pre.Ala 1.3.5 . . . . . . .
chemical, biological, radiological, nuclear and explosive material
Pre.Ala 1.4 Establish policies and agreements to facilitate the sharing and dissemination of information on
' ' CBNRE detection across stakeholders
Pre.Ala 141 Develop processes for obtaining data regarding evolving CBRNE threats in coordination with
’ o the Information Sharing and Dissemination Capability
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Develop procedures to facilitate the exchange of CBRNE detection-related information and data

Pre.Ala14.2 among Federal, State, local and tribal agencies
Establish policies and procedures for detection of each CBRNE agent and the communication of
Pre.Ala 143 . .
CBRNE detection results and warnings
Pre.Ala1.4.4 Establish and maintain an interoperable information network for detection of each CBRNE agent
Develop and implement a program to conduct detection of each CBRNE agent at critical
Pre.Ala 1.5 infrastructure/key resources (CI/KR) in coordination with the Critical Infrastructure Protection

Capability

Pre.Ala1.5.1 Conduct a CBRNE threat assessment to CI/KR

Pre.Ala 1.5.2 Conduct detection requirements analysis for each CBRNE agent for CI/KR

Pre.Ala1.5.3 Identify locations to place detection devices at CI/KR for each CBRNE agent

Prioritize and allocate CBRNE detection resources to CI/KR in coordination with Critical

Pre.Alals4 Infrastructure Protection capability

Pre.Ala1.5.5 Deploy fixed and mobile detection resources to CI/KR for each CBRNE agent

Preparedness Measures Metrics

Technological shortfalls in detection for each CBRNE agent have been identified Yes/No

A research and development program to address the detection technological shortfalls for | Yes/No
each CBRNE agent is in place

A program for the timely development of standards for emerging technology is in place Yes/No

A process to identify, acquire, and integrate appropriate technology in operational Yes/No
environments is in place

Technical support for each CBRNE agent is available (on-site or through “reach back”) Yes/No

A standard list of threats of concern for each CBRNE agent is in place Yes/No

Appropriate levels of detection sensitivity for each CBRNE agent have been selected for Yes/No
the identified threats of concern
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Detection sensitivity thresholds for each CBRNE agent comply with appropriate Yes/No
international, national, State, and local standards

A regional detection plan for each CBRNE agent has been developed and coordinated Yes/No
Protocols have been developed and incorporated in plans to communicate CBRNE Yes/No

detection activities, locations, anomalies and their resolution to appropriate personnel
(e.g., intelligence, law enforcement, hazardous materials (HazMat), and public health

personnel)
Protocols for notifying officials include agency specific call-down lists Yes/No
Frequency with which CBRNE detection plans are updated to reflect current critical Every 12 months

infrastructure/key resources (CI/KR) assessments

Appropriate procedures exist for CBRNE detection at critical infrastructure/key resources | Yes/No
(CI/KR) for specific threat conditions

Integrated detection architectures for each of the CBRNE agents exist for all levels of Yes/No
government (Federal, State, local, tribal)

Gaps in detection capability for each of the CBRNE agents are identified Yes/No
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A process to acquire and allocate resources and fill CBRNE detection gaps is in place Yes/No

Activity: Develop and Maintain Training and Exercise Programs

Critical Tasks

Develop and maintain training programs to support CBRNE detection and communication

Pre.Ala 2.1 .
operations

Pre.Ala2.1.1 Identify personnel for CBNRE detection training

Develop and implement training to enable personnel (e.g., first responders, law enforcement,

Pre.Ala2.1.2 intelligence, and medical community) to recognize the presence of CBRNE material

Pre.Ala2.1.3 Establish key personnel training standards for CBRNE detection

Provide CBRNE support equipment and threat device handling training to operations and

Pre.Ala2.1.4 . ..
investigation personnel

Pre.Ala2.1.5 Develop and implement public education campaigns/ trainings for CBRNE awareness

Pre.Ala2.1.5.1 | Publish and distribute CBRNE detection awareness material

Pre.Ala2.2 Test and exercise CBRNE detection and communication protocols regularly

Conduct after action reports (AARs) and update CBRNE detection and communication

Pre.Ala22.1 protocols, as necessary, based on lessons learned during exercises

Preparedness Measures Metric

First responders and CI/KR personnel have received awareness level training for each of | Yes/No
the CBRNE agents

Appropriate personnel have been identified for CBRNE detection training (e.g., law
enforcement, transit police and security, fire department, hazardous materials (HazMat), Yes/No
public health, private sector security, and critical infrastructure personnel)

Frequency with which detection protocols for each of the CBRNE agents are exercised Every 12 months
and evaluated

Training for detection operators, laboratory staff, and critical infrastructure personnel has | Yes/No
been conducted
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A program to test and evaluate new CBRNE technology in the appropriate operational Yes/No
environment is in place

Detection training materials have been developed and validated for each CBRNE agent Yes/No

Percent of required personnel trained to meet jurisdictional CBRNE detection 100%
requirements

Public education campaigns exist for CBRNE detection Yes/No

The CBRNE detection exercise program is in compliance with Homeland Security Yes/No
Exercise and Evaluation Program (HSEEP) guidance

Frequency with which CBRNE detection notification plan is exercised Every 3 months
A process for analyzing exercise results and incorporating lessons learned is in place Yes/ No
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Performance Tasks and Measures/Metrics

Activity: Detect CBRNE

Definition: Operate primary and secondary CBRNE detection technologies at points of illegal
manufacture, transportation, or use within and across the borders of the U.S. and its Territories

Critical Tasks

Pre.Ala 3.1 Conduct CBRNE detection operations in communities for illegal manufacture and/or use

Pre.Ala3.1.1 Investigate a venue for the possible placement of a CBRNE device

Pre.Ala3.1.2 Detect the use of CBRNE material in a community and/or venue

Pre.Ala3.1.3 Conduct continuous and ad hoc CBRNE material detection in a community and/or venue

Pre.Ala3.1.4 Detect illegal manufacturing of CBRNE material at potential manufacturing sites

Pre.Ala3.2 Conduct CBRNE detection operations at key transportation points

Detect CBRNE material on people or items entering/boarding events, aircraft, mass transit, or

Pre.Ala3.2.1 other high impact targets

Pre.Ala3.2.2 Inspect and monitor cargo at key interdiction points for potential CBRNE material

Pre.Ala3.2.3 Identify potential CBRNE material at key interdiction points requiring further inspection

Detect the ground, air, and sea transport and/or deployment of CBRNE material into and within

Pre.Ala3.24 the U.S. and its Territories

Pre.Ala3.2.5 Screen people to detect CBRNE material at all ports of entry

Screen material (e.g., baggage, mail, etc.) to detect CBRNE material at all ports of entry (e.g.,

Pre.Ala3.2.5.1 sea and airports, border crossing points, etc.)

Pre.Ala3.2.6 Provide point and stand-off detection resources

Pre.Ala3.3 Conduct CBRNE detection operations at CI/KR locations

Pre.Ala3.3.1 Screen people to detect CBRNE material at all CI/KR locations

Pre.Ala3.3.2 Screen material (e.g., baggage, mail, etc.) to detect CBRNE material at all CI/KR

Pre.Ala3.4 Use intelligence information to focus CBRNE material searches and surveillance activities
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Pre.Ala3.4.1 Use intelligence information to target suspect containers or shipments

Pre.Ala3.4.2 Detect the theft or diversion of CBRNE materials

Coordinate with Animal Health and Epidemiological Surveillance to focus CBRNE detection on

Pre.Ala3.4.3 public health and medical information (e.g., syndromic surveillance and medical diagnostic tests)

Pre.Ala3.5 Implement protocols for resolving CBRNE alarms and the detection of suspect material

Pre.Ala3.5.1 Document and maintain results from detection alarms and responses

Performance Measures Metrics

[llicit chemical, biological, radiological, or explosive material are detected at borders, Yes/No
inspection points, or during routine law enforcement investigations

Surveillance systems provide early detection of a chemical, biological, or radiological Yes/No
release that would facilitate limiting the spread and effect of that release
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Checked baggage and cargo entering/boarding events, aircraft, mass transit, or other Yes/No
potential targets are screened for CBRNE materials

Passengers and event attendees entering/boarding events, aircraft, mass transit, or other Yes/No
potential targets are screened for CBRNE materials

CBRNE detection efforts are informed by intelligence, public safety, and public health Yes/No
information

Venues are inspected for potential CBRNE threats prior to major events Yes/No
Ad hoc CBRNE surveillance capabilities are deployed in response to potential threats Yes/No
Accurate records are kept of all suspect issues or alarms and their resolution Yes/No

Activity: ldentify and/or Characterize CBRNE material

Definition: Describe or portray the qualities of detected CBRNE material

Z

O

= Critical Tasks

0

- Pre.Ala 4.1 Conduct additional screenings to confirm the presence of CBRNE materials

L

) Pre.Ala4.1.1 Provide samples to relevant entities (e.g., public health or animal health laboratories, law
W ) o enforcement, forensic laboratories, etc.) for additional assessments, as necessary

é Pre.Ala4.1.2 Conduct appropriate tests and assessments to characterize and identify detected CBRNE material
m Pre.Ala4.2 Determine whether detected CBRNE material is a threat

9_ Pre.Ala43 Gather CBRNE material detection information that can be used in attribution efforts to
Z ' ' appropriate personnel, including law enforcement and intelligence community personnel
O

= Performance Measures Metrics

)]

g Suspicious material is analyzed (either on-site or via laboratory support) Yes/No

- Percent of CBRNE alarms, or suspect material discoveries, at interdiction points that are 100%

> resolved

g Percent of CBRNE materials that are correctly identified as either a threat or not a threat 100%

H:J Percent of detected CBRNE materials that are properly identified 100%

o

Activity: Communicate CBRNE Detection Incidents

Definition: Provide CBRNE detection and warning information to appropriate entities and
authorities

Critical Tasks

Coordinate CBRNE material threat and discovery information with intelligence, public safety,
Pre.Ala 5.1 . . .
public health and other appropriate agencies
Pre.Ala 5. Notify appropriate personnel (e.g., intelligence community, law enforcement personnel, first
' ‘ responders, and the general public) of CBRNE detection data and results
Pre.Ala 5.3 Communicate data and observations using appropriate formats and standards
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Performance Measures Metrics
Disseminated information in event of CBRNE detection follows established protocol Yes/No
CBRNE detection notification is completed in accordance with relevant plans and Yes/No
protocols

Linked Capabilities

Linked Capability Relationship to Capability

Critical Infrastructure Protection

CBRNE Detection provides Critical Infrastructure Protection with
detection and characterization information.

Environmental Health

CBRNE Detection provides material characterization to Environmental
Health. Environmental Health data may signal the need for CBRNE
detection.

Explosive Device Response
Operations

CBRNE Detection provides material characterization to Explosive Device
Response Operations.

Intelligence and Information Sharing
and Dissemination

Intelligence/ Information Sharing and Dissemination provides CBRNE
Detection with all relevant intelligence.

Counter-Terror Investigation and Law
Enforcement

Detection of CBRNE materials may trigger the need for a law enforcement
investigation, and may affect how law enforcement operations are
conducted

Laboratory Testing

Laboratory Testing results may indicate potential CBRNE threats. CBRNE
Detection may receive assistance in characterizing the detected material
from Laboratory Testing.

Emergency Public Safety and Security
Response

CBRNE Detection may require Emergency Public Safety and Security
Response for perimeter and crowd control.

WMD and Hazardous Materials
Response and Decontamination

CBRNE Detection informs WMD and Hazardous Materials Response and
Decontamination of CBRNE materials.
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Intelligence/

Information
Sharing and
Dissemination

Critical
Infrastructure
Protection

Animal Disease
Emergency
Support

Environmental
Health

Epidemiological
Surveillance and
Investigation

Food and

Agriculture Safety
and Defense

Laboratory Testing

Explosive Device
Response
Operations

WMD/Hazardous
Materials
Response and
Decontamination

Counter-Terror
Investigation and
Law Enforcement

mergency Public
Safety and Security
Response

Relevant intelligence provided

Provide detection information

Provide CBRNE detection
and characterization
information

CBRNE detection requested

Provide detection
information

Perimeter/crowd
control provided

Capability Activity Process Flow

CBRNE Detection Capability

Detect CBRNE

Material detected

Identify and/or
Characterize
CBRNE Material

CBRNE characterized

Communicate
CBRNE Detection
Incidents

End: Stakeholders informed of

detected material
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Resource Element Description

Resource Elements Components and Description

CBRNE Detection operator/
personnel

Specially trained and equipped personnel with the ability to recognize

potential Chemical, Biological, Radiological, Nuclear, or Explosive threats
through equipment, education, and effective protocols. Personnel must be
trained and capable of operating primary and secondary detection systems.

Explosive Detection Dog (EDD)
Teams

A canine and handler, working as a team to perform explosive detection
searches of building and office areas, vehicles, packages, materials and
persons

Laboratory staff and equipment
for agent identification

Personnel specially trained and equipped to analyze suspicious materials in
support of characterization and confirmation. This may involve laboratory
networks (e.g., Laboratory Response Network (LRN), FERN, Animal and
Plant Health Inspection Service (APHIS), and National Animal Health
Laboratory Network (NAHLN))

Border control and other targeted
‘defense layers’ personnel

Personnel involved in screening materials (e.g., baggage, mail, etc.) to detect
CBRNE material at all ports of entry (e.g., sea and airports, border crossing
points, etc.)

Appropriate critical infrastructure
personnel

Critical infrastructure personnel who are trained in CBRNE screening and
detection of CBRNE materials

Automated Information System

Resources that provide the infrastructure for the dissemination of information
amongst the various command/control and support nodes

CBRNE detection Research and
Design

Programs for the development of technologies to improve CBRNE detection

CBRNE monitoring and
detection equipment

Appropriate fixed or mobile equipment for detection of CBRNE threats
based on risk assessments for priority communities or venues.

CBRNE equipment support
systems

Systems to ensure that equipment remains operational and accurate. Systems
to provide expert analytical assessments of detector data

Planning Assumptions

= Although applicable to several of the 15 National Planning Scenarios, capability planning factors
were developed from an in-depth analysis of the scenarios featuring an improvised explosives device,
a chlorine tank explosion, aerosol anthrax, an improvised nuclear device, and a radiological dispersal.
Other scenarios were reviewed to identify required adjustments or additions to the planning factors

and national targets.

= CBRNE detection activities apply to the U.S. and its territories.

= The CBRNE Detection capability addresses biological agents outside of the body (human and
animal), and does not include medical or plant samples (i.e., blood and medical tests). Medical and
syndromic surveillance detection of biological agents is addressed in Epidemiological Surveillance
and Investigation, as well as Food and Agriculture Safety. Close integration of these capabilities
must occur with the CBRNE Detection capability.

=  Both the Planning Factors from an In-Depth Analysis of a Scenario with Significant Demand for the
Capability section and the Approaches to Large-Scale Events section have been omitted because there
is no incident or large-scale event that necessarily occurs before these capabilities come in to play.
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= Intelligence/information fusion is an ongoing, cyclical process that incorporates three primary
capabilities: Information Gathering and Recognition of Indicators and Warnings; Intelligence
Analysis and Production; and Intelligence and Information Sharing and Dissemination. The CBRNE
Detection capability relates closely to all three stages of this process.

= All appropriate objectives and critical tasks will be exercised regularly at all levels in order to
measure performance and demonstrate capability.

= Planning factors are not based on major events, but on an assessment of the risks and vulnerabilities
that pertain to the locality conducting that assessment. CBRNE detection is needed continuously and
not just during discrete events.

Resource Estimated Capacity Scenario Quantity of

Element Requirement Resources
Values Needed

CBRNE Nationwide, organized regionally Nationwide,
detection/operating organized regionally
personnel
Automated One integrated system will provide the Nationwide, nested
Information System infrastructure for dissemination of information regionally

amongst the various command/control and

support nodes.
Automated One integrated system will provide the Nationwide, nested
Information System infrastructure for dissemination of information regionally

amongst the various command/control and

support nodes.
CBRNE equipment Nationwide,
support systems organized regionally

Approaches for Large-Scale Events

= The main strategy is to use detection technologies and screening processes to interdict the CBRNE
materials before they are used. The alternative is to rely on existing detection technology; law
enforcement investigations and alternate technologies will determine the presence of threat devices.

=  Develop the national capability through design and deployment of the Global Nuclear Detection
Architecture and other similar programs.
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=  Encourage states and local jurisdiction to develop and implement detection capabilities through use of
DHS grants and guidance.

= Develop equipment, training and communications standards to facilitate and validate the deployment
and use of detection technologies.

Target Capability Preparedness Level

Resource Type of Number of Unit Measure Capability
Element Unit Element Units (number per x) Activity
supported by
Element
CBRNE detection | Personnel Varies by Varies by Region | Federal/State/ All Activities
operator/ personnel Region Local

124 Target Capabilities List




Resource Type of Number of Unit Measure Capability

Element Unit Element Units (number per x) Activity
supported by
Element
Explosive Personnel and Varies by Varies by Region | Federal Detect
Detection Dog Canine Region Identify and/or
(EDD) Teams Characterize
Laboratory staff Personnel and | Varies by Varies by Region | Federal/State Identify and/or
and equipment for | Equipment Region Local Characterize
agent identification
Border control and | Personnel Varies by Varies by Region | Federal/State Detect
other targeted Region
‘defense layers’
personnel
T
Appropriate critical | Personnel Varies by Varies by Region | Private Sector Detect P
infrastructure Region m
personnel é
Automated Equipment Varies by Varies by Region | Federal/State/ Communicate Z
information system Region Local =
CBRNE detection | Organization Varies by Varies by Region | Federal All Activities g
technology and Leadership | Region )]
Research and Q
Development @)
2
CBRNE Equipment Varies by Varies by Region | Federal/State/ Detect L
monitoring and Region Local Identify and/or @)
detection Characterize w
equipment g
CBRNE Equipment Varies by Varies by Region | Federal/State/ Detect m
Equipment Support Region Local Identify and/or w)
Systems Characterize m
—
m
@)
—
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Capability Definition

The Critical Infrastructure Protection (CIP) capability enables public and private entities to identify,
assess, prioritize, and protect critical infrastructure and key resources so they can detect, prevent, deter,
devalue, and mitigate deliberate efforts to destroy, incapacitate, or exploit the Nation’s critical
infrastructure and key resources.

Outcome

The risk to, vulnerability of, and consequence of an attack on critical infrastructure are reduced through
the identification of critical infrastructure; conduct, documentation, and standardization of risk
assessments; prioritization of assets; decisions regarding protective and preventative programs; and
implementation of protective and preventative plans.

Relationship to National Response Plan Emergency Support Function
(ESF)/Annex

This capability supports the following Emergency Support Functions (ESFs)/Annexes:

ESF #1:  Transportation

ESF#2:  Communications

ESF #3:  Public Works and Engineering

ESF #4:  Firefighting

ESF #5:  Emergency Management

ESF #8:  Public Health and Medical Services

ESF #10:  Oil and Hazardous Materials Response

ESF #11:  Agriculture and Natural Resources

ESF #12:  Energy

ESF #13: Public Safety and Security

ESF #14: Long-Term Community Recovery and Mitigation
Cyber Incident Annex

Terrorism Incident Law Enforcement and Investigation Annex

Preparedness Tasks and Measures/Metrics

Critical Tasks

Pro.Ala 1.1.1 Develop National Infrastructure Protection Plan (NIPP)

Pro.Ala 1.5 Establish a national CIP research and development program

Pro.Ala 1.1.2 Develop Sector-Specific Plans (SSPs)

Pro.Ala 1.1.3 Develop State and/or regional CIP Plans
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Pro.Ala 1.4 Develop a national risk assessment methodology and standards for Critical Infrastructure/Key
Resources (CI/KR)

Pro.Ala 1.4.1 Develop risk assessment tools

Pro.Ala 1.3.1 Establish Government Coordinating Councils (GCCs) for each sector

Pro.Ala 1.3.2 Establish Sector Coordinating Councils (SCCs) for each sector

Pro.A2a 1.1.2 Coordinate development of standard guidelines for physical security programs

Pro.A3a 1.3 Develop strategies and guidelines for cyber infrastructure protection

Pro.A2a 1.6 Develop strategies and guidelines for protection of infrastructure personnel

Pro.Ala 4.1 Define a sector-specific universe of infrastructure assets, systems, networks, and functions
Pro.Ala 3.1 Develop sector-specific security goals

Pro.Ala 1.2.1 Develop national metrics to measure progress and to assess effectiveness of the national CI/KR

protection program

Pro.Ala 1.2.2 Develop sector-specific metrics to measure progress and to assess effectiveness of the sector-
specific CI/KR protection programs

Preparedness Measures Metrics
NIPP and SSPs are in place Yes/No
State and/or regional CIP Plans are developed and in place Yes/No
Appropriate risk methodology (i.e. one that takes into account the threats, consequences, Yes/No
and vulnerabilities) has been developed and approved by the Federal Government for

CI/KR protection

Vulnerability assessment tool has been developed Yes/No
GCCs have been established for each sector Yes/No
SSPs have been reviewed by appropriate GCC Yes/No
SCCs have been established for each sector Yes/No
SSPs have been reviewed by appropriate SCC Yes/No
A mechanism for coordinating CIP efforts has been established for Federal and State Yes/No
authorities (e.g. State, Local, and Tribal Government Coordinating Council)

National CIP Research and Development Plan has been established Yes/No
CIP information-sharing mechanism has been established Yes/No
Sector security goals have been established for each sector in partnership with security Yes/No
partners

Sector security goals support the goal of the NIPP Yes/No
Sector security goals yield specific, measurable outcomes that allow security partners to Yes/No

allocate security resources and to track progress
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Activity: Develop and Maintain Training and Exercise Programs

Critical Tasks

Pro.Ala 2.1.1 Develop and implement risk and vulnerability assessment training

Pro.Ala 2.2.1 Develop a system to “Red Team” CIP measures and technology

Pro.A2a 2.2 Develop and conduct exercise programs to test CI/KR protection plans

Preparedness Measures Metrics
Frequency with which exercises are conducted to test the effectiveness of protective Every 12 months
measures

Vulnerability assessment training program is developed and implemented Yes/No

Risk assessment training program is developed and implemented Yes/No

System to “Red Team” CIP measures and technology is in place Yes/No

Performance Tasks and Measures/Metrics

Activity: Coordinate and Manage Critical Infrastructure Protection

Definition: Partner/coordinate with Federal, State, local, and tribal entities, the private sector, and
the international community.

Critical Tasks

Pro.Ala 3.3.1 Operate public-private partnerships for Critical Infrastructure Protection (CIP) activities

Pro.Ala 3.3.2 Operate sector-specific GCCs

Pro.Ala 3.3.3 Operate sector-specific SCCs

Performance Measures Metrics

Time in which GCC concurrence with respect to CIP is signed by all relevant Within 12 months from official
parties TCL publication

GCC concurrence includes coordination/cooperation with SCCs Yes/No

Activity: Identify CI/KR

Definition: Develop an inventory of the individual assets, systems, networks, and functions that

make up the Nation’s CI/KR, some of which may be located outside the U.S., and collect
information on them, including dependencies, interdependencies, and reliance on cyber systems.

Critical Tasks

Pro.Ala 4.1.1 Develop selection criteria to identify CI/KR

Pro.Ala 4 Identify CI/KR within the Nation, region, State, or local area
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Performance Measures Metrics
Sector-specific agencies have identified assets of potential national-, regional-, or sector- | Yes/No
level importance

Data have been collected on assets, systems, networks, and functions and are relevant to Yes/No
risk assessment efforts

Data have been collected on assets, systems, networks, and functions and address Yes/No
dependencies and interdependencies that affect functionality and performance

Data have been verified for accuracy Yes/No

Frequency with which data are updated and provided to DHS

Every 12 months

Critical Tasks

Pro.Ala 5.1 Conduct a “top-screen” consequence analysis to determine which assets, systems, networks, and
’ ’ functions are high consequence and therefore require risk assessment

Pro.Ala 5.3 Conduct vulnerability assessments on high-consequence assets, systems, networks, and functions

Conduct detailed threat assessments on high-consequence assets, systems, networks, and
Pro.Ala 5.4 .
functions

Pro.Ala 5.5 Determine risk profiles of high-consequence assets, systems, networks, and functions

Pro.Ala 5.6 Conduct an interdependency analysis to determine the relationship of risks within and across
’ ) sectors

Pro.Ala 5.7 Share the assessment of sector-specific infrastructure risk with interdependent entities within
) ’ appropriate sectors

Performance Measures Metrics

Procedures for analyzing threats, vulnerabilities, consequences, and risks were Yes/No

implemented

Consequence or “top-screen” analysis was performed Yes/No

Potential threats to assets, systems, networks, and functions were identified Yes/No

Potential threats to high-consequence assets, systems, networks, and functions were Yes/No

identified

Percent of high-consequence assets, systems, networks, and functions that have completed | 100%

vulnerability assessments

Percent of high-consequence assets, systems, networks, and functions that have completed | 100%

a risk assessment

Risk analysis results were disseminated to the proper authorities Yes/No

132 Target Capabilities List




Activity: Prioritize

Definition: Aggregate and order assessment results to present a comprehensive picture of
national CI/KR risk in order to establish protection priorities and to provide the basis for planning
and the informed allocation of resources

Critical Tasks

Pro.Ala 6.1 Prioritize high-risk CI/KR for consideration of protective measures

Performance Measures

CI/KR and high-consequence assets, systems, networks, and functions were normalized Yes/No
and prioritized for consideration of protective programs

Activity: Protect

Definition: Select appropriate protective measures or programs and allocate resources to
address targeted priorities

Critical Tasks

Pro.A2a 1.14 Develop and implement surge capacity plans to increase CIP capacity during a crisis
Pro.A2a 2.3 Implement surge capacity plans to increase CIP protection during a crisis

Develop protective programs and plans to reduce the general level of risk for the highest risk
Pro.A2a 1.1

CI/KR
Pro.A2a 1.2 Develop protective programs and plans to respond to and recover from specific threat-initiated

' ’ actions

Pro.A2a 5 Implement programs to defend and devalue physical CI/KR

Implement programs to defend and devalue critical cyber assets, systems, networks, and
Pro.A3a 5 .

functions

Implement detection measures such as inspection surveillance, employee monitoring, and
Pro.A3a 4.1.1 . . .

security counterintelligence
Performance Measures Metrics
Percent of high-risk assets, systems, networks, and functions for which protective 100%

programs and/or mitigation strategies have been developed

Percent of high-risk assets, systems, networks, and functions for which protective 100%
programs and/or mitigation strategies have been implemented

Percent of high-risk assets, systems, networks, and functions that have active protective 100%
programs to measurably reduce risk
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Percent of high-risk assets, systems, networks, and functions for which risk has been 100%
measurably reduced

Percent of high-risk assets, systems, networks, and functions for which plans for surge 100%
capacity during a crisis have been developed

Percent of high-risk assets, systems, networks, and functions for which continuity of 100%
operations plans have been developed
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Critical Tasks

Pro.Ala 7.1 Collect national metrics data
Pro.Ala 7.1.1 Analyze national metrics data
Pro.Ala 7.2 Collect sector-specific metrics data
Pro.Ala 7.2.1 Analyze sector-specific metrics data

Performance Measures

Metrics

Frequency with which national metrics data are collected and reported

Every 12 months

Frequency with which sector-specific metrics data are collected and reported

Every 12 months

Linked Capabilities

Planning

Emergency plans developed under this capability will be coordinated with
sector-specific CIP plans.

Food and Agriculture Safety and
Defense

Because Food and Agriculture is one of the 17 critical infrastructure sectors,
CIP provides the initial line of protection for this industry.

Risk Management

Risk Management involves the processes used to prioritize CI/KR for
protection.

Intelligence and Information
Sharing and Dissemination

Intelligence/information sharing mechanisms support the coordination among
security partners in CIP

Information Gathering and
Recognition of Indicators and
Warnings

Locally generated threat and other criminal and/or terrorism-related
information that results from this capability is used to establish the threat
picture that forms the basis for risk in CIP

Counter-Terror Investigation and
Law Enforcement

Counter-Terror Investigation and Law Enforcement are one method of
deterring and thus preventing attacks on critical infrastructure.

Emergency Public Safety and
Security Response

Use of law enforcement for emergency public safety and security is one form
of protection for critical infrastructure assets.

Intelligence Analysis and
Production

The actionable intelligence/information products produced by this capability
can indicate the need for specific protective measures in CIP

Explosive Device Response
Operations

Explosive Device Response Operations may involve the prevention of an
explosive device at a critical asset location.

CBRNE Detection

CBRNE Detection may deter attacks on critical infrastructure or may result in
the need for specific protective actions.
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Linked Capability Relationship to Capability

Restoration of Lifelines Restoration of Lifelines addresses the immediate restoration of critical
infrastructure (e.g., water, power, etc).

Economic and Community Economic and Community Recovery includes recovery and re-building of
Recovery critical infrastructure, to include greater protection.
Structural Damage Assessment Structural Damage Assessment addresses the structural inspection of critical

infrastructure to inform and prioritize mitigation resources.
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Capability Activity Process Flow

Critical Infrastructure Protection Capability

Identify Critical
Need for inventory of CI/KR Infrastructure/Key
Assist with plan Resources
development
Infrastructure/resources
Food and . . identified
Agriculture Safety Identify CI r_e!atlve to
and Defense capability
v
Risk Assist with prioritization

Management of C/KR Provide assessment report Assess Risks

m Intelligence/
o Information Intelligence information on )
S_haring ar_1d CI/KR provided Risk calculated
L Dissemination
m Information
D) Gathering and -
Recognition of Input on comprehensive
l_ Indicators and CI/KR priorities provided
O Warnings Provide compre_h_enswe CIKR Prioritize
D priorities
n: Counter-Terror
Investigation and . I 9
(|7) Law Er?forcernent Protection priorities established
< Assist with
implementation of .
. Coordinate and
n: Emergency Public protection measures Manage Critical I
LL Safety and Infrastructure
ecurity Response Protection Recommended protection
Z Operations measures provided
f— Protect
— Intelligence Authority to implement protection
< Analysis and Protective measure needs measures provided
O Production identified
N~ Priorities funded and implemented
l: Explosive Device - - Plar)ni_ng
0: Response Explosive device Logistics
Operations protection provided Comm.
O Manage
Coordinate
[ Supervise
CBRNE Assists with Ealizly Measure

Detection implementation of Resource Evaluation reports provided Effectiveness

protection measures

Requests

Restoration of Immediate post-incident
Lifelines restoration provided

End: Progress and
effectiveness evaluated

Economic _and Assists recovery efforts
Community with monetary and non-
Recovery monetary relief

Structural —
Damage Post-incident assessment

Assessment provided
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Resource Element Description

Critical Infrastructure Protection (CIP)
planning personnel

Public and private sector coordinators

Personnel to complete vulnerability
assessments

Risk analysis personnel

Infrastructure Security Specialists

Infrastructure Intelligence Analysts

National Infrastructure Protection Plan

Per Homeland Security Presidential Directive (HSPD) 7

CIP Research and Development Plan

Per HSPD 7

Sector Specific Plans

Per HSPD 7

Equipment for detection

Equipment for protection

Equipment for mitigation

System to “red team” critical infrastructure

protective measures and technology

Planning Assumptions

Critical Infrastructure Protection (CIP) may be applicable to any of the 15 National Planning
Scenarios as any terrorism-related, accidental, or natural catastrophic event could disrupt or destroy

CI/KR in one or more sectors. However, for purposes of determining National Targets, no scenarios
were specifically considered because much of the CIP activities take place on an ongoing basis
between incidents. Although protective activities are also implemented in response to particular
threats or events, information regarding whether an affected asset is considered “critical” needs to be
provided before any implementation can occur.

Under the CIP process as defined in the NIPP, protection of CI/KR requires an initial determination
of whether the asset/system in question and the risks being posed are “critical.” Therefore, protection
activities are conducted on a case-by-case basis.

Resource needs at the State and local level may be determined through the development of a model
that takes into account the presence and density of CI/KR assets in various geographic areas.

The understanding of criticality as related to interdependent systems continues to evolve. Additional
guidance will be provided as it is developed.

State and local law enforcement is available to support CI/KR protection efforts, as required.

Critical infrastructure information is able to be shared between Federal and State authorities and the
private sector in a protected and secure way.
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Target Capability Preparedness Level

CIP planning Personnel Asneeded | Per agency Federal (DHS, Develop and
personnel Sector Specific Maintain Plans,
Agencies)/ State Measure
Effectiveness
Public and private | Personnel Asneeded | Per agency Federal (DHS) Coordinate
sector coordinators
Public and private | Personnel Asneeded | Per agency Federal (Sector- Coordinate
sector coordinators Specific Agencies)/
State
Personnel for Personnel Asneeded | Per agency Federal (DHS, Assess Risk
vulnerability Sector Specific Prioritize
assessments Agencies)/ State
Risk analysis Personnel Asneeded | Per agency Federal (DHS, Assess Risk
personnel Sector Specific Prioritize
Agencies)/ State
Infrastructure Personnel Asneeded | Per agency Federal (DHS, Protect
Security Specialists Sector Specific
Agencies)/ State
Infrastructure Personnel Asneeded | Per agency Federal (DHS, Assess Risk
Intelligence Sector Specific
Analysts Agencies)/ State
National Planning 1 Nationally Federal (DHS) All activities
Infrastructure
Protection Plan
CIP Research and Planning 1 Nationally Federal (DHS) All activities
Development Plan
Sector-Specific Planning 1 Per Sector- Federal (Sector All activities
Plans Specific Agency | Specific Agencies)
Equipment for Equipment Asneeded | Per asset Federal/State/ Protect
detection Local
Equipment for Equipment Asneeded | Per asset Federal/State/ Protect
protection Local
Equipment for Equipment Asneeded | Per asset Federal/State/ Protect
mitigation Local
System to Red Exercises Federal All Activities

Team critical
infrastructure
protective

measures and

138

Target Capabilities List




technology

References
1. National Infrastructure Protection Plan. Department of Homeland Security. June 2006.
2. Homeland Security Presidential Directive/HSPD-8: National Preparedness. The White House, Office of the

10.

11.

12.

13.

14.

15.

16.
17.

Press Secretary. December 2003. http://www.whitehouse.gov/news/releases/2003/12/20031217-6.html.

Homeland Security Presidential Directive /HSPD-7: Critical Infrastructure Identification, Prioritization, and
Protection. The White House, Office of the Press Secretary. December 2003.
http://www.whitehouse.gov/news/releases/2003/12/20031217-5.html.

National Response Plan. U.S. Department of Homeland Security. December 2004.

National Incident Management System. U.S. Department of Homeland Security. March 2004.
http://www.dhs.gov/interweb/assetlibrary/NIMS-90-web.pdf.

Department of Homeland Security Sector-Specific Intelligence Sharing Analysis Center (ISAC) Information.
Executive Order 13356, State and Local Tiger Team. U.S. Department of Homeland Security. 2004.
http://a257.g.akamaitech.net/7/257/2422/06jun20041800/edocket.access.gpo.gov/2004/pdf/04-20052.pdf.

The Office for Domestic Preparedness Guidelines for Homeland Security: Prevention and Deterrence. U.S.
Department of Homeland Security, Office for Domestic Preparedness. June 2003.
http://www.ojp.usdoj.gov/odp/docs/ODPPrev1.pdf.

Applying Security Practices to Justice Information Sharing. U.S. Department of Justice, Global Justice
Information Sharing Initiative, Security Working Group. March 2004.
http://it.ojp.gov/documents/200404 ApplyingSecurityPractices_v_2.0.pdf.

The National Criminal Intelligence Sharing Plan. U.S. Department of Justice, Global Justice Information
Sharing Initiative. Revised June 2005.
http://it.ojp.gov/documents/National Criminal Intelligence Sharing Plan.pdf.

Homeland Security Information Network. U.S. Department of Homeland Security.
http://www.dhs.gov/dhspublic/display?theme=43&content=3747 &print=true.

Homeland Security: Information Sharing Responsibilities, Challenges, and Key Management Issues. GAO—03—
1165T. U.S. General Accounting Office. September 2003. http://www.gao.gov/new.items/d031165t.pdf.

Information/Intelligence Sharing System Survey. U.S. Department of Justice, Global Justice Information
Sharing Initiative, Global Intelligence Working Group. 2003.
http://it.ojp.gov/documents/intell_sharing_system_survey.pdf.

National Strategy for Homeland Security. Office of Homeland Security, The White House. July 2002.
http://www.dhs.gov/interweb/assetlibrary/nat_strat_hls.pdf.

Risk Management: An Essential Guide to Protecting Critical Assets. National Infrastructure Protection Center.
November 2002.

The 9/11 Commission Report. National Commission on Terrorist Attacks upon the United States. July 2004.
http://www.9-11commission.gov/report/911Report.pdf.

National Strategy for Transportation Security. U.S. Department of Homeland Security.

National Fire Protection Association Codes and Standards.
http://www.nfpa.org/aboutthecodes/list of codes_and standards.asp

Target Capabilities List 139




This page intentionally left blank

140 Target Capabilities List



Capability Definition

Food and Agriculture Safety and Defense is the capability to prevent, protect against, respond to, and
recover from chemical, biological and radiological contaminants, and other hazards that affect the safety
of food and agricultural products. This includes the timely eradication of outbreaks of crop
diseases/pests, assessments of the integrity of the food producing industry, the removal and disposal of
potentially compromised materials from the U.S. food supply, and decontamination of affected food
manufacturing facilities or retail points of purchase or service. This also includes appropriate laboratory
surveillance to detect human foodborne illness or food product contamination. It is accomplished
concurrent to protecting public health and maintaining domestic and international confidence in the U.S.
commercial food supply. Additionally, the public is provided with accurate and timely notification and
instructions related to an event and appropriate steps to follow with regard to disposal of affected food or
agricultural products and appropriate decontamination procedures.

Outcome

Threats to food and agriculture safety are prevented, mitigated, and eradicated; trade in agricultural
products is restored; affected products are disposed of; affected facilities are decontaminated; public and
plant health are protected, notification of the event and instructions of appropriate actions are effectively
communicated with all stakeholders; and confidence in the U.S. food supply is maintained.

Relationship to National Response Plan Emergency Support Function
(ESF)/Annex

This capability supports the following Emergency Support Functions (ESF)s/Annexes:

ESF #8: Public Health and Medical Services

ESF #11: Agriculture and Natural Resources

Biological Incident Annex

Interim Draft Food and Agriculture Incident Annex

Terrorism Incident Law Enforcement and Investigation Annex

Preparedness Tasks and Measures/Metrics

Critical Tasks

Pro.Ala 5.2 Conduct vulnerability assessments of sector-specific critical infrastructure and key resources
ProBlb 1.1.2 Develop methods for emergency assessment of firms that manufacture, prepare, and hold U.S.
’ o Department of Agriculture (USDA) regulated commodities
ProBIb 1.13 Develop methods for emergency assessment of firms that manufacture, prepare, and hold U.S.
’ o Food and Drug Administration (FDA)-regulated commodities
Pro.BIb 1.2.3 | Create emergency response plan for response to all food operations for retail, food service, mass
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feeding, and food processing facilities

Develop emergency guidelines and operation criteria for retail food, wholesale, and processing

ProBlb 122 during disasters

Pro.Blb 1.3 Develop communications plan for food safety for regulated facilities and the general public
Develop guidelines or procedures for properly conducting a coordinated outbreak investigation

Pro.Blb 1.4.1 .
of food and agricultural events

ProBlb 142 Develop plans or guidelines for properly disposing of contaminated food products or diseased

' o crops
ProBIb 1.5 Develop, adapt, or implement plans to support incident command (IC), unified command (UC),

or other agencies as needed for food and agricultural safety response

Pro.B1b 1.5.1 Develop procedures for providing surge staff to support IC and EOCs during a food event

Develop plans, procedures, and programs for responding to a food safety or agricultural disease

Pro.Blb 1.4
event

Pro.B1b 1.3.1 Prepare food and agriculture emergency public information plans

Pro.Blb 1.3.2 Develop a food and agriculture crisis communications plan

Res.Blb 1 Develop plans, policies, procedures, and systems for responder safety and health
Develop plans, procedures, and policies for coordinating, managing, and disseminating public
Pro.B1b 1.3.3 . . ) .
information regarding food and agricultural safety
Res.B1f 1.3.3 Plan and provide for external media support and operations
Res.B1f 1.1.5 Develop and maintain emergency declaration protocols and template
Res.BIf 1.2.4 Develop a communications network with State homeland security departments
Preparedness Measures Metrics
Procedures are in place for:
=  Food and agriculture surveillance activities (e.g., active searches, interviews, Yes/No
medical record review, compilation of data)Sample collection Yes/No
=  Maintaining chain of custody of laboratory samples Yes/No
= After hours receipt of samples Yes/No
= Triaging samples dependent on priority Yes/No
= Traceback/trace forward investigations Yes/No
= Rapidly informing the public once the contaminated food has been identified Yes/No
= Coordinating public communications between government, academia, and the
private sector Yes/No

=  Controlling contaminated products (i.e., seizure, product quarantine, recall,
embargo, condemnation, administrative detention)

=  Appropriate disposal of affected food and/or agricultural products :{{ZZ;ES
=  Appropriate decontamination of affected food facilities Yes/No
= Quick recall of affected food or agricultural products from the marketplace Yes/No
=  Verifying effectiveness and timeliness of food and agricultural product recalls

Plans and procedures for responding to a food /agricultural event identify the proper food Yes/No

and agricultural authorities

Communication plans and procedures for responding to a food/agricultural event provide
for dissemination of accurate, timely, and accessible information to the public, media, and | Yes/No
support agencies
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Emergency response plans include all food operations (e.g., retail, food service, mass

. . e Yes/No
feeding, food processing facilities)

Memoranda of agreements (MOAs) to facilitate response are in place Yes/No
Field staff or other designated first responders are appropriately qualified Yes/No
Redundant emergency communication capabilities are in place Yes/No

Critical Tasks

Develop and conduct emergency food safety response training to field staff and managers of
Pro.B1b 2.1.1 State/local food programs having responsibility for food safety response (training should include
appropriate job safety training)

Pro.Blb 2.1.2 Provide food safety training to responders and volunteers

Pro.B1b. 2.2 Develop and implement exercise programs for food and agricultural safety and defense

Preparedness Measures Metric

Field staff or other designated first responders have:
=  Hazard awareness training Yes/No
= NIMS Training Yes/No

HSEEP-compliant exercises to evaluate food and agricultural safety and defense are

routinely conducted Yes/No

Performance Tasks and Measures/Metrics

Critical Tasks

Pro.Blb 3.3.2 Dispatch food and agriculture personnel to location of suspected contamination

Res.Bla 4 Activate the on-site incident command system (ICS)

Pro.Blb 3.4.4 Request food and agriculture resources needed for response to field operations

Coordinate with Federal, State, and local agencies to ensure the safety and security of meat,

ProBlb 3.12 poultry, and egg products in retail groceries and food service establishments and institutions
Coordinate with Federal, State, and local agencies to ensure the safety and security of products in
Pro.B1b 3.1.3 . ) . o
retail and food service establishments and institutions
ProBIb 3.4.1 Coordinate food and agriculture emergency management plans at the local, State, and national

levels
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Coordinate the provision of timely and accurate emergency public information through the Joint

Res.BIf 5.1.1 Information System (JIS)

ResBlc 8.1.1 Prpvide direction, information, and support as appropriate to IC or unified command UC and
joint field offices

Res.Blc 4 Activate the Emergency Operations Center (EOC)

Res.Blc 3 Direct and coordinate EOC operations

Pro.B1b 3.4.5 Establish and maintain food and agricultural safety response communication systems

Pro.B1b 3.4 Coordinate food and agricultural safety response operations and support

Pro.B1b 3.2 Manage surveillance activities for agriculture and natural resources

Pro.B1b 3.3 Coordinate food and agriculture investigation activities

Pro.Blb 3.3.4 Coordinate food and agriculture evidence preservation procedures

Pro.B1b 3.5.1 Coordinate food recovery programs

Pro.B1b 3.5.2 Coordinate food facility decontamination

Pro.B1b 3.5.2.1 | Coordinate cleaning and decontamination of affected food facilities

Pro.B1b 3.5.3 Coordinate the disposal of contaminated food

Pro.B1b 3.5.4 Coordinate agricultural recovery programs

ProBIb 3.1.6 Enspre the safety, efficacy, and security of regulated foods, the 'blood supply, drugs, medical
devices, and other U.S. Department of Health and Human Services (HHS)-regulated products

Pro.B1b 3.1 Ensure the Nation’s commercial supply of food is safe and secure following a catastrophic
incident

ProBIb 33.1 Implement guidelines or procedures for properly conducting a coordinated outbreak investigation

of food and agricultural events

Pro.B1b 3.3.4.1

Ensure close coordination and cooperation among regional, State, Federal, and international
agencies and with the private sector and nongovernmental associations to facilitate food and
agriculture response efforts

Direct agricultural processes for surveillance and testing and isolation or quarantine for threats to

Pro.BIb 3.2.1 agricultural assets and the food supply

Provide food and agriculture laboratory and diagnostic support, subject matter expertise, and
Pro.B1b 3.3.3 ) )

technical assistance
Pro.B1b 3.4.3 Ensure the adequacy of food and agriculture resources

Pro.B1b 3.4.3.2

Request subject matter expertise from supporting agencies to assist in the response and recovery
effort

Pro.Bl1b 3.4.3.3

Establish regional and State plans and protocols for food and agricultural safety response and
requests for assistance

Pro.Blb 3.4.2 Activate food and agriculture safety and defense personnel

Performance Measures Metric

Appropriate numbers of trained personnel have been identified to respond to Yes/No

the State or local EOC and possibly the Joint Operations Center

Boilerplate consumer messages have been developed Yes/No
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Assets for decontamination procedures have been identified Yes/No

Decontamination is conducted in accordance with local protocol for all Yes/No
contaminated personnel, equipment, and animals

Return of food products is monitored Yes/No

Protective gear is available for field staff or other designated first responders Yes/No

Critical Tasks

Conduct epidemiological investigations as surveillance reports warrants, and coordinate Federal,

Res.B2d 3.1 State, and local veterinary assistance assets/services

Pro.B1b 4.2 Search actively for food and agriculture cases

Pro.B1b 4.2.2.2 | Initiate food and agriculture database and data management

Pro.Bla 4.3.1 Develop basic case descriptions by conducting interviews and reviewing medical records

Pro.B1b 4.3 Conduct food and agriculture laboratory detection and confirmation

Pro.B1b 4.3.3 Disseminate food and agriculture laboratory testing results to appropriate stakeholders/partners

Pro.B1b 4.3.2 Maintain chain-of-custody of all food and agriculture evidence

Pro.B1b 4.2.2.1 | Integrate surveillance findings related to food and agriculture

Pro.Blb 4.2.2 Compile information about threats to food

Pro.B1b 4.3.1 Use the results from a food sample analysis to determine the breadth of contamination
Performance Measures Metric

Time in which a surveillance plan is implemented upon determination of a specific Within 24 hours from
food product associated with illness or the presence of a diseased crop confirmed food product

association or crop disease

Time in which individual or joint USDA/FDA/DOJ investigation into source of Within 24 hours from
contamination of identified food product or diseased crop is initiated confirmed food product
association or crop disease

Frequency and quality of inspection for surveillance of food products at Yes/No
manufacturing, distribution, retail, or food service facilities is conducted in
accordance with Federal and State protocol

Federal/State authorities had access to laboratories with validated methods for Yes/No
detection/identification of pathogens, chemical, biological, and radiological
contaminants
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Critical Tasks

Pro.B1b 5.1.1 Collect and preserve contaminated food and agriculture evidence
Pro.Blb 5.1.2 Collect and preserve non-contaminated food and agriculture evidence
Pro.B1b 5.2 Inspect the safety and security of the food infrastructure in the affected area
Pro.Blb 5.3 Inspect the safety and security of the agricultural infrastructure in the affected area
Inspect and monitor meat, poultry, and egg establishments that can continue to operate in the
Pro.B1b 5.2.3
affected area
Pro.B1b 5.2.2 Inspect food facilities that can continue to operate in the affected area
Pro.B1b 5.2.4 Use laboratory testing and field investigations to identify products that are safe and fit for human
' o consumption
Conduct product tracing to determine the source, destination, and disposition of adulterated or
Pro.Blb 5.1.4 .
contaminated products
Pro.B1b 5.2.1 Conduct inspection and monitoring of food products and establishments in affected areas
Pro.Blb 5.3.1 Conduct inspection and monitoring of agriculture products and establishments in affected areas
ProB1b 5.13 Generate possible associations of transmission, exposure, and source of food and agriculture
events
Pro.B1b 5.1.5 Identify possible sources of food and agricultural safety event
Pro.Blb 5.4 Identify populations and locations at risk from food and/or agricultural safety event

Performance Measures

Metric

Time in which trace back investigation is initiated following notification of contaminated
food product involvement

Within 1 hour from
notification

Time in which trace forward investigation was initiated following notification of
contaminated food product involvement

Within 1 hour from
notification

Time in which epidemiological investigation was initiated following report to health
department

Within 3 hours from
report

Time in which epidemiological investigation was completed following report to health
department

Within 36 hours from
report

Time in which analysis of samples was conducted after samples reach the lab

Within 1 hour from
receipt at lab

Laboratory samples were analyzed within time period appropriate for type of contaminant | Yes/No
and whether screening and/or confirmatory analysis was conducted
Percent of potentially affected food facilities identified 100%

Time in which FBI was notified for an event that appeared to be due to intentional
contamination

Within 6 to 12 hours
after determination
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Activity: Implement Control Measures for Contaminated Food Products or Diseased
Crops

Definition: Implement product recalls/embargoes, alert the public about the situation, and take
control of contaminated facilities and products or diseased crops to ensure contaminated
products do not enter the food supply and diseased crops are not further distributed.

Critical Tasks

Pro.Blb 6.3 Secure the contamination source and affected areas during a food and agriculture event
ProBlb 647 lgsgzlllde appropriate information to the public regarding disposal of potentially contaminated
Pro.Blb 6.2.1 Determine the need for a food embargo or detention
Pro.Blb 6.2.2 Determine the need for food condemnation, retention, or seizure
Pro.B1b 6.2.3 Determine the need to stop the movement of food
Control all identified food safety and inspection service-inspected products at inspected
Pro.B1b 6.4.2 establishments that are suspected of being contaminated through product recall, administrative
detention, and plant closures
Control any foodstuffs or other HHS-regulated products suspected of being contaminated
Pro.B1b 6.4.3 following an establishment’s inspections through product recall, administrative detention, and
plant closures
Control all identified products at inspected facilities suspected of being contaminated through
Pro.Blb 6.4.4 P .
product recall and administrative detention
Pro.B1b 6.4.5 Stop all interstate movement of regulated plant articles and means of conveyance as needed
Pro.B1b 6.4.6 Provide for embargoed food storage
Performance Measures Metric
Food recall was issued Yes/No
Recalls were announced to the public Yes/No
Percent of potentially affected locations secured to prevent spread of contamination 100%

Activity: Conduct Product Disposal and Surface and Food Facility Decontamination

Definition: Dispose of contaminated food products or diseased crops in an environmentally safe
manner that prevents its use as a food or food product as well as utilize appropriate procedures
for surface and facility decontamination.

Critical Tasks

Pro.Blb 7.1.1 Identify assets for food and agriculture decontamination activities
Pro.B1b 7.1 Implement food and agriculture hazardous material disposal plan
Pro.B1b 7.1.2 Conduct surface and facility decontamination

Pro.B1b 7.1.3 Perform food and agriculture clean-up operations

Pro.B1b 7.1.4 Dispose of contaminated food
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Performance Measures Metric

Hazardous Material Disposal Plan was implemented Yes/No

Linked Capabilities

Laboratory Testing Food and Agriculture Safety and Defense provides samples to Laboratory Testing for
testing

WMD and Hazardous Food and Agriculture Safety and Defense receives technical decontamination from

Materials Response and | WMD and Hazardous Materials Response and Decontamination

Decontamination

Emergency Public Food and Agriculture Safety and Defense develops control measures for Emergency

Information and Warning | Public Information and Warning, which will be released to the public

Epidemiological Epidemiological Surveillance and Investigation provides information to Food and

Surveillance and Agriculture Safety and Defense on the food product associated with illness

Investigation

Animal Disease
Emergency Support

Animal Disease Emergency Support will provide information to Food and Agriculture
Safety and Defense if contaminated animals are associated with human illness

Economic and
Community Recovery

Food and Agriculture Safety and Defense conducts damage assessments for Economic
and Community Recovery

Emergency Operations
Center Management

Food and Agriculture Safety and Defense requests resources from Emergency
Operations Center Management, who then in turn provides the requested resources.
Emergency Operations Center Management and Food and Agriculture Safety and
Defense both provide situational reports to each other
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Capability Activity Process Flow

Food and Agriculture Safety and
Defense Capability

i Provide surveillance priorities Conduct < -U
Provide samples p Surveillance ;U
Laboratory
Testing O
Testing results provided No contamination _|
detected; continue
routine surveillance m
WMD/Hazardous ca 2
Materials - . Indication o
Response and Decontamination provided food and/or No
Decontamination agricultural Z
event?
Yes m
Emerggncy : : Report detect!on of po_s,5|_ble food CrETiTEE (G U)
Public Notify public of control and/or agricultural incident —
Information and measures O
Warning v

Trace Suspect
Products
Epidemiological
Surveillance and

Provide information on
food products analysis

Investigation Determine source and extent
Direct Food and of infection/contamination
Agriculture Report identification of infected
Safety and and/or contaminated products
Defense
Animal Disease Provid s of Operations Y
Emergency rovide results of Impl t Control
traceback/trace forward plement Control
Support Measures for
Provide control measure decisions Contaminated
Food Products or
Diseased Crops
E i d n q
E%r;?:fn;; Conduct damage All infected and/or contaminated
assessments product contained

Recovery

Provide decontamination

Planning
Logistics
Comm. Conduct Product
Manage Disposal and
Coordinate Surface and Food
Supervise Facility
Safety Decontamination
Resource

(REGUEES All infected and/or
contaminated product disposed

Provide sitreps

Emergency
Operations
Center

Management Request resources

Resources provided

End: Return to pre-event
operational level
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Resource Element Description

Incident Command System

A fully expanded incident command system (ICS) includes subject matter
experts (SMEs) and policy staff. Subject matter experts include
microbiologists, toxicologists, food technologists, veterinarians,
epidemiologists, etc. For large incidents, assume 4 — 6 SMEs and 4 - 6 policy
staff per 24 hour period above normal staffing levels.

FDA Emergency Operations
Center

This resource manages the FDA Emergency Operations Center facility 24
hours per day. In addition to normal staffing levels, it requires 24 — 30 support
staff & SMEs (or 8 — 10 per 8 hour shift).

USDA Emergency Operations
Center

This resource manages the USDA Emergency Operations Center facility 24
hours per day. In addition to normal staffing levels, it requires 21 additional
staff (including SMEs) or 7 per 8-hour shift.

USDA/FSIS Emergency
Management Committee (EMC)

The EMC manages large-scale food emergencies and non-routine incidents in
an established Situation Room. It is composed of the most senior managers
from all program areas. Operations of EMC managed by the Biosurveillance
and Emergency Response Staff (9 staff members)

State Emergency Operations
Centers

The State EOC manages the response within each State. The normal staffing
level is 60 staff; in addition, it would require 18 to 24 SMEs and policy staff
per 24 hour period (or 6 — 8 per 8 hour shift).

Local Emergency Operations
Center

The Local EOC manages the response within each locality. Typically includes
5 to 20 staff, but this is entirely dependent on the size of the locality.

Human Disease Surveillance
Team

Team of experts to track all reportable disease and specified syndromes within
a defined area. Each team includes 1 supervisor (MD, PhD, or Doctor of
Veterinary Medicine (DVM)), 2 epidemiologists, 1 IT staff per, and 1
statistician per 8 hour shift.

Food Investigation Team

Field teams of 4 people to collect product samples and food samples, collect
traceback and trace forward information, conduct investigations, and
coordinate responses at food facilities.

Food Facility Decontamination
Team

Field teams of 4 people to decontaminate affected food facilities.

Food Facility Decontamination
Team Supervisors

Supervisors to manage Food Facility Decontamination Teams. One supervisor
can manage 10 team staff.

Food Facility Decontamination
Team SMEs

Subject Matter Experts to assist Food Facility Decontamination Teams. One
SME can assist at every 20 facilities.

Disposal Team

Field teams of 4 people to dispose of affected food products.

Semi-tractor trailers

Equipment used for disposal of affected food products.

Disposal Team Supervisors

Supervisors to manage food facility Disposal Teams. One supervisor can
manage 10 team staff.

Disposal Team SMEs

Subject Matter Experts to assist food facility Disposal. One SME can assist at
every 20 facilities.
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Sample Analysis Laboratory
Analysts

Analysts in a state laboratory capable of analyzing samples. Assume
laboratory participates in Food Emergency Response Network

Sample Analysis Laboratory
Supervisors

One supervisor for every 10 laboratory analysts.

Confirmatory Testing Analysts in a state laboratory capable of analyzing confirmatory samples
Laboratory Analysts
Confirmatory Testing One supervisor for every 10 laboratory analysts

Laboratory Supervisors

Federal Risk Communication
Staff

Risk communication personnel from Federal agencies involved in response.

State Risk Communication Staff

Risk communication personnel from state agencies involved in response.

Federal Embargo/Recall Team

Team of recall staff and compliance officers from Federal agencies
participating in response at one state. Personnel: 5 Federal recall staff and 6 —
10 compliance officers per team.

State Embargo/Recall Team

Team of recall staff and compliance officers from state agencies. Personnel: 5
recall staff and 10 compliance officers per team.

Federal Public information staff

Public information personnel from Federal agencies involved in response.

State Public information staff

Public information personnel from state agencies involved in response.

Law enforcement — secure scene

Coordinated Federal/State/local response

Law enforcement — investigate
event

Coordinated Federal/State/local response

IT support personnel

Personnel to provide technical support for IT equipment provided to persons
deployed

IT support equipment cache

One Blackberry, one cell phone, one laptop, and one portable printer for each
person deployed

Additional transportation

Vehicles to transport personnel

Planning Assumptions

Scenario-Specific

Although applicable to several of the 15 National Planning Scenarios except for blister agents and
nerve agents, the capability planning factors were developed from an in-depth analysis of the Food
Contamination scenario. Other scenarios were reviewed to identify required adjustments or additions
to the planning factors and national targets.

The capability applies to a wide range of incidents and emergencies including accidental or deliberate
disease outbreaks, natural disasters, nuclear and conventional events with potential for contamination

of the food supply.

The identification of an intentional contamination incident involving a food product in the U.S. would
have national implications. Because of the movement of food products around the US, it is highly
probable that multiple food facilities in multiple States would be contaminated. Even States that
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eventually are found to have no contaminated product will initially require a stepped up effort to
ensure that no contaminated product is in their State.
If terrorists were to introduce a chemical or biological agent into a food product at multiple sites
simultaneously, the requirements for resources would increase proportionately and exist in many
States simultaneously. The requirements for tactical (incident command) resources will increase
proportionately with the amount of product/products contaminated.
It is likely that States would share resources, yet States would have to balance the sharing of
resources with their need to protect public health within their State. The amount of tactical resource
requirements would vary depending on the concentration of food facilities.
In high concentration areas, the spread may be rapid and many food facilities that purchased
contaminated food may be affected. In areas with low concentration of food facilities/people,
logistical obstacles such as driving time or distance between involved locations may present
additional challenges.
The multiplication factors used to gear up from a single point introduction incident to a multiple
(national) site introduction assumes resource requirements to increase proportionately with the
number of introductions. In estimating national resource requirements, it was assumed the scenario
would affect 25 States directly, but all 50 States would have increased workload. The time to resolve
the scenario would vary depending on number of site introductions and multiple different food items
contaminated.
This scenario is very limited in scope and only lists a food commodity regulated by the U.S.
Department of Agriculture (ground beef). The Food and Drug Administration regulates 80 percent of
the nation’s food supply — everything except meat, poultry, and egg products which are regulated by
USDA. Other scenarios could have potentially more far reaching effects. This is based on
vulnerability assessments conducted by FDA and USDA.
Assume all response personnel in key positions are able to respond to their respective response
positions after the contaminant has been introduced and they respond as expected.
Assume that sector partners are connected to an information sharing and analysis or fusion system
concept where preventative and protective measure information is proactively being shared.
Lack of infrastructure — electricity, phones, transportation, etc., will affect the ability to effectively
communicate and will significantly affect the ability to plan appropriately or to respond to an
incident. For example, if the roads are non-passable due to a natural disaster, this will affect the
ability to get to the affected area and ensure the safety and security of the food supply.
Assume that Multi-Agency Coordination is adequately being addressed at the State, Federal and local
levels and the agencies are coordinating as expected.
The following information is needed to effectively detect/respond to/recover from to an event:

Quantity of product affected.

Distribution of product.

Product type or types contaminated.

Laboratory capability.

Ability to determine the cause of illness.

Ability to determine the food item associated with illness or to rule out certain food items.

Ability to trace back product.

Ability to trace forward product.

Ability to effectively recall all affected product.

Appropriate disposal of recalled product.

Appropriate decontamination of food facility or other locations where food was available for
purchase.
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Risk communication to consumers about appropriate food disposal instructions.
Communication with international partners.
Recovery Timeline could potentially be months due to the breadth of the event.

Planning Factors from an In-Depth Analysis of a Scenario with Significant
Demand for the Capability (Food Contamination)

Incident Command
Center

One fully expanded IC
center can respond to an
incident in one state, if
staffed with additional
personnel (4 — 6 SMEs
and 4 - 6 policy staff)

Assume 25-state incident
requiring SME and policy
staff above normal staffing
levels.

Personnel above normal
staffing

One IC center and one back-
up per state affected.

per 24 hour period.
4-6 SME* per 24 hours
4-6 policy staff per 24 hours
FDA Emergency Capable of responding | Assume 25-state incident. One national FDA EOC with
Operations Center 24 hours per day to a In addition to normal 24 - 30 staff (per 24 hours) in

large national incident
for one month,
assuming 8 — 10 staff
per 8 shift on top of
normal staffing

staffing, the EOC would
need 8-10 people/8 hour
shift

additional to normal staffing.

USDA Emergency
Operations Center

Capable of responding
to a large national
incident for one month,
assuming 7staff per 8
shift on top of normal
staffing

Assume 25-state incident.

In addition to normal
staffing, the EOC would
need 7 SMEs/8 hour shift

One national USDA EOC
with 21staff (per 24 hours) in
additional to normal staffing

USDA/FSIS Emergency | Capable of responding | Assume 25-state incident. 1 EMC
Management Committee to lgrge national Composed of the most
(EMC) incident, 24 hours per | epior representatives of all
day. program areas.
State Emergency Capable of managing Assume 25-state incident One EOC and one back-up

Operations Centers

the response within
each State, assuming
surge staffing numbers.

60 Staff is the normal
operating number

In addition to normal
staffing, 6-8 SMEs and
policy staff would be
needed/ 8 hour shift

requiring SME and policy
staff above normal staffing
levels.

Personnel above normal
staffing

6-8 SMEs per 8 hour shift

per state affected.

Local Emergency

Capable of responding
to a local incident,
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Operations Centers

typically with 5 - 20
staff.

Human Disease
Surveillance Team

Team capable of
responding to an
incident within one
state for one month

Consists of 1 supervisor
(MD, PhD, or Doctor of
Veterinary Medicine
(DVM)) per 8 hour
shift,

2 epidemiologists per 8
hour shift,

1 IT staff per 8 hour
shift per team,

1 statistician per 8 hour
shift per team

Assume 25-state incident
requiring 100% staff needs
for 30 days at each location.

One team per state

Food Investigation
Team

Each team is capable of
providing coordinated
Federal/State/local
response to food
facilities, conduct
investigations, and
collect samples at 40
food facilities within a
State

Each team consists of 4
people per food facility
for 2 days. Teams may
be split in order to
cover a larger number

Initially all 50 states will be
on heightened alert and will
be investigating food
facilities in each State

Assume 1000 food facilities
per State are potentially
contaminated

1000 facilities =

= 25 teams per state (4
people per team)

=100 people per state
= 5000 staff nationally

of facilities
Food Facility One field team of 4 Assume 25-state incident 10 teams per state (4 people
Decontamination Team | people capable of Assume 100 food facilities per team)

providing coordinated
response at 10 affected
food facilities

Assume that
decontamination takes 2
days per facility

per State are contaminated

For 25 States = 1000 staff
nationally

Food Facility
Decontamination Team
Supervisors

1 supervisor can
manage every per 10
team staff employees.

Assume 25-state incident

Assume 100 food facilities
per State are contaminated

10 teams per state = 40 staff
per state = 4 supervisors per
state

For 25 States = 100
supervisors nationally

Food Facility

1 SME can assist at

Assume 25-state incident

5 SME:s per state
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Decontamination Team
SMEs

every 20 facilities

Assume 100 food facilities
per State are contaminated

For 25 States = 125 SMES
nationally

Disposal Team

One field team of 4
staff capable of
response to dispose of
affected food products
at one site

Assume 50 disposal sites
per State

50 Teams per state (200
staff)

For 25 States = 1250 teams
(5000 staff) nationally

Semi-tractor trailers

5 semi-tractor trailers
are needed per affected
facility

Assume 100 facilities per
State have product that
needs to be properly
disposed

100 facilities per state = 500
semi-tractor trailers

For 25 States = 12,500 semi-
tractor trailers nationally

Disposal Team
Supervisors

1 supervisor per 10
employees on disposal
team

Assume 50 disposal sites
per State

50 sites = 50 teams per state
= 200 staff = 20 supervisors
per state

For 25 States = 500
supervisors nationally

Disposal Team SMEs

1 SME for every 10
disposal sites

Assume 50 disposal sites
per State

5 SME:s per state

For 25 States = 125 SMEs
nationally

Sample Analysis 20 analysts are capable | Assume 50 states are Nationally = 1000 laboratory
Laboratory Analysts of analyzing 200 involved analysts

samples/lab/week in Assume at least one Food

ong state Emergency Response

20 lab analysts/State lab | Network lab per State
Sample Analysis Assume | supervisor Assume 50 states are Nationally = 100 supervisors

Laboratory Supervisors

per 10 employees

involved

Confirmatory Testing 5 Analysts capable of Assume 50 states are Nationally = 250 laboratory
Laboratory Analysts analyzing 50 involved analysts

confirmatory

samples/lab/week in

one state
Confirmatory Testing Assume | supervisor Assume 50 states are Nationally =25 laboratory

Laboratory Supervisors

per 10 employees

involved

supervisors

Federal Risk
Communication Staff

Capable of coordinating
the response within a
given area

Need 5 personnel per
Federal agency
involved

Assume 5 Federal agencies

are involved

Nationally = 25 staff at
Federal level

State Risk
Communication Staff

Capable of coordinating
the response within a

Assume all 50 states are
involved

Nationally = 250-500 state
staff
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given area

Assume 5-10 personnel
per State involved

Federal Embargo/Recall
Team

One team can
coordinate the Federal
response in each state

Each team comprises 5
recall staff 6-10 Federal

Assume response in 25
states

One Federal Embargo/Recall
Team per state

25 States = 125 recall staff
and 150-250 Federal
compliance officers

compliance officers nationally
(FDA and USDA)
State Embargo/Recall One team can Assume response in 25 One State Embargo/Recall
Team coordinate the response | states Team per state
in each state 25 States = 250 state
Each team comprises compliance officers and 125
10 compliance officers state recall staff nationally
and 5 recall staff
Federal public 5 staff per Federal Assume 5 Federal agencies | 25 staff at Federal level

information staff

agency

are involved

nationally

State public information
staff

4 staff /8 hour shift at
State level

Assume 50 states

Per State = 12 staff/24 hours

50 states = 600 staff
nationally

Law enforcement staff —
secure scene

2 staff capable of
response at each
contaminated facility

Assume 25 states

Assume 100 facilities are
contaminated per State

2 staff x 100 facilities = 200
per state

x 25 States = 5000 personnel
nationally

Law enforcement staff —
investigate event

2 staff capable of
response at each
contaminated facility

Assume 25 states

Assume 100 facilities are
contaminated per State

2 staff x 100 facilities = 200
per state

x 25 States = 5000 personnel
nationally

IT support staff

One IT support person
per 20 staff deployed

Assume 12000 personnel
deployed in 25 states

Nationally =600 IT support
staff

IT support equipment

Cache of one
Blackberry, one cell
phone, one laptop, and
one portable printer for

Assume 12000 people
deployed in 25 states

Nationally = 12,000 IT
support equipment caches:
12,000 blackberries, 12,000
cell phones, 12,000 laptops,

each person deployed 12,000 portable printers
Additional One vehicle per two Assume 120 people 240 vehicles per state
transportation people deployed deployed per state 6,000 vehicles nationally
Assume 3000 people
deployed in 25 States
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Target Capability Preparedness Level

Incident Command
Center

Resource
Organization

Per State (central
and backup).

State

Direct Food and
Agriculture Safety and
Defense Operations

Implement Control
Measures for
Contaminated Products

Conduct Product
Disposal and Food
Facility
Decontamination

FDA Emergency
Operations Center

Federal

Resource
Organization

Nationally

Federal
(HHS/FDA)

Direct Food and
Agriculture Safety and
Defense Operations

Implement Control
Measures for
Contaminated Products

USDA Emergency
Operations Center

Federal
Resource
Organization

Nationally

Federal
(USDA)

Direct Food and
Agriculture Safety and
Defense Operations

Trace Suspect Products

Implement Control
Measures for
Contaminated Products

Conduct Product
Disposal, Surface, and
Food Facility
Decontamination

USDA/FSIS
Emergency
Management
Committee (EMC)

Federal
Resource
Organization

Nationally

Federal
(USDA/

FSIS)

Direct Food and
Agriculture Safety and
Defense Operations

Trace Suspect Products

Implement Control
Measures for
Contaminated Products

State Emergency
Operations Center
(EOC)

Resource
Organization

Per State (central
and backup)

State

Direct Food and
Agriculture Safety and
Defense Operations

Implement Control
Measures for
Contaminated Products

Conduct Product
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Disposal, Surface, and

Food Facility
Decontamination
Human Disease Non-NIMS 1 Per State State Surveillance
Surveillance Team | Resource
Organization
Food Investigation | Non-NIMS 25 Per State State Surveillance
Team Resource Trace Suspect Products
Organization
Food Facility Non-NIMS 10 Per State State Implement Control
Decontamination Resource Measures for
Team Organization Contaminated Products
Conduct Product
Disposal, Surface, and
Food Facility
Decontamination
Food Facility Non-NIMS 4 Per State State Implement Control
Decontamination Resource Measures for
Team Supervisors | Organization Contaminated Products
Conduct Product
Disposal, Surface, and
Food Facility
Decontamination
Food Facility Non-NIMS 5 Per State State Implement Control
Decontamination Resource Measures for
SMEs Organization Contaminated Products
Conduct Product
Disposal, Surface, and
Food Facility
Decontamination
Disposal Team Resource 50 per State State anduct Product
Organization Disposal, Surface, and
Food Facility
Decontamination
Semi-tractor Equipment 500 Per state State anduct Product
trailers for disposal Disposal, Surface, and
Food Facility
Decontamination
Disposal Team Personnel 20 Per state State Conduct Product
Supervisors Disposal, Surface, and
Food Facility
Decontamination
Disposal Team Personnel 5 Per State State Conduct Product

SMEs

Disposal, Surface, and
Food Facility
Decontamination
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Sample Analysis Personnel 1000 Nationally State Surveillance
Laboratory
Analysts
Sample Analysis Personnel 100 Nationally State Surveillance
Laboratory
Supervisor
Confirmatory Personnel 250 Nationally State Surveillance
Testing Laboratory
Analysts
Confirmatory Personnel 25 Nationally State Surveillance
Testing Laboratory
Supervisor
Federal Risk Personnel 25 Nationally Federal Implement Control
Communication (HHS/FDA, | Measures for
Staff USDA) Contaminated Products
State Risk Personnel 250 - 500 | Nationally States Implement Control
Communication Measures for
Staff Contaminated Products
Federal Non-NIMS 1 Per State Federal Implement Control
Embargo/recall Organization (HHS/FDA, | Measures for
Team USDA) Contaminated Products
State Non-NIMS 1 Per State State Implement Control
Embargo/recall Organization Measures for
Team Contaminated Products
Federal Public Personnel 25 Nationally Federal Implement Control
information staff (HHS/FDA, | Measures for
USDA) Contaminated Products
State Public Personnel 12 Per State State Implement Control
information staff Measures for
Contaminated Products
Law enforcement Personnel 200 Per State State Implement Control
staff — secure scene Measures for
Contaminated Products
Law enforcement Personnel 200 Per State State Implement Control
staff - investigate Measures for
event Contaminated Products
IT support staff Personnel 600 Nationally State All Activities
IT equipment cache | Equipment 12000 Nationally State All Activities
Additional Vehicles 240 Per State State Trace Suspect Product
transportation Implement Control

Measures for Infected
and/or Contaminated
Products
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Conduct Product
Disposal, Surface, and
Food Facility
Decontamination

References

1.

10.

11.

12.

13.

14.

15.

16.

17.
18.

Homeland Security Presidential Directive/HSPD-8, "National Preparedness". December 2003.
http://www.whitehouse.gov/news/releases/2003/12/20031217-6.html

National Response Plan (NRP). Department of Homeland Security. December 2004.

National Incident Management System (NIMS). Department of Homeland Security. March 2004.
http://www.dhs.gov/interweb/assetlibrary/NIMS-90-web.pdf

Bio-security and the Food Supply. Food Safety and Inspection Service, Department of Agriculture. 2004.
http://www.fsis.usda.gov/Fact_Sheets/Biosecurity & the Food Supply/index.asp

Emergency Response to Terrorism Job Aid, Ed 2.0. Federal Emergency Management Agency and Department
of Justice. February 2003. http://biotech.law.lsu.edu/blaw/FEMA/ert-ja.pdf

Federal Meat Inspection Act. Food Safety and Inspection Service, Department of Agriculture. 2002.

Code of Federal Regulations, Title 10, Part 835; Volume 4, Parts 500 to end. U.S. Government Printing Office.
2000.

OSHA/NIOSH Interim Guidance - August 30, 2004: Chemical - Biological - Radiological - Nuclear (CBRN)
Personal Protective Equipment Selection Matrix for Emergency Responders, Biological Agents. Occupational
Safety & Health Administration, Department of Labor

Hazard Analysis and Critical Control Point (HACCP). U.S. Food and Drug Administration. Center for Food
Safety and Applied Nutrition. http://vm.cfsan.fda.gov/~Ird/haccp.html

Post-Emergency Response Resources Guide. US Nuclear Regulatory Commission and Federal Emergency
Management Agency. 1991.

Manual of Protective Action Guides and Protective Actions for Nuclear Incidents, 400-R-92-0001.
Environmental Protection Agency (EPA). 1991.

Radiological Sources of Potential Exposure and/or Contamination, USACHPPM Tech Guide 238. Aberdeen
Proving Ground, MD. 1999.

Code of Federal Regulations (CFR) Title 10, Part 835; Volume 4; Parts 500 to end. U.S. Government Printing
Office. 2000. http://www.access.gpo.gov/nara/cfr/waisidx_03/10cfr835_03.html

National Fire Protection Association. 2002. NFPA 472: Standard for Professional Competence of Responders
to Hazardous Materials Incidents. 2002 Edition. Available at:
http://www.nfpa.org/aboutthecodes/AboutTheCodes.asp?DocNum=472. Accessed October 10. 2005.

National Fire Protection Association. 2004. NFPA 1600: Standard on Disaster/Emergency Management and
Business Continuity Programs, National Fire Protection Association, 2004 Edition. Available at:
http://www.nfpa.org/aboutthecodes/AboutTheCodes.asp?DocNum=1600. Accessed October 10, 2005.

Multistate Foodborne Outbreak Investigations: Guidelines for Improving Coordination and Communication” —
National Food Safety System Project, Outbreak Coordination and Investigation Workgroup, February 2001.

Environmental Health Officers Readiness Guide, U.S. Public Health Service

Core Competencies for Public Health Workers, Columbia School of Nursing

160 Target Capabilities List




Capability Definition

The Epidemiological Surveillance and Investigation capability is the capacity to rapidly conduct
epidemiological investigations. It includes exposure and disease (both deliberate release and naturally
occurring) detection, rapid implementation of active surveillance, maintenance of ongoing surveillance
activities, epidemiological investigation, analysis, and communication with the public and providers
about case definitions, disease risk and mitigation, and recommendation for the implementation of control
measures.

Outcome

Potential exposure to disease is identified rapidly by determining exposure and mode of transmission and
agent; interrupting transmission to contain the spread of the event; and reducing number of cases.
Confirmed cases are reported immediately to all relevant public health, food regulatory, environmental
regulatory, and law enforcement agencies. Suspected cases are investigated promptly, reported to
relevant public health authorities, and accurately confirmed to ensure appropriate preventive or curative
countermeasures are implemented. An outbreak is defined and characterized; new suspect cases are
identified and characterized based on case definitions on an ongoing basis; relevant clinical specimens are
obtained and transported for confirmatory laboratory testing; the source of exposure is tracked; methods
of transmission identified; and effective mitigation measures are communicated to the public, providers,
and relevant agencies, as appropriate.

Relationship to National Response Plan Emergency Support Function
(ESF)/Annex

This capability supports the following Emergency Support Function (ESF)/Annexes:

ESF#8: Public Health and Medical Services
Biological Incident Annex
Terrorism Incident Law Enforcement and Investigation Annex

Preparedness Tasks and Measures/Metrics

Critical Tasks

ProBla 1.1 Develop plans, procedures, and protocols for investigating a potential disease outbreak
ProBla 1.1.1 Develop procedures for identification of disease, vector and epidemic
ProBla 1.1.2 Develop guidelines or procedures for properly conducting a coordinated outbreak investigation

Develop and maintain efficient surveillance systems supported by information systems that
comply with PHIN functional requirements for Early Event Detection, Outbreak Management
and Countermeasure and Response Administration to facilitate early detection, mitigation and
evaluation of expected and unexpected public health conditions

Pro.Bla 1.14
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Distinguish on the State list of notifiable conditions between select conditions that require
Pro.Bla 1.1.5 immediate reporting to the public health agency (at a minimum, Cat A agents), and conditions
for which a delay in reporting is acceptable

ProBla 1.2 Develop plans and procedures to respond to a disease outbreak

Develop policies and procedures to respond appropriately to positive notifications of medical

ProBla 1.2.1 hazards

Pro.Bla 1.2.1.1 | Describe time frames for notification for conditions where a delay in reporting is acceptable,

Develop plans, procedures and protocols for the provision of medical personnel, equipment,

ProBla1.2.2 laboratories, and pharmaceuticals and supplies
ProBla 123 Plan and prepare for pandemic influenza, particularly for the stage when vaccine either is non-
- existent or in severely short supply

Develop plans, procedures and protocols to inventory medical supplies, equipment, ambulance
ProBla 1.2.4 . . .. . .

services, hospitals, clinics and first aid units

Develop communications to physicians and hospitals regarding use of testing of symptomatic
ProBla 1.2.5 . . . . .

and non-symptomatic patients during epidemic

Develop an integrated response plan that directs how public health, hospital-based,
ProBla 1.2.6 environmental, food, veterinary and agricultural laboratories will respond to a bioterrorism

incident
Preparedness Measures Metrics
Epidemiological and laboratory emergency plans are in place Yes/No
Epidemiological plans identify the conditions (e.g., trigger points) for initiating the Yes/No
investigation

Epidemiological emergency response plans delineate the epidemiological investigation steps Yes/No
for identifying the population at risk

Epidemiological emergency response plans address surveillance — ongoing and event-specific | Yes/No
collection of health data

Epidemiological emergency response plans include steps for comparison of cases to the Yes/No
baseline and confirmation of diagnosis

Epidemiological emergency response plans include steps for case finding — actively searching | Yes/No
for cases

Epidemiological emergency response plans include steps for managing data that warrants Yes/No
public health attention (e.g. detect through pattern recognition and compile, analyze, and
report surveillance data)

Epidemiological emergency response plans include steps for contact tracing Yes/No

Epidemiological emergency response plans identifying/developing information systems to Yes/No
support the epidemiological investigation that comply with PHIN functional requirements for
Outbreak Management and Countermeasure and Response Administration including a
protocol for management/flow of data

Epidemiological emergency response plans include steps for development of descriptions of Yes/No
cases through interviews, medical record review and other mechanisms (person, place and
time)

Epidemiological emergency response plans include steps for generating possible associations | Yes/No
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of transmission, exposure and source

Epidemiological emergency response plans include steps for coordinating with environmental | Yes/No

investigation

Epidemiological emergency response plans include steps for performing and analyzing Yes/No

definitive studies

Epidemiological emergency response plans include steps for sharing with and reporting Yes/No

appropriate information to key Federal, State, and local public health partners

Epidemiological emergency response plans address monitoring the containment of diseases Yes/No

(e.g. outbreak course and population characteristics, effectiveness of mitigation steps, status of
those exposed from identification through disposition, etc.).

Epidemiological emergency response plans include steps for evaluating therapeutic outcome Yes/No

Epidemiological emergency response plans include steps for monitoring adverse reactions to Yes/No

public health interventions

Epidemiological emergency response plans include communication requirements (e.g., Yes/No

dissemination of accurate, timely, and accessible information to the public, media, and

support agencies)

Chain of evidence and chain of custody protocols are followed according to SOP — zero loss Yes/No

of evidence or specimens

Information tracking systems (e.g., registries of exposed or potentially exposed persons, Yes/No

systems to support investigating, describing, understanding events).

State notifiable conditions list distinguishes between select conditions that require immediate | Yes/No

reporting to the public health agency (at a minimum, Cat A agents), and conditions for which
a delay in reporting is acceptable

Critical Tasks

ProBla 2 Develop and implement training and exercises for epidemiological surveillance and investigation
ProBla2.1 Develop and implement training programs epidemiological surveillance and investigation
Support training on various types and models of equipment likely to be used in an emergency
ProBla2.1.1 o .
situation through government grants and industry sponsored workshops
ProBla2.2 Develop and implement exercises for epidemiological surveillance and investigation
Preparedness Measures Metric

Staff are trained on activities required to conduct epidemiological surveillance and

detection including exposure and disease detection, surveillance, analysis, reporting, and Yes/No

use of equipment

HSEEP-compliant exercises to evaluate epidemiological surveillance and detection are
routinely conducted

Yes/No
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Performance Tasks and Measures/Metrics

Critical Tasks

Identify applicable laws, policies, and implementation procedures for public health reporting and
Pro.Bla 3.3.2 . .
notification
Pro.Bla 3.3.1 Maintain public health communication channels supported by information systems that comply
' - with the PHIIN functional requirements for Partner Communications and Alerting
Pro.Bla 3.3.3 Provide Public Health information to emergency public information for release
Pro.Bla 3.2.3 Coordinate resources needed to respond to public health concern
Lead public health investigations to determine source of disease in collaboration with law
Pro.Bla 3.1
enforcement
Pro.Bla 3.2.2 Identify all stakeholders and agency representatives or liaisons for public health response
ProBla 45.1 Report instances of disease that raise the index of suspicion of terrorist or criminal involvement
’ e to FBI Headquarters (National Response Plan)
Pro.Bla 3.34 Make public health recommendations for prophylaxis and other interventions
Pro.Bla 3.2.4 Coordinate examination of deceased suspect patients with the medical examiner and/or coroner

Performance Measures

Metric

Time in which State informed local or local informed State of receipt of notice of a
case with a high index of suspicion of an immediately notifiable condition

Within 1 hour from receipt

Time in which information was issued to the public that acknowledged the event,
provided status, and committed to continued communication

Within 1 hour from
implementation of response
plan

Time in which case finding and public health instruction was disseminated to all
hospitals in jurisdiction through the Health Alert Network (HAN) whose supporting
information systems comply with the PHIN functional requirements for Partner
Communications and Alerting.

Within 12 hours from case
definition

Percent of public health epidemiological staff with sufficient equipment (e.g., PPE,
IT, communication, clinical sampling equipment, specimen collection material) to
conduct investigation

100%

Time in which knowledgeable public health professional answered a call of urgent
public health consequence 24/7/365

Within 15 minutes from call

Time in which message was approved and authorized for distribution of public health
and medical information to clinicians and other responders

Within 1 hour from
finalization of message
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Activity: Surveillance and Detection

Definition: Collect ongoing and event-specific health data to recognize events of public health

significance

Critical Tasks

Pro.Bla 4.54 Facilitate reporting consistent with disease reporting laws or regulations

Pro.Bla 4.3 Compile surveillance data

Pro.Bla 4.4 Analyze surveillance data

Pro.Bla 4.2.1 Detect suspected outbreak through pattern recognition

Pro.Bla 4.3.3 Maintain chain of custody

Pro.Bla 4.3.2 Have or have access to PHIN compliant information systems to support detecting events of
public health significance and tracking of chain of custody

Performance Measures Metric

Data warranting public health attention were received, reviewed, and analyzed Yes/No

Time in which epidemiological investigation was initiated following report to health Within 3 hours from

department report

Time in which epidemiological investigation was completed following report to health Within 36 hours from

department report

Activity: Conduct Epidemiological Investigation

Definition: Investigate a disease and its determinants in a population; characterize and classify a
case; identify the source of the public health event; and define the population at risk

Critical Tasks

ProBla 5.1 Dispatch public health personnel to location of suspected contamination

ProBla 5.2 Conduct epidemiological investigations to identify potential exposure and disease

Pro.Bla 5.3 Confirm the outbreak using lab data and disease tracking data

Pro.Bla 5.2.1 Define case characteristics

Pro.Bla 5.3.1 Search actively for cases (case finding)

Pro.Bla 5.3.2 Create registries of ill, exposed, and potentially exposed persons

Pro.Bla 5.4 Conduct contact tracing

ProBla 5.4.1 Analyze and ?nte?pret epidemiological investigation data in coordination with data from Counter-
Terror Investigation and Law Enforcement

Pro.Bla 5.4.2 Analyze and confirm origin of outbreak

Pro.Bla 5.5.1 Recommend control measures for outbreak

Pro.Bla 5.6 Draft and disseminate initial report of epidemiological investigation

Target Capabilities List 165

.
oy
@)
_|
m
0
_|
=
7
)
O
=
m
9
S
m
=
@)
o
@)
©
0
>
>
»
-
5y
<
M
=
r
>
Z
@]
m
>
Z
o
Z
<
m
0
-
)]
>
-
@)
Z




Pro.Bla 5.6.1

Outbreak Management

Have or have access to information systems to support investigating, describing and
understanding events of public health significance that comply with the PHIN Functional Area

Performance Measures

Metric

Time in which public health epidemiologist initiated initial investigation

Within 3 hours from initial
notification

Time in which recommendation for public health intervention was provided

Within 6 hours from first
identification of agent

Time in which suspect case was sent to key Federal, State, and local public health
partners (e.g., CDC, FBI, law enforcement, State, and local)

Within 3 hours from
identification

Time in which case definitions were created

Within 12 hours from
confirmation of index case

Time in which a health alert that describes the initial report of an indexed case
along with known cases, possible risk factors, and initial public health
interventions to be distributed via multiple means such as: Epi-X, Health Alert
Network (HAN), fax, and e-mail was developed

Within 12 hours from initiation
of case investigation

Time in which active case findings in all affected States was initiated

Within 24 hours from
established working case
definition.

Time in which law enforcement was notified of initial laboratory confirmation of
high priority diseases or events with suspicion of terrorism

Within 1 hour from laboratory
confirmation.

Time in which clinical diagnostic specimens/samples were received at the

Within 6 hours from

laboratory response network (LRN) after epidemiologist acquisition acquisition

Time in which 75 % of known suspected cases (or proxies) were Within 48 hours from
contacted/interviewed for more detailed epidemiologic follow-up identification of the index case
Time in which an initial report describing all suspected cases by person, place, Within 60 hours from

and time was produced

identification of the index case

Critical Tasks

Pro.Bla 6.1.1 Monitor the course and population characteristics of a recognized outbreak
Have or have access to information systems that support administration of outbreak control
Pro.Bla 6.2 and that comply with the PHIN functional requirements for Countermeasure and Response
Administration.
Pro.Bla 6.1 Monitor effectiveness of mitigation steps
ProBla 6.4 Conduct an after action debriefing (hotwash) to identify deficiencies that require corrective
’ ’ actions in areas such as personnel, training, equipment, and organizational structure
Pro.Bla 6.3.2 Conduct special studies of critical public health issues
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Performance Measures Metric

Percent of known cases and exposed successfully tracked from identification through 100%
disposition to enable follow-up

Linked Capabilities

Emergency Public Epidemiological Surveillance and Investigation provides information for release to

Information and Warning | Emergency Public Information and Warning.

Emergency Operations Epidemiological Surveillance and Investigation and Emergency Operations Center

Center Management Management both contribute to situation reports.

Medical Surge Epidemiological Surveillance and Investigation and Medical Surge both provide
situation reports.

Laboratory Testing Epidemiological Surveillance and Investigation receives lab results from Laboratory
Testing.

Mass Prophylaxis Epidemiological Surveillance and Investigation provides outbreak notification to Mass
Prophylaxis.

Isolation and Quarantine | Epidemiological Surveillance and Investigation provides investigation results to
Isolation and Quarantine, while Isolation and Quarantine provides containment updates
to Epidemiological Surveillance and Investigation.
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Capability Activity Process Flow

Epidemiological Surveillance and
Investigation Capability

P " Surveillance and |
Provide information for Detection
release

Emergency Public
Information and
Warning

Routine
monitoring data

Emergency
Op’ar:r::n:riir;ter Provide stireps Report detection of possible
9 unusual event
Medical Surge Provide information
Sample provided to lab
Laborato
Tesﬁngry Lab results provided ~Conduct.
Need for PAD Epidemiological
Investigation

Provide outbreak

notification Direct Provide lab results
Epidemiological
Surveillance
Mass
Prophylaxis ar_\d . 8
Investigation Ready to implement
Operations containment measures
Provide investigation
results
Isolation and .
. - Monitor
Quarantine Recommend revisions to PAD Containment
Updates provided
Planning
Logistics
Comm. Disease contained

Manage
Coordinate

Supervise
Safety

Resource
Requests

End: Return to pre-event
operation levels
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Resource Element Description

Local Health Department-based
Surveillance Team

Team to track suspect case reports (reportable diseases) within their
jurisdiction; personnel (per 12-hour shift): 1 supervisor (MD, DVM, or PhD
level), 2 epidemiologists, 1 IT staff , and 1 statistician. The team is led by a
local health department, but staff may be drawn from local, State, and/or
Federal resources.

Investigation Epidemiologist

Personnel: 1 Epidemiologist (or public health nurse or public health advisor)
to interview cases and perform investigation

Active Surveillance/Case
Finding Epidemiologist

Personnel: 1 epidemiologist (or public health nurse or public health advisor)
per 12 hour shift per facility (e.g. hospital ER in affected region) to find to
cases in hospitals and the community.

Special Studies Team

Team to undertake focused scientific investigations of interest; personnel: 1
epidemiology supervisor (MD, DVM, or PhD), 5 epidemiologists or scientists,
1 public health advisor, 1 subject matter expert, 1 interviewer per 10 persons,
and 1 statistician

CDC Department Emergency
Operations Center (DEOC)
Surge Team

Team to coordinate CDC response to an incident at a location. Personnel: 1
senior epidemiology supervisor, 1 Federal-State liaison epidemiologist per
affected State, 5 support epidemiologists, 1 public health advisor (PHA), 1 data
entry manager, 10 data entry staff

State/Local EOC Surge Team

EOC personnel to coordinate the response to the incident. Personnel: 1
epidemiology incident commander, 1 senior epidemiology supervisor per 12
hour shift, 1 Bioterrorism coordinator, 5 support epidemiologists per 12 hour
shift, 1 PHA per 12 hour shift, 1 Database manager, 1 programmer, 2 analysts,
2 transport teams (each with 1 driver), 1 clerical staff member, 1 IT person

Personal Equipment Cache

1 Blackberry/cell phone, PPE, and appropriate equipment cache per person

Laptop computers/printers

1 laptop per 2 persons deployed; 1 printer per 10 laptops (1 printer per 20
persons deployed)

Planning Assumptions

Scenario-Specific

Although applicable to several of the 15 National Planning Scenarios, the capability planning
factors were developed from an in-depth analysis of the Anthrax and Pandemic Influenza
scenarios. Other scenarios were reviewed to identify required adjustments or additions to the
planning factors and national targets.

Estimates are made of the needs for communities to respond to this emergency once identified
and for baseline resources needed for timely initial detection

B. anthracis spores added directly to product without aerosolization

Ground beef was sent to San Diego, Seattle, and Phoenix

Orange juice was sent to Albuquerque, Las Vegas, and Palm Springs

Patient presentations involved gastrointestinal, oropharyngeal, and cutaneous forms of anthrax.
Clinical and laboratory confirmation (LRN) occurred between days 2 and 5 after index case

presentation
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Production facilities and distribution system mechanisms will be contaminated until formally
decontaminated

Cases will continue sporadically following public health intervention due to consumers and
retailers failing to discard/return/destroy contaminated product

No simultaneous disasters are occurring during the same time

There will be an unprecedented level of public concern, anxiety, and fear as a result of this
incident

Assume field investigation will last 10 days at full personnel strength and then another 20 days at
50 percent personnel strength.

Assume a concurrent law enforcement investigation

Assume health departments and Emergency Operation Centers (EOC) will require 100 percent
surge staffing for 30 days in 10 cities (6 affected cities and 4 neighboring areas that have high
levels of anxiety/concern) and at CDC.

Staff requirements, detailed in this worksheet, represent existing local, State, and Federal
resources that are devoted to routine (baseline) public health activities.

Assume that staff at the local level may include Federal or State employees; assume that staff at
the State level may include Federal employees.

Assume that for every case interviewed, 10 ill persons with diseases other than anthrax will need
to be interviewed in a more abbreviated manner. Assume these “non-case” interviews will take
half the time of a case interview. Given that 2,300 cases are indicated in the scenario, this means
that 25,300 total interviews will need to be conducted.

Assume 100 percent of cases and 50 percent of non cases will be interviewed during first 10 days.
The remaining 50 percent of non-cases will be interviewed during the next 20 days.

Assume there will be 100 facilities (hospital emergency departments) requiring active
surveillance in 10 locations.

Assume 10 special studies will be conducted. Each study will require 50 interviews.

The food contamination scenario explored would be considered a national response that involves
local, State and Federal resources.

To provide 24 hour coverage for the first 10 days, the national response described in this scenario
would require a staff of 110 epidemiology supervisors, 451 epidemiologists, 60 data entry staff,
40 IT staff, 30 statisticians, 60 public health advisors, 10 occupational/environmental
epidemiologists, 50 non-epidemiologist interviewers, 10 subject matter experts and 10 State
bioterrorism coordinators.

Over the next 20 days of the investigation, staffing could be reduced to 70 epidemiology
supervisors, 270 epidemiologists, 31 data entry staff, 30 IT staff, 30 statisticians, 40 public health
advisors, 10 occupational/environmental epidemiologists, 50 non-epidemiologist interviewers, 10
subject matter experts and 10 State BT coordinators.

The percent of staff contributions to the investigation from the State and local levels is dependent
on baseline availability of resources. It should be noted that the Council of State and Territorial
Epidemiologists (CSTE) 2004 National Assessment of Epidemiology Capacity: Findings and
Recommendations sites a 40 percent deficiency of trained public health epidemiologists
nationally.

Due to potentially unforeseen delays in the identification of a non-naturally occurring
epidemiological event, detection of disease outbreaks may not occur until large numbers of
victims are affected, particularly when the agent has a long incubation period.

Target Capabilities List



Planning Factors from an In-Depth Analysis of a Scenario with Significant
Demand for the Capability (Anthrax and Pandemic Influenza)

Local Health
Department-based
Surveillance Team

One team can track diseases at
one location per 12 hour shift.

Assume 24 hour/day
staff needs for 30 days
at 10 locations

All 30 days — need 20
teams nationally

Each location needs 2
teams (1 per shift)

For 24-hour surveillance, need 2
epidemiologists per day at each
facility.

first 10 days.

Investigation One epidemiologist can conduct Assume 100 facilities Nationally:
Epidemiologist investigations at 5 locations requiring active 200 epidemiologists for
during first 10 days surveillance in 10 first 10 days
locations (cities) during ) ) )
first 10 days 100 epidemiologists for
next 20 days
Active One epidemiologist per shift can Assume 100 facilities Nationally:
Surveillance/Case conduct surveillance/case finding | requiring active 200 epidemiologists for
Finding at 1 health facility during first 10 | surveillance across 10 first 10 days; 100
Epidemiologists days. locations (cities) during

epidemiologists for next
20 days

2 Epidemiologist per
health facility

Special Studies
Team

One team (comprising personnel
in Resource Element Description
Table) can conduct one study

Assume 10 special
studies conducted, each
requiring 50 interviews

All 30 days — need 10
Teams nationally

CDC Department
Emergency
Operations Center
(DEOC) Surge Team

100% surge staffing for first 10
days, and 50% staffing for next 20
days at CDC EOC.

Assume 1 surge team can support
response for one affected location
per 12 hour shift

Assume 10 affected
locations (6 with cases +
4 additional) requiring
24 hour/day response

Nationally — 20 Surge
Teams

State/Local EOC
Epidemiology Surge
Personnel Team

Assume 100% staff needs for first
10 days, and 50% staffing for next
20 days at each location

Assume 1 surge team can support
response for one affected location
per 12 hour shift

Assume 10 affected
States (6 with cases + 4
additional)

2 Surge Teams per State
EOC for 1* 10 tens; then
1 Surge Team for 20
days.

Personal Equipment
Cache

Blackberry/cell phone; PPE and
appropriate equipment cache per
person — 1 per person deployed;

Assume 511 people
deployed during first 10
days;

341 people next 20 days

First 10 Days:

511 Blackberry/cell
phones/PPE/appropriate
equipment cache

Next 20 Days:

341 Blackberry/cell
phones/PPE/appropriate

Target Capabilities List
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Scenario
Requirement
Values

Resource
Organization

Estimated Capacity

Quantity of
Resources Needed

equipment cache

Laptop
computers/printers

1 laptop for every 2 people
deployed; 1 printer for every 10
laptops

Assume 511 people
deployed during first 10
days;

First 10 Days:
256 laptops, 26 printers

Next 20 Days:
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every 20 people deployed)

(or 10 laptops and 1 printer for

341 people next 20 days

171 laptops, 17 printers

Approaches for Large-Scale Events

Pandemic Flu — For all teams, the work force will be diminished by one-third. The need for
epidemiologic investigation will be far reduced relative to surv