PART IIlI:

This part is applicable to a contractor, vendor and/or provider organization serving as a third-party administrator on
behalf of FDOH programs and is classified or determined in the FDOH contract agreement to be a Service

OTHER AUDIT REQUIREMENTS

Organization (SO).

If the contracted entity is determined to be a Service Organization (SO), the entity must perform an attestation to
the Service Organization Controls (SOC) and submit to FDOH a “Statement on Standards for Attestation
Engagements (SSAE18) audit report within the assigned timeframe as agreed upon in the SO’s contract agreement.
The hired Auditor must make an evaluation consistent with the FDOH contract terms and conditions to determine
which SSAE18 report types to perform for the required SOC types. Below are the options available for the SSAE18

reports;

TYPES:

1. SOC 1 - A report on controls over financial reporting.

» Type 1 Report - report on the fairness of the presentation of management’s description
of the service organization’s system and the suitability of the design of the controls to
achieve the related control objectives included in the description as of a specified date.

» Type 2 Report - report on the fairness of the presentation of management’s description
of the service organization’s system and the suitability of the design and operating
effectiveness of the controls to achieve the related control objectives included in the
description throughout a specified period. (Auditor conducts testing)

2. SOC 2 — A report on controls that may be relevant to security, availability, processing Integrity,
confidentiality or privacy. These reports are intended to meet the needs of a broad range of users
that need detailed information and assurance about the controls at a service organization relevant
to security, availability, and processing integrity of the systems the service organization uses to
process users’ data and the confidentiality and privacy of the information processed by these
systems. These reports can play an important role in:

Oversight of the organization

Vendor management programs

Internal corporate governance and risk management processes
Regulatory oversight

» Type 1 Report - report on the fairness of the presentation of management’s description
of the service organization’s system and the suitability of the design of the controls to
achieve the related control objectives included in the description as of a specified date.

» Type 2 Report - report on the fairness of the presentation of management’s description
of the service organization’s system and the suitability of the design and operating
effectiveness of the controls to achieve the related control objectives included in the
description throughout a specified period. (Auditor conducts testing)
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